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Phu luc 01.
HUONG DAN THIET LAP CAU HINH ATTT CHO HPH WINDOWS
CUA NGUOI DUNG CUOI

I. HUONG DAN THU'C HIEN THU CONG TREN CAC MAY TiNH

1. Cai dat BIOS may tinh

Budc 1: Khéi dong may tinh va truy cap truy cap vao BIOS theo mainboard:
- Mainboard Abit - Bim phim DEL dé vao BIOS Setup Utility.
- Mainboard ASRock - Bam phim F2 dé vao BIOS Setup Utility.

- Mainboard ASUS - Bam phim DEL, Print hoic F10 dé vao BIOS Setup
Utility.

- Mainboard BFG - Nhan DEL d¢ vao BIOS Setup Utility.
- Mainboard FREESCALE - Nhian DEL dé vao BIOS Setup Utility.
- Mainboard DFI - Nhan DEL d¢ vao BIOS Setup Utility.

- Mainboard ECS Elitegroup - Biam phim DEL hoic F1 dé vao BIOS
Setup Utility.

- Mainboard EVGA - Bam phim Del dé vao BIOS Setup Utility.

- Mainboard Foxconn - Nhan Del dé vao BIOS Setup Utility.

- Mainboard GIGABYTE - Bam phim Del dé vao BIOS Setup Utility.

- Mainboard Intel - BAm phim F2 dé vao BIOS Setup Utility.

- Mainboard JetWay - Bam phim DEL dé vao BIOS Setup Utility.

- Mainboard Mach Speed - Bam phim DEL dé vao BIOS Setup Utility.

- Mainboard MSI (Micro-Star) - BAm phim DEL dé vao BIOS Setup
Utility.

- Mainboard PCChips - Bdm phim DEL hoic F1 d¢ vao BIOS Setup
Utility.

- Mainboard SAPPHIRE - Bam phim DEL dé vao BIOS Setup Utility.

- Mainboard Shuttle - Bam phim Del hodc Ctrl + Alt + Esc phim dé vao
tién ich thiét 1ap BIOS.

- Mainboard Soyo - Bam phim DEL dé vao BIOS Setup Utility.

- Mainboard Supermicro - Bam phim DEL dé vao BIOS Setup Utility.

- Mainboard TYAN - Bam phim DEL hoic F4 dé vao BIOS Setup Utility.
- Mainboard XFX - Bam phim DEL dé vao BIOS Setup Utility.



Buéc 2: Truy cdp vao BIOS => tim dén tab BOOT

Option:

- Boot List Option chon 1a “UEFI”

=> tim dén phan Boot

- Secure Boot: chon “Enable”

Aptio Set

Boot List Option [UEFIﬂ
> Eile Beouser Del _Bont Onsing

Secure Boot [Enabled)
Load Legacy Uption Rom [Disabled]
Boot Option Priorities
Boot Option #1 (Hindows Hoot Mana
Boot Option #2 [UEFI: IP4 Realtek
Boot Option #3 [UEFI: IP6 Realtek
Boot Option #4 [UEFI: Generlc Fla

fptio Setup Utility - Com g ) ¥ 3
Socur 1Ly

Systen Node atate
Secure Boot state

Clear Secure Yoot kegs

User
Enablod
(Disabled)]

Secure Boot comtrol
Disabled
Emabled

- First Boot Device => Chon “Hard Disk”

Select ubether the Secw
in to bo “Emablod” or
“Disabled™.

Secure Boot 19 possible
I Syntes runs in User o

»e: Select Scroen

CHOS Setup Utility - Copyright (C) 1984-2611 Award Software

 Hard Disk Boot Priority
Quick Boot
EF1 CD/DUD Boot Ontinn
First Boot Device
Second Boot Device
Third Boot Device
rasswora Lvneck
HDD S.H.A.R.T. Capability
Limit CPUID Max. to 3
No-Execute Memory Protect
Delay For HDD (Secs)
Full Screen LOGO Show
Init Display First
Onboard UGA
I On-Chip Frame Buffer Size

fidvanced BIDS Features

[Press Enter)
[Disabled]
fAntnl

[Hard Disk]
{CDROM)
(USB-FDD]
LSetupl
[Disabled)
(Disabled)
[Enabled]

[ 8]
AT
[PCI)

[Auto]

[ 64MB+2HB for GTT)

Item Help
Henu Level )
Select

Hard Disk

Hoot

Device Priority

- Truy cap Power: Chon Wake-On LAN => Chon ”’Disable”



Hake Up on LAN
Enabled

Disabled

- Truy cép Security: Cai dit mat khau BIOS (tuy chon).

Main Advanced Security Boot Exit

Item Specific Help
Supervisor Password Is: Clear
User Password Is: Clear

Supervisor Password
controls access to the

[Enter]
I setup utility.

Set User Password

Password on boc Set Supervisor Password

Enter Mew Password [

Confirm New Password [

Esc
- Thiét 1ap lai tat ca cac cAu hinh BIOS trong trudng hop pin CMOS dugc
thay thé, hodc bi thdo ra.
2. Thiét 1ap cau hinh mang trén hé diéu hanh
- Disable cac network interface khong st dung: Mé Control Panel => All
Control Panel Items => Network Connections.

£/ Network Connections

+ El » Control Panel » All Control Panel ltems » MNetwork Connections

Organize = View Bluetooth network devices Eisablethis network device:l Rename this connection

Ethernet 2 l: Wi-Fi
!. Network cable unplugged ey ANM_W
W~ Realtek PCle GBE Family Congbll... dﬂﬂ Intel(R)\

- Tuong lira ctia hé diéu hanh hodc ctia phan mém antivirus phai ludn duoc
bat. Cau hinh ghi log: Mé Control Panel => All Control Panel ltems =>
Windows Defender Firewall => Advanced settings => Customize Settings =>
Chon Turn on Windows Defender Firewall.

._' Bluetooth Metwork Connection

S Mot connected
X B Bluetooth Device (Personal Area ...




@ Customize Settings

< v P @ > Control Panel » All Control Panel ltems > Windows Defender Firewall » Customize Settings v D

Customize settings for each type of network

You can modify the firewall settings for each type of network that you use.

Private n

(® Turn on Windows Defender Firewall

ing those in the list of allowed apps

MNotify me when Windows Defender Firewall blocks a new app

e (O Tum off Windows Defender Firewall (not recommended)

ork settings
(® Turn on Windows Defender Firewall

|

™ s, including those in the list of allowed apps

)

MNotify me when Windows Defender Firewall blocks a new app

g (O Turn off Windows Defender Firewall (not recommended)

Chon cac Tab:
+ Domain Profile:

Domain Profile  Private Profile  Public Profile  |Psec Settings
Specify behavior for when a computer is connected to its corporate

domain.
State

o«

Firewall state:

On (recommended)

Inbound connectid Block (default)

Outbound connectiol Allow (default)

Protected network connections:

Settings
Specify settings that contral Windows

Defender Firewall behavior. =

Logging
Specify logging settings for
| troubleshooting.

Customize...

OK Cancel Apply

+ Private Profile:

Domain Profle  Private Profle  Public Profile

IPsec Settings

Specify behavior for when a computer is connected to a private
network location.

State

=y

Firewall state On recommended)

Inbound connectigns: Block (default)

COutbound connectio Allow (default)

Customize...

Protected network connections

Settings

Specify settings that control Windows

Defender Firewall behavior. SEREE-

Logging
Specify logging settings for
| troubleshooting.

Customize...

OK Cancel

+ Public Profile:

Apply

FRES =SS

AIDW (aETaun) ~ L

' Mame |,\wstem.?Z\LogHles\ﬁrewall\pfirewall.log| Browse...
ngs
ewal  Size limit (K 4,096
Log dropped packets:
jing § Log successful connections: No (default)
ing.

Mote: If you are configuring the log file name on Group Policy object, ensure
that the Windows Defender Firewall service account has write permissions to
the folder containing the log file.

Default path for the log file is
“isystemroot % \system 324 ogfiles \firewal\pfirewall log.

|

Cancel

e ey
Restore Default Policy

Diagnose / Repair

|,\wstemBZ\LngHIes\FirewaII\pf\rewa\l log | Browse

40%6)2

Log dropped packets?

Log successful connections: Mo (default) s
Note: f you are configuring the log file name on Group Palicy object, ensure
that the Windows Defender Firewall service account has write pemissions to
the folder containing the log file.

Default path forthe log file is
“.systemmoot % \system 32 ogfiles firewal pfirewall log

Cancel



EXpOrT oIy,

ndows Defender Firewa h Advanced Se on Lecal Com pd
Restore Default Policy
Domain Profile  Private Profile  Public Profile  IPsec Settings Diagnose / Repair
Specify behavior for when a computer is connected to a public networlk View 4
location. B )
State Customize Loggin >

On (recommended)

i P Firewall state:

rrrrlerTEE |,\systemﬂz\LogFiIes\FlrewaII\pfirewalI .Iog| Browse™

Block {default)

Outbound connectMgs: Allow (default) 0%
Log drof§ped packets: ~
Protected network connections: g packess No (defaut)

Log succeg No (default)

Specify settings that control Windows ; Note: i you are col fpa the log fil
szeec:'lf:er Hre%vall behavior. SAEHTEE that the Windows Defend®!

the folder containing the log file.

=

roup Policy obigg

name on G
ice d ]

Default path for the log file is
“Laystemroot i \aystem 32\ ogfiles firewall\pfirewall log.

1 Specify logging settings for -
| troubleshooting. L

Cancel Apply
- Thiét 1ap chinh sach tudng lira chiéu vao (Inbound) va chiéu ra (Outbound).
+ Chon Windows Defender Firewall Properties

[
File Action View Help
==

P AULEE RIS REIIE] Windows Defender Firewall with Advanced Security on Local Computer Actions

glb:bU”d :L'Rlels | Windows Defender Firewall with Advanced Security on Loc.,
utbound hules ﬂ Windows Defender Firewall with Advanced Security provides network security for Windor &
= |

3‘;_. Connection Security Rules Import Policy...
B Monitoring 42| Export Policy...
Overview Restore Default Policy

Domain Profile
1@ Windows Defender Frewal is on.

Diagnose / Repair

View
O Inbound connections that do not match a rule are blocked
- G Refresh
'@' QOutbound connections that do not match a rule are allowed.
B Properties
Private Profile
Help

'@‘ Windows Defender Firewall is on.
Q Inbound connections that do not match a rule are blocked.
'Q' Qutbound connections that do not match a rule are allowed.

Public Profile is Active

'@‘ Windows Defender Firewall is on.

G Inbound connections that do not match a nule are blocked.
'@' Outbound connections that do not match a rule are allowed

< Ei Windows Defender Firewall Properties
e :

Getting Started

Authenticate communications between computers

Create connection security rules to specify how and when connections between computers are
protected by using Intemet Protocol security {IPsec).

+ Mo Control Panel => All Control Panel Items => Windows Defender
Firewall => Advanced settings => Customize Settings => Chon Turn on
Windows Defender Firewall



@ Customize Settings

< v P @ > Control Panel » All Control Panel ltems > Windows Defender Firewall » Customize Settings v D

Customize settings for each type of network
You can modify the firewall settings for each type of network that you use.

Private n

(® Turn on Windows Defender Firewall
: ing those in the list of allowed apps
MNotify me when Windows Defender Firewall blocks a new app

e (O Tum off Windows Defender Firewall (not recommended)

ork settings
(® Turn on Windows Defender Firewall

= Y s, including those in the list of allowed apps
MNotify me when Windows Defender Firewall blocks a new app

g (O Turn off Windows Defender Firewall (not recommended)

Chon cac Tab:
+ Domain Profile:

Domain Profile  Private Profile  Public Profile  IPsec Settings

FRE =N AW (JETaU) b i

Specify behavior for when a computer is connected to its comporate
domain.

State

i P Firewall state:

Inbound connectid

On (recommended) |,\3ystem32\Log Files'\Firewallpfirewall log | Browse...

ngst

Block {default) ewal  Size limit (K 40862

Outbound connectio Allow {defautt) Log dropped packets:

Protected network connections: Log successful connections: Mo (default) kd

ing §
ing.
e MNote: If you are configuring the log file name on Group Policy object, ensure
that the Windows Defender Firewall service account has write pemissions to

the folder containing the log file.

Settings

Specify settings that control Windows

Defender Firawall behavior. Ciifnbio

Default path for the log file is
“Yisystemroot 1 \system 32 \ogfiles firewall \pfirewall log.

; | o]
Cancel
Specify logging settings for TEErEn 4 “

troubleshooting.

QK Cancel Apply

+ Private Profile:

e s g

Restore Default Policy

Domain Profile  Private Profile  Public Profile  IPsec Settings Diagnose / Repair
Specify behavior for when a computer is connected to a private View »
network location. |

State

i P Firewall state:

Inbound conn

On {recommended)

ctns: Block (default) i |,\gystem32\Log Files"Firewall'pfirewall log | Browse...

Outbound connectio Allow {default) Size 40965
Protected network connections: Customize... Log dropped packets: e
Settings Log successful connections: No {defautt) ~
g;ﬂ;?g%:;lr:;ﬁ:ﬁ:ﬂ Windows Customize... Mote: if you are configuring the log file name on Group Policy object, ensure

that the Windows Defender Firewall service account has write pemmissions to
the folder containing the log file.

Logging Defautt path for the log file is
! l Specify logging settings for Customize... “ieystemroot % \system 32\ ogfiles \firewall\pfirewall log.

troubleshooting.
Cancel

QK Cancel Apply



+ Public Profile:

- . . 5% Export Felicy...

S : - o S Restore Default Policy

Domain Profile  Private Profile  Public Profile  |Psec Settings Diagnose / Repair
Specify behavior for when a computer is connected to a public netwark E’iEW 4
location. .
State ~ustomize Logg ~
Firewall state: On {recommended)
i Inbound conneclons: Block {defaut) Name ,\qystemEZ\LogFiIes\FlrewaII\pfirewalI.Iog| Browse™
Size lim 4,096 (=

Allow (default)

ciigs:

Outbound conn:

Log drofped packets: No (default) ki

Protected network connections:

Log succe¥ful connections: No (default)

Settings
—| Specify settings that control Windows - Nate: If you are co fing the: log file name on Group Policy objpae®!
Defender Firewal behavior. Customize... that the Windows Defendet service account bas permissions to
the folder containing the log file.

Default path for the log file is
“Lsystemroot \system 32\ ogfiles firewall\pfirewall log.

Logging
Specify logging settings for
- | troubleshooting.

Customize...

Cancel

Cancel Apply

- Céu hinh chan két ndi gifta cic may nguoi dung voi nhau theo cac cong
sau: 135->139 (NetBIOS), 445 (windows shared)
+ Chon Inbound Rules => New Rule... => Port => Next

File  Action
e 2@ = H

& IR Inbound Rules

Group Profile  *

View Help

Inbound Rules

Mame

Rule Type
Select the type of firewall rule to create.

Steps:

@ Rule Type
Protocal and Ports
Action

Profile

&« & & &

Name

@ Firefox (C\Program Files\Mozilla Firefox)

i Connection Security Rules 19 Firefox Public
B, Monitoring 0 Firefox Public
Private

What type of rule would you like to create?

) Program

Rule that controls connections for a program

wonnections for a TCP or UDF port.

() Predefined:
@Firewall AP1.dll.-80200

Rule that controls connections for a Windows experience.

() Custom

Custom rule

< Bac)

+ Thiét lap chan cac cé)ng => Chon Next

8

SF_ Cilen

Neat >

Lo

ancel



Protocol and Ports

Specify the protocols and ports to which this rule applies.

Steps:

Rule Type Does this rule apply to TCP or UDP?

Protocol and Ports
Action
Profile

¢« & & & &

Name
Does this rule apply to all local ports or specific local ports?

Q ...

Specific local ports: ~ [445, 135139 |
Example: 80, 443, 5000-5010

< Back Next > Cancel

+ Chon Block the connection => Chon Next => Next
ﬂ' lew Inbound Rule Wizard

Action

Specify the action to be taken when a connection matches the conditions specfied in the rule.

Steps:

@ Ruls Typs What action should be taken when a connection matches the specified conditions ?

@ Protocol and Ports

) () Allow the connection
@ Action This includes connections that are protected with [Psec as well as those are not.
@ Profile
N (O) Allow the connection if it is secure

@ Hame Thig includes only connections that have been authenticated by using |IPsec. Connections
will be secured using the settings in IPsec properties and rules in the Connection Security
Rule node.

(® Block the connection

< Back Next = Cancel

+ Dat tén Rule va chon Finish

+ Kéo tha Rule 1én vi tri/tht tu dAu tién.

9



- Sir dung Proxy ctia don vi dé truy cép Internet, khong truy cap Internet tryc
tiép: Thuc hi¢n theo thong bao/hudng dan ctia quan tri hé thong/ATTT cua don

VI.

- St dung Cé{ll’l hinh DNS cua tap doan: Thuc hién theo thong bao/hudng dan
cua quan tri h¢ thong/ATTT cua don vi.

3. Cai dit, cau hinh h¢ diéu hanh

- Cai dat phién ban hé diéu hanh trong vong doi san phim Windows do
Microsoft cung cap tai https://support.microsoft.com/en-us/lifecycle/search/1163.

- St dung license hop 1€ cua don vi dé active.

- Cau hinh update: Chon My Computer => Manager => System Tools
Task Scheduler => Task Scheduler Library => Microsoft => Windows

Windows Update

;g‘,;‘ Computer Management

File Action View Help
@ | 25 HE

_;Jn: Computer Management (Local) j A. ‘

v |f} System Tools
v (5 Task Scheduler
v @ Task Scheduler Library
v [ Microsoft

v | Windows
| .NET Framework
| Active Directory Rights M;
1 ApplID
| Application Experience
_| ApplicationData
| AppxDeploymentClient
- Autochk
| Bluetooth

10
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https://support.microsoft.com/en-us/lifecycle/search/1163

;§' Computer Management
File

S ol AR5

Action  View Help

UPnP ~
use

User Profile Service
WaaSMedic

WCM

WDl

Windows Activation Tec
Windows Defender
Windows Error Reportin
Windows Filtering Platfc
Windows Media Sharing
Windows Subsystem Foi

i Computer Management

File Action View Help

o= T H
7] UPnP P
[T use

[ User Profile Service

] WaasSMedic

[ wem

[ wol

[ Windows Activation Tec
[ Windows Defender

[ Windows Error Reportin
7 Windows Filtering Platfc
] Windows Media Sharing
[ Windows Subsystem Fol
[ WindowsBackup

I = WindowsUpdate I

| ] TTinines
7] WianSve
=] woF
"] Work Folders
[ Workplace Join
= ws
[ WwanSve
7] ¥blGameSave

T oma_ e

MName
(® Scheduled Start

Status  Triggers

ady Multiple triggers defined

Actions

< >

WindowsBackup
WindowsColorSystem
WindowsUpdate
Wininet
WilanSve
WOF
Work Folders
Workplace Join
WS
Wwan5vc

[7 XblGameSave

[ Mexzilla

Event Viewer

CRRORRONRORROARROARROO DG

22| Shared Folders

% Local Users and Groups
@ Performance

& Device Manager

~ g Storage

=7 Disk Management

v

4 Services and Applications w

General Triggers Actions Conditions Settings History (disabled)

MName: Scheduled Start

Location:
Author:

‘Microsoft\Windows\WindowsUpdate

Microsoft Corporation.

Description: | This task is used to start the Windows Update service when needed to pe

operations such as scans.

Security options
‘When running the task, use the following user account:
SYSTEM

Run only when user is logged on

Run whether user is logged on or not

Do not store password, The task will only have access to local resources

WindowsUpdate
@ Create Basic Task...
t  Create Task..
Import Task...
Display All Running Tas...
Enable All Tasks History
Mew Folder..,
Delete Folder
View
Refresh
Help

Selected lterm

P Run

= End

& Disable
Export...

+  Properties

x Delete

7]

Help

Chon Start => Settings => Update & Security => Windows Update

11



Find a setting yel

O & 6

)

Windows Update

=

View optional updates

You're up to date
Last checked: Today, 11:01

Pause updates for 7 days
Visit Advanced options to change the pause period

Change active hours
Currently 08:00 to 17:00

View update history
See updates installed on your device

Advanced options
Additional update controls and settings

See what's new

Your device recently got the latest
update with new features and
important security improvements.

Explore new features

Looking for info on the latest updates?

Learn more

Related links
Check Storage

OS build info

@ Gethelp

Id

& Give feedback

Note: Ddi v6i cac don vi trién khai hé théng AD: Trién khai hé théng WSUS dé
cap nhat ban va tap trung cho toan b may chu/may tram.

- Yéu cau thiét 1ap ghi log hé thong: Mic dinh da co.

- Tit chia sé mic dinh, khong cho phép nguoi dung chia sé file trén mdy tinh

+ Thue hién tap trung bang Group Policy trén AD.

+ Pdi v6i may tinh nguoi ding: thyc hién vao Run => CMD => g "net share”
dé kiém tra cac thu muc dang sharing => Thuc hién Disable share.

- Hién thi day du dinh dang tap tin (file extension) trén may ngudi ding

| = | This PC

File Computer  View

I:l Il Preview pane B Extra large icons (=] Large icons
BE ust

small icons
Navigation [TH Details pane
ne -

Panes

4+ B ThisPC

s Quick access ~ Folders (7)
1 Desktop
J Downloads
Documents
[&] Pictures

3D Objects

Downloads

¥

Videos

L

|| Phuong an moi
|| Quytrinh phoi hop
|| THUC HIEN HOP Dt

| VTTEK, Qu

Local Disk (C:)

@ OneDrive =

[ This PC
3D Objects
I Desktop
Documents
3 Downloads
b Music
=] Pictures
B Videos
% Local Disk (C:)

s New Volume (D)

¥ Network

~ Devices and drives (2)

I
Mgy 458 GE free of 118

1] Group by =
[[i] Add columns ~

Medium icons -

== Details

=

Sart
by~ i Size all columns to fit

Layout Current view

Desktop

Folder Options

~ Youcan apply this view (such as Details or lcons)to

all folders of this type.

| opyto Folders | |

Reset Folders |

Advanced settings
_ Files and Folders
[ Always show icons, never thumbnails
[ Always show menus
[] Display file icon on thumbnails
[] Display file size information in folder tips
[ Display the full path in the title bar
. Hidden files and folders
() Daa

(®) Show hidden files, folders, and drives
[+ -

[t
[ Hide extensions for known file types
[ Hide folder merge conflicts

O >

)
=

Hide selcfed  Options
items -

[] ttem check boxes

[+ File name extensions

[] Hidden items
Show/hide

v 2 Search This PC

<]

Documents

b Pictures

4. Chinh séch sir dung phan mém



- Khong st dung cac phan mém chat client (vi du: skype, google talk, msn
chat hoac cac phan mém tuong duong):

Chi tiét thuwe hién tai muc 11 Phan 2.

- Khong st dung cac phan mém bén ngoai cho phép remote, diéu khién may
tinh tr xa (vi du: teamviewer, logmein, vnc, radmin, x-manager hodc cac phan
mém tuong duong):

Chi tiét thuc hién tai muc 11 Phan 2.

- Khéng st dung cac phan mém vugt tuong lira, proxy nhu cac phan mém
proxy, vpn, tunnel (vi du: hostspot shield, ultrasurf hodc cac phin mém twong
duong):

Chi tiét thuce hién tai muc 8 Phan 2
- Cai dat phan mém diét virus va phan mém giam st bat thuong:
Thuee hién theo quy dinh, chinh sach hién hanh.
- Pbi voi phan mém diét virus:
Cdu hinh theo quy dinh, chinh sdach hién hanbh.
5. Thiét lap chinh sach tai khoan, chinh sach quan tri
- May tinh phai duoc join domain
Join may tinh vao domain theo huéng dan ctia bd phan quan tri hé thong/ATTT.
- Nguoi dung phai dung tai khoan domain dé sir dung may tinh

Chi tiét thuc hién tai muc 8 Phan 2. Véi cdc don vi khong trién khai hé théng
domain tap trung can co sy phé duyét cua lanh dao don vi.

- Tén tai khoan chuan hoa.
Khuyén nghi tén tdi khoan dwoc chudn héa chung theo quy dinh té chitc.

- Tén may tinh bao gom tén theo tai khoan email ngudi dung va tén viét tat
cua don vi

Khuyén nghi tén may tinh dwoc chudan héa chung theo quy dinh t6 chirc

- V6i cac may join domain, tai khoan ngudi dung khong dugc c¢6 quyén
administrator trén may tinh

13



t  Action View Help

o 2mXE=|HED

Computer Management (Local
{f} System Tools
> (D Tosk Scheduler
» [g] Event Viewer
» 3] Shared Folders
v & Local Users and Groups
 Users
~ Groups

» (8) Peformance

& Device Manager
52 Storage

& Disk Management
iy Services and Applications

File Action View Help

Name

Description

.EEA«eu Control Assist... Members of this group can remot...

¥ Administrators
&% Backup Operators

& Cryptographic O 4.4 inict

ﬁ Device Owners
&% Distributed COM
!ﬁ Event Log Readet
i& Guests

&% Hyper-V Adminis
& 11S_IUSRS

&% Network Configu
&% Performance Log
& Performance Mo
& Power Users

& Remote Desktop
&% Remote Managet
SE Replicator

& System Managed
& Users

&% KLAdmins

&% KLOperators

e | 2D XE 2| HE

Backup Operators can override se...

General
%‘ Administrators

1-2327923109-636705026-1838

| Changes to a user’s group membership

1ese lnne an

E'J Computer Management (Local

W m System Tools
» . Task Scheduler
> 2] Event Viewer
> | Shared Folders

~ @J Local Users and Groups

Mame

ﬁﬁ.dministrators

ﬁi Backup Operators
@Cryptographic 0

Description

@Access Control Assist.. Members of this group can remot..,

Backup Operators can override se...

Administrators Properties

[ Users %' Device Owners
W o @_Distributed com Genersl
5> (%) Perfoermance @.!E\fent Log Reader I'
& Device Manager @' Guests %, Administrators
v E Storage @!Hyper-v Admini
= Disk Management @HSJUSRS »
> f@ Services and Applications @' Metwork Configu Description:
@i Performance Log
delPerformance Mo Members:
Ei Power Users & pdministrator
i Remote Desktop| | & 5-1-5-21-3791698801-2327523109-636705026-1838
@Remote Manage
ﬁi Replicator

@System Managed
ﬁj Users

el KLAdmins
ﬁi KLOperators

Changes to a user's group membership

Remave are not effective urtil the next time the
user logs on.

ok | |[f cance | | Aoy Help
|

- Xoa bd hoac vo hi€u hoa tai khoan thtra, khong sur dung.
Loai bo tai khoan Guest, tit va thu hdi tai khoan Administrator Local trén
cac may tinh join domain
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L&l Local Group Policy Edito — O
File Action View Help
Sl AN] e (NEY

__J' Local Computer Policy * || Policy Security Setting 2
~ (& Computer Configuration

| Software Settings
~ | Windows Settings

Accounts: Administrator account status Disabled I
i counts [t Defi

| Name Resolution Policy Disabled
) Scripts (Startup/Shutdown) [z Accounts: LImIt loca ac.co.un Use of blank passwords to CO.,  Ena .e.
= Deployed Printers \4) Accounts: Rename administrator account Administrator
v B Security Settings \y) Accounts: Rename guest account Guest
v [4 Account Policies 12 Audit: Audit the access of global system objects Disabled
A Password Policy lg) Audit: Audit the use of Backup and Restore privilege Disabled
& Account Lockout Policy \2s Audit: Force audit policy subcategory settings (Windows Vis... Mot Defined
~ [ 4 Local Policies l2g) Audit: Shut down system immediately if unable to log secur... Disabled
& Audit Policy lig) DCOM: Machine Access Restrictions in Security Descriptor D... Mot Defined
& User Rights Assignment l2) DCOM: Machine Launch Restrictions in Security Descriptor .. Mot Defined
& Security Options 12y Devices: Allow undock without having to log on Enabled
v [] Windows Defender Firewall 12y Devices: Allowed to format and eject removable media Mot Defined
g Windows Defender Fire 12 Devices: Prevent users from installing printer drivers Disabled

- Gidi han may dang nhap ciia nguoi dung voéi cac may join domain. Moi tai
khoan nguoi dung chi dugc dang nhap vao cac may tinh dugce cho phép:
Chi tiét thue hién tai muc 15 Phan 2.

- Céau hinh ddng bo thoi gian trén may tinh vé server NTP tap trung hoic
thong qua server AD

Chi tiét thuc hién tai muc 2 Phan 2.
6. Chinh sach st dung dir li¢u

- Tat tinh nang tu dong chay khi két ndi téi cac thiét bi luu trit gin ngoai,
CD,..
Thuc hién thu cong trén may khong Join domain: Run => gpedit.msc =>
Computer Configuration => Administrative Template => Window Components
=> AutoPlay Policies => Thiét 1ap Turn off Autoplay gia tri Enabled -> OK

5] Turn off Autoplay Enabled No

iiz| Don't set the always do this checkbox Not configured No
|iz] Turn off Autoplay for non-velume devices Not configured No
\iz] Default behavior for AutoRun Not configured No

- Khong cho phép may tinh nguoi dung sir dung cac thiét bi luu trit, doc ghi
dir liéu (USB, O ctng di dong, 6 dia CD, DVD, ...)

Thuc hién trén Group Policy trén Domain.

- Céc dir liéu mat, tai liéu quan trong can duoc luu trir trong thu muc, phan
vung ¢ ma hoa hodc dugc bdo v¢ bdi phan mém ma hoa (khuyén nghi).

Str dung c4ac phan mém ma hda cta don vi n€u c6 dé ma hoa cac dir liéu mat, tai
li¢éu quan trong theo quy dinh nd1 bd cua don vi.
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II. HUONG DAN THIET LAP CHINH SACH ATTT TAP TRUNG TREN
DOMAIN CONTROLLER

1. Lwa chon role ”Active Directory Domain Services”

- Khi cai dat_chirc nang AD DC, chi chon "Active Directory Domain
Services” trong phan Add Roles Wizard

nitial Configuration Tas| ==
£ Windows Server 2
Perform the following tasks to configure this server > 2
Datacenter
Add Roles Wizard x| =
ﬁg Select Server Roles
g Before YouBegin Select one or more roles to instal on this server.
Roles: Description:
Confirmation - Active Directory Domain Services (AD
] petie Drectory Certificate Services DS)stores information about objects
Progress ek 2 s an the netwark and makes this
P pesis L] Active Directory Federation Services information available to users and
[ Active Directory Lightweight Directory Services network administrators. AD DS uses
[ Active Directory Rights Management Services domain W"t"t’”?-fs t"tgt“g- network
users access to permitted resources
[0 applcation server anywhere on the network through a
L] pHep server singlelogon process.
[] DNS Server
B [] Fax Server
w
[] File Services
[] Hyperv
~ [] Network Policy and Access Services
“P p [] Print and Document Services
- [] Remote Desktop Services
[] web Server (1IS)
B [] Windows Deployment Services
‘.,u Custq( [ windows Server Update Services
;&.‘-‘ '“ (i) Additional role services can be
B added from the Roles home page.
Cﬁ A More ahout server roles
‘a
> <Previous | vt - Instzl Cancel |
iﬂ Cormigure Windows Firewall Firewall: Pubhic Un
™ Do not show this window at logon Close

AR T
2. Pong b thoi gian véi may chia NTP

- Start -> ”"mmc” -> File -> Add/Remove Snap-In -> ”Group Policy Object
Editor” -> Add -> Finish -> OK

E? Initial Configuration Tasks =l2ix]
P,
Perform the folowing tasks to configure this server & Windows Server 2006 2
Datacenter
;’n Provide Computer Information kj] Specifying computer information [l
TN Activate Windows Product I0: Not activated

-lnix
il ]|

Settime

O o e e s s e o e e e e
Cor Extensble snap-ns, you can configure which extensions are enabled.

Configun

B Provide Avalable snap-ns: Selected snapins: =
- |
Snap-n | vendor =] ~ Console Root Edit Extensions. . N
i Device Manager Micrasoft Car... =/ Local Computer Policy
_ & Remove
(=fDisk Management  Microsoft and...
(2]
@ Update 1 Eons Mirosoft cor... -

B2 Coutie 2 Event Viewer Microsaft Cor... T Up
a " Folder Microsoft Cor...

&, Group Policy Manag...  Microsoft Cor... Tove Do
=/ Group Policy Manag... Microsoft Cor... Add >
5] Group Policy Object ... Microsoft Cor..
=] Group Policy Starter ... Micrasoft Cor...
& 1P Security Monitor  Microsoft Cor....
1P Security Policy Ma... Microsoft Cor....
© Customi; = Link to Web Address  Migrosoft Cor...

&\ ocal Users and Gro...  Microsoft Cor... z 4
E #NAP Client Confiaur.... _ Microsoft Cor... | Advanced...
Add role:
Description:
Eé', Addfeat

p
My Encble

(i@ corvan

£]' Downloz

™" Do not show this window at logon

] A& D e
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- Chon dén phan Local Computer
Configuration\Administrative Templates\System\Windows Time Service\Time

Providers:

+ Enable Windows NTP Client -> Chon Enabled
+ Enable Windows NTP Server-> Chon Enabled
+ Configure Windows NTP Client -> Chon Enabled.

e bat “NTP Server” voi gia tri 1a IP cua server NTP. Tham s6 0x1 & sau
dia chi IP chi dinh dong bd hda v&1 moi chu ky “SpecialPolllnterval’.

e Dit “Type” 1a “NTP” -> thiét 1ap “SpecialPollInterval” gia trj “120” -

> Ok

LA Configure Windows NTP Client

F=] Configure Windows NTP Client

" Mot Configured Comment:
i Enabled

" Disabled
Supported on:

Options:

Brewious Setting | Mext Setting |

Policy\Computer

=] B3

L

At least Windows XP Professional orWindows Server 2003 family

Help:

|1 31 K

MtpSercer |192.168.181.50,Dx1

Type INTP 'l

EventlogFlags ID 3:

Client.,

The defaultwalue is NT5DE,

Specifies a set of parameters for contralling the Windows NTP

MtpSerser The Domain Narme Spstern (DNS) name or [P address

CrossSiteSyncFlags Iz 3: of an MTP tirme source, This walue is in the form of
ResolvePeerBackoffhdinutes |15 3:
ResolvePeerBackoffbaxTimes I? 3: Windowes Tirme Service Group Policy Settings

(http:/fgo.microsoft.corn/fwlink7Linkld=139727), The default

SpecialPolllnterval |120 3: walue is "tirnevind owes,corm, 009",

“dnsMarne,flags” where flags is a hexadecimal bitrmask of the flags
forthat host, For more information, see the MTP Client Group
Palicy Settings Associated with Windows Time section of the

Type: This value controls the authentication that WiZtime uses,

Crosssite SyncFlags: This walue, expressed as a bitrask, controls
howe W32time chooses time sources outside its own site, The
possible values are 0, 1, and 2, Setting this value to 0 (None)
indicates that the time client should not atternpt to synchronize
time outside its site, Setting this value to 1 (PdcOnly) indicates
that only the computers that function as primarny domain

3

=

914 | Cancel I

Apply |

Ghi chi: C6 thé tao file .bat véi ndi dung sau va add cho may tinh (Computer
Configuration) nguoi dung chay khi khoi dong dé dong bd thoi gian

- w32tm /config /syncfromflags:dombhier /update

- net stop w32time
- net start w32time
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SET-NTP Windows
Scopel Details  Settings I Delegationl

SET-NTP Windows
Data collected on: 51972018 4:21: 38 PM
Computer Configuration [Enabled)

Peides
Windows Settings
Scripts
Startup

For this GPO. Script order: Mot configured
Name Parameters
MNTPset. bat

User Configuration [Enabled)

Mo zettings defined.

3. Gigi han tai khoan quan tri dich vua AD
3.1. Giéi han tai khoan remote desktop

- Start -> click chudt phai vao Computer -> Properties -> Remote Settings -
> Allow connection from computers running any version of Remote Desktop ->
Select Users -> Add -> nhap céc user/group c6 thim quyén duoc remote desktop
-> Ok

OO Ll? ~ Control Panel » System and Security = System = @“ earch Contral Pangl
Control Panel Home View basic i ion about your
@‘ Device Manager Windows edition
r&\ Remote settings Windows Server 2008 R2 Datacenter
r&w Advanced system settngs Copyright © 2009 Microsoft Corporation. All rights reserved.
System Properties il
Remote Desktop Users 21 il

Select Users or Groups 2=

The users listed below can connect
the Administrators group can conne:  Select this object type

IUsers or Groups Object Types...

From this location:

Ilest.mm Locations.

Enterthe object names to select (sxamples|
D Ad
TEST\Administrator already has act (Comsin Adin] Check Names

¢ Add Remove
To create new user accourts or ade Advanced... OK[: | Cancel 1 Change ¢
Panel and open User Accounts v

OK Cancel

op ok Lev cafion (more secure
Help me choose Select Users

See also
ok |

Action Center EEE | Apply |

Windows Update

3.2. Gi6i han tai khoan quan tri dich vu AD tir ra sir dung remote tool
Remote Server Administration Tools tir nhitng tai khoan c6 tham quyén
(nhirng tai khoan dwoc iy quyén quan tri)

- Start -> g6 ”Group Policy Management -> tao 01 GPO tén la “Disable
Remote tools” va 01 GPO tén l1a “Enable Remote tools”
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- Click chuot phai vao GPO “Disable Remote tools” -> Edit -> User
Configuration/ Policies/ Administrative Templates/ Windows Components/
Microsoft Management Console/ Restricted/Permitted snaps-in:

+ Chinh muc “Active Directory Users and Groups” thanh “Disabled”
+ Chinh myc “Group Policy Management” thanh “Disabled”

Mogiber A
| Extension snap-ins
| Group Policy
\iz| ADSI Edit Not configured
iz Active Directory Domains and Trusts Not configured
\iz| Active Directory Sites and Services Not configured
. Active Directory Users and Computers Disabled
\iz| Certification Authority Not configured
iz| Certificates Not configured
iz| Certificate Templates Not configured
iz Component Services Not configured
22 Cammitar Mananamant Nat ~anfiarad
Setting | State |
. Group Policy snap-in extensions
| Preference snap-in extensions
_ Resultant Set of Policy snap-in extensions
. Group Policy Management k Disabled
|iz| Group Policy Object Editor Not configured
\iz] Group Policy tab for Active Directory Tools Not configured
\iz] Resultant Set of Policy snap-in Not configured
\iz| Group Policy Management Editor Not configured
iz| Group Policy Starter GPO Editor Not configured

- Click chu6t phai vao GPO “Enable Remote tools” -> Edit -> User
Configuration/ Policies/ Administrative Templates/ Windows Components/
Microsoft Management Console/ Restricted/Permitted snaps-in:

+ Chinh myc “Active Directory Users and Groups” thanh “Enabled”
+ Chinh muc “Group Policy Management” thanh “Enabled”

- Trong Group Policy Management, vén vao tén domain -> Trong tab Linked
Group Policy Objects, dat lai link order dé cho GPO “Enable Remote tools” dirng
trudec GPO “Disable Remote tools”

test.com
U*OdGNDP“WM|GmpPoicyiMm|Debgml
Link Order « | GPO N__ | Enforced | Link Enabled | GPO Status | WMI Fit
main Py 1 #. Enable remote to  No Yes Enabled  None
rote Ti 2 4/ Disable Remote Tool  No Yes Enabled  None
_?;;:: 3 +i/ Default Domain Policy No Yes Enabled None
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- Chon GPO “Enable Remote tools” -> trong phan Security Filtering -> chon
Authenticated Users -> chon Remove -> Chon Add -> dién tén user/group quan
tri bang tool RSAT -> OK

E Group Policy Management =loix
2l File Acton View Window Help |;|i|1|
@ | H=lld]
15, Group Policy Management Enable Remote tools
= L\. Forest: viettelgroup. viettel.vn Scope | = =
= 53 Domains pe | Details I Settings I Delegation
Bl 53 viettelgroup. viettel.vn Links

=/ Domain Palicy

= Enable Remote tools ==

[ wsus The following sites, domains, and OUs are linked to this GPO:
Domain Controllers e - [ Enforced | Link Enabled | Path

S SSEOAN PAUTHUOC sivieﬁelgmup.vieﬂel.m No Yes viettelgroup viettel.vn

=t Group Policy Objects

& WMI Filters

5]l Starter GPOs

& Sites 4 | i
5i% Group Palicy Modeling

& Group Palicy Results Security Filtering

The settings in this GPO can only apply to the following groups. users, and computers:

Display links in this location:

[+

Name = |
s admin_kcgtd (admin_kcgtd @viettelgroup viettel .vn)

Add... Remove | Properties |

WMI Filtering
This GPO is linked to the following WMI fitter

<nones | Open |
| |
4. Sao luu hé thong dinh ky

_ Thuec hién sao luu systemstate trén may chu Domain Controller dinh ky 01
1an/01 ngay va trudc moi lan tac dong. Thoi gian luu t61 thiéu 01 thang va it nhat
02 ban sao luu gan nhat, cac ban sao luu duge dat ¢ 02 noi1 khac nhau.

- Start -> Server Manager -> Features -> Add Features -> Chon Windows
Server Backup va Command-line Tools -> next -> Install -> Close dé két thuc.

File Action View Help
Lo e ol

B Server Manager (VT Py eea———— x|
2 Roles

il Features H

{3 Diagrostics i Select Features
Hit Configuration g

=5 storage

Selectone or more features to ntallon tis server.
Confirmation Features: Description:
Progress 1 SMTP Server <] Command-line Tools for Windows
) Server Backup enable you to create
Results [ shmp services

and manage scheduled backups of
[] Storage Manager for SANs this serverusing Windows Powershell
[] subsystem for UNIX-based Applications scripts.
[] Telnet Client
[] Telnet Server
[] TFTP Client
[] Windows Biometric Framewark
[] Windows Power: ted Scripting Environment (I8
[] windows Process Activation Service
B [¥] windows Server Backup Features
dows Server Backup
CommandHine Tools
[] Windows Server Migration Tools
[] Windows System Resource Manager
[ windows TIFF IFilter
[[] WinRM IIS Extension
[] wins Server

["] Wireless LAN Service =
< B

More about features

<erevous || mext> | | mswl Cancel
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Next

Start -> Administrative -> Tools -> Click chudt phai vao Windows Server
Backup -> Backup Schedule -> Next -> Chon Custom -> Next

File Action View Help

&= = E[m

@ Windaws Server Backup (Local)

Getting Started

Select Backup Configur. ..

Select Items for Badwp
Spedify Backup Time
Spedfy Destination Type
Confirmation

Summary

Windows Server Backup
“hk You can perform a single backup or schedule a regular backup using this applicat

Lo Backup Schedule Wizard

a’___ fl Select Backup Configuration

Local

What type of configuration do you want to schedule?

= Full server (recommended)
I want to back up all my server data, applications and system state.
Backup size: 12.14GB

¥ Custom
Iwant to choose custom volumes, files for backup.

Choosing what to indude in a badwp

< Previous | MNext > I Firishy | Cancel |

X

Chon Add Items -> Chon cac phén vung can backup (& day chon System
state d€ backup Domain Controller) -> Ok

File Acton View Help

@= = dm

have included in the-

Xz T Windows Server Backup (Local |
}y You can perform a single backup or schedule a regular backup using this applicat

‘s Backup Schedule Wizard
Select Items

Specify items to include in the backup by selecting or clearing the associated check boxes. The items that you
cument backup are aleady selected.

|
x|

+-~[] 5] Bare metal recovery
System state

2 System Reserved
s Local disk ()

Click Next -> Chon thoi gian Backup dinh ky (11h d€m hang ngay) -> Click
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412 Windows Server Backup

File Action View Help

&= = =] E [

e e iR doWs Server Backupl(Local =

“g Backup Schedule Wizard =l pt
‘ [ &
g{t? Specify Backup Time
Getting Started How often and when do you want to run backups? B
Select Backup Configur... * Once aday
Select Items for Backup Select time of day: | ERVYEN] ~

Specify Backup Time € More than once a day
Trealy D mEa T Click an available tme and then diick Add to add it to the backup schedule.
Available tme: Scheduled time:

Confirmation

Summary

Learn about more scheduling options

< Previous | Next > I Finish I Cancel I

Click Next -> Chon noi luu trit (6 ciing, 6 dia, thu muc chia sé¢ qua mang) -
> Next -> Chon noi luu trit Backup -> Next -> Xéc nhan thong tin -> Ok

5. Chinh sach veé tai khoan va mat khau
5.1. Dat tén tai khoan (account) va tén may tinh (computer name) nguoi
dung

Tén tai khoan va tén mdy tinh nguoi dung: 1a tén dang nhap (ID) trong dia
chi email @XYZ.com.vn cua nguoi dung. Vi du: ANV la tén tai khoan va tén
may tinh cua dong chi c6 dia chi email ANV@XYZ.com.vn

Luwu v: d6 dai tén may tinh t6i da 15 ky tu.
5.2. Chinh sach veé tai khoan
- Click chudt phai vao GPO “Domain Policy” -> Edit -> M¢& té1 Computer

Configuration/ Policies/ Windows Settings/ Security Settings/ Account Policies/
Account Lockout Policy -> thiét lap cac gia tri:

+ Dat Account lockout threshold 1a 5
+ bat Account lockout duration 1a 5

+ Dat Reset account lockout counter after 1a 5
P FT X =[HT

./ Account Policies [DC01.TEST.COM] Policy || Policy ~ I Policy Setting
=] & Computer Configuration 1] Account lockout duration S minutes
=l || Polices Account lockout threshold 5 invalid logon attem

+ Software Settings
- Windows Settings
# | Name Resolution Policy
)| Scripts (Startup/Shutdown) k
= ;?‘13 Security Settings
=) 3 Account Polides
i Password Policy
¥
¥ 3 Kerberos Policy
# Local Policies

Reset account lockout counter after 5 minutes
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5.3. Chinh sach vé mat khau

- Start -> g6 ” Group Policy Management” -> Chuot phai vao tén domain va
chon “Create a GPO in this domain, qnd Lil}k it here” -> Tao 01 GPO tén la
“Domain Policy” -> Ok dé tao GPO thiét 1ap tat ca cac chinh sach chung cho toan
Domain

- Click chudt phai vao GPO “Domain Policy” -> Edit -> M¢& t61 Computer
Configuration/ Policies/ Windows Settings/ Security Settings/ Account Policies/
Password Policy -> thiét 1ap cac gia tri:

+ Dat Enforce password history 1a 5
+ Dbat Maximum password age 1a 90
+ DPat Minimum password age 1a 0

+ DPat Minimum password length 1a 8

=+

bat Password must meet complexity requirements la Enabled

=+

bat Store passwords using reversible encryption 1a Disabled
e Acton View Help

= ;3 Security Settings
= 5§ Account Policies
{] Password Policy
43 Account Lockout Policy
"5 Kerberos Policy
Local Policies

SNCECES

¥
# i Eventlog

+) |_g Restricted Groups
# g System Services
# g Registry

4 A File Svstem

Store passwords usmg[§vers:ble encryption

EEE B
" Account Policies [DC01.TEST.COM] Policy || Policy ~ | Policy setting
& Computer Configuration Enforce password history 5 passwords
- Policies Maximum password age 90 days
+ Software Settings Minimum password age 0days
- Windows Settings Minimum password length 8 characters
* Name Resolution Policy Password must meet complexity requirements Enabled
Scripts (Startup/Shutdown) Disabled

- Chuyén sang Security Options” -> Thiét 1ap "Interactive logon: Promt user
to change password before expiration” gid tri 14
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1 Name Resolution Policy

Domain member: Disable machine account password changes Not Defir
= Scrupg (Startup/Shutdown) Domain member: Maximum machine account password age Not Defir
% ?chlc?oz:?:’nolg::nes Domain member: Require strong (Windows 2000 or later) session ... Not Defir
‘: :ﬁ LecilPelicis Interactive logon: Display user information when the sessionis lo... Not Defir

& j Audit Policy Interactive logon: Do not display last user name Not Defir
& j User Rights Assignmen Interactive logon: Do not require CTRL+ALT+DEL Not Defir
% J| Security Options Interactive logon: Message text for users attempting to log on Not Defir
Event Log Interactive logon: Message title for users attempting to log on Not Defir
Restricted Groups Interactive logon: Number of previous logons to cache (in case d... Not Defir

System Services . Interactive logon: Prompt user to w:hang:‘*)assw. ord before expir...
Registry Interactive logon: Require Domain Controlker authentication to un... Not Defir
File System Interactive logon: Require smart card Not Defir
Wired Network (IEEE 802.2 Interactive logon: Smart card removal behavior Not Defir
| Windows Firewall with Adv: Microsoft network dient: Digitally sign communications (always) Not Defir
_| Network List Manager Polici Microsoft network dlient: Digitally sign communications (if server a... Not Defir
& Gaff Wireless Network (IEEE 80 Microsoft network dient: Send unencrypted password to third-pa... Not Defir
& [ Public Key Polies s Microsoft network server: Amount of idle time required before su... Not Defir
B [ Software Restriction Pol.»oe Microsoft network server: Digitally sign communications (always) Not Defir
] S PR A VS Microsoft network server: Digitally sign communications (if dient a... Not Defir
@ ("] Application Control Polices - X

6. Tt chia sé mic dinh

- Click chudt phai vao GPO “Domain Policy” -> Edit -> Mo t61 Computer
Policy -> User Configuration -> Administrative Templates -> Windows
Components -> Network Sharing -> Click chon “’Prevent users from sharing files
within their profile” chon ”Enabled”

File Action View Help

LA bl 3l 7Bl
(=] Control Panel Settings
B & User Configuration
B [ Polices
=) [ Software Settings
1] software installation
B ] Windows Settings
=] Scripts {Logon/Logaff)
=, Security Settings
L) Folder Redirection
Policy-based QoS
% Internet Explorer Maintenar ¢ Disabled
Administrative Templates: Policy
__| Control Panel
| Desktop
| Network
| Shared Folders
1 Start Menu and Taskbar
_ System
| Windows Components

J B MNetwork Sharing

3 Prevent users from sharing files within their profile.

E5] Prevent users from sharing files within their profile. P\e-.-\cu:EEi‘tmgl — |

£~ Not Configured

Lt

Comment:
£+ Enabled

Supported on: [ |eact Windows Vista

L« bl

mEEle

Options: Help:

il

By default users are allowed to share files within their profile to
other users on their network once an administrator opts in the

o=

| Application Compatibility
 Attachment Manager
| AutoPlay Polides
| Backup
_ Desktop Gadgets
| Desktop Window Manag
| Digital Locker
| Instant Search
| Internet Explorer
I Location and Sensors
 Microsoft Management ¢
| MetMeeting
 Network Projector
| Metwork Sharing
| Presentation Settings
| Remote Desktop Servict
 RS5Feeds
| Sound Recorder
i TabletPC

computer. AAn administrator can opt in the computer by using the
sharing wizard to share a file within their profile.

Tf you enable this policy, users will not be able ta share files within
their profile using the sharing wizard. Alse, the sharing wizard will
not create a share at %root%\users and can only be used to create
SME shares on felders.

T you disable or don't configure this palicy, then users will be able
to share files out of their user profile once an administrator has
opted in the computer.

] ST

[1setting@)

Cancel Apply

o]

7. Chinh sach khoa man hinh sau 5 phut khdng si dung

- Click chudt phai vao GPO “Domain Policy” -> Edit -> User Configuration/

Policies/ Administrative Templates/Control Panel/Persionalization

+ Dat Enable screen saver va Password protect the screen saver la

Enabled

+ Dat Screen saver timeout 1a Enabled vé1 gid tri 1a 300 (5 phut)
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+ Dit Force specific screen saver -> Enabled -> thém cau 1énh dé thuc thi
“user32.dll,LockWorkStation” vao trong Screen saver excutable name

B Group Policy Management Editor 1Ol x|

File Action View Help

&s 7z HElT

=/ Domain Policy [VTDC-01.VIETTELGROUR.VIETTEL.VN] Policy | Setting | State |
&l &/ Computer Configuration k] Prevent changing color scheme Not configured
| Policies |iz] Prevent changing theme Not configured
= PrEfEFE”CES_ |i=] Prevent changing visual style for windows and buttons Mot configured
B i L!s.er C.ol.ﬂﬁguratlon |iz| Enable screen saver Enabled
BH qulues =] Prohibit selection of visual style font size Mot configured
_| Software Settings = . X
e X |i=| Prevent changing window color and appearance Mot configured
| Windows Settings iz| Prevent changing desktop background Mot configured
= [ Administrative Templates: Policy definitions (ADM | = g. g D. g
= i=| Prevent changing desktop icons Not configured
=[] Control Panel = ) -
' Add or Remave Programs \i=| Prevent changing mouse pointers Not configured
= Display \i=| Prevent changing screen saver Not configured
Z Personalization |iz| Prevent changing sounds Mot configured
| Printers |i=| Password protect the screen saver Enabled
| Programs |i=| Screen saver timeout Enabled
| Regional and Language Options |i=| Force specific screen saver Enabled
| Desktop |i=| Load a specific theme Not configured
| Network |iz| Force a spedfic visual style file or force Windows Classic Mot configured
“| Shared Folders
| Start Menu and Taskbar
| System
| Windows Components
_\__ All Settings
~| Preferences
«I | o
< | _’I Extended , Standard
[16 setting(s) | |

8. Thu hoi/déi tén tai khoan Administrator Local va Disable tai khoan
Guest

- Click chuét phai vao GPO can ap dung riéng cho OU cac phong/ban -> Edit
-> M¢ td1 Computer Configuration/ Policies/ Windows Settings/ Security
Settings/ Local Security/ Security Options

+ Click chon “Accounts: Rename administrator account” -> Click chon
“Define this policy” -> dat lai tén lai tai khoan Administrator.

+ Dat Accounts: Guest account status 1a Disabled

B [Z] KCQ-TD |
+/ KCQD_Policy KN

[T R

l' Group Policy Management Editor

File Acton View Help

&= [ 7EXE = H=

=] KCQ-TD_Palicy [VTDC-01.VIETTELGROUP. =] [ Policy = [ Policy setting
= & Computer Configuration | Accounts: Administrator account status Mot Defined
=i PD_“CiES | Accounts: Guest account status Disabled
| Software Settings | Accounts: Limit local account use of blank passwords to conscle |... Mot Defined
= [ Windows Settings 58 Accounts: Rename administrator account admin_kcg
~| Mame Resalution Policy | Accounts: Rename guest account Mot Defined

2| Scripts (Startup/Shutdown

= ) ) | Audit: Audit the access of global system objects Mot Defined
=l Fy Security Settings ) ) iy
_j‘::j Account Policies | Audit: Audit the use of Backup and Restore privilege Mot Defined
= ___f'] Local Policies | Audit: Force audit policy subcategory settings (Windows Vista or ... Mot Defined
__|::] Audit Policy | Audit: Shut down system immediately if unable to log security audits Mot Defined
j User Rights Assign | DCOM: Machine Access Restrictions in Security Descriptor Definiti... Mot Defined
| Security Options | DCOM: Machine Launch Restrictions in Security Descriptor Definiti... Mot Defined
— = - Fimisimmms Allmi i m el b m b b i bm L Flmd Mmoo

- Mo té1 Computer Configuration/ Preferences/ Control Panel Settings/
Local Users and Groups -> Chudt phai chon New/ New Group
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+ Group Name -> chon Administrators (built —in)
+ Action -> Chon Update
+ Click chon Delete all member users va Delete all member groups

+ Click chon add va thém céc user (hodc group) dugc quyén quan tri tai
cac may client trong domain doi vai OU dob.
18 Group poecy Hansgementedtor

i| File Acton View Help

€95l dmc=HEIRSO *
\=/ KCQ-TD_Policy [VTDC-01.VIETTELGROUP.VIE
[ {4 Computer Configuration

= [ Polices

|| Software Settings

=[] Windows Settings
|| Name Resolution Policy

= Scripts (Startup/Shutdown)

E Security Settings
ol Policy-based Qos

| Administrative Templates: Policy d

£# Local Users and Groups

Local Group | Common |

g Action: IUpdate

B [ Preferences Group name: IAdminishahors(buiIt—in} == |
] windows Settings
[l (=] Control Panel Settings e I
il Data Sources Description: I
_.5..'.;; Devices
' Folder Options [V Delete all member users
47 Local Users and Groups ¥ Delete all member groups
Network Options
Power Options
. o Members:
Printers | - |
Scheduled Tasks Name Action SID
% Services VIETTELGROUP\admin_kegtd ADD 5-1-5-21-2094!
= 4#, User Configuration

] Policies
|| Preferences

L | 2
Add... I Remove | Change...l

Cancel |

| I

| |Lo<z| Users and Groups

SN o

| ||

- Thiét lap mat khau cho tai khoan Administrator Local: Click chuét phai
chon New/ Local User.

+ Group Name -> chon Administrators (built —in)
+ Action -> Chon Update

+ Pat mat khau cho tai khoan Administrator Local cta cac may tram theo
tung OU don vi ¢6 dau moi CNTT duoc uy quyén quan tri -> Apply -> Ok
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File Acton View Help
O EEEEEEE  E RS

= KCQ-TD_Palicy [VTDC-01.VIETTELGROUP.VIE
=] ¢ Computer Configuration

£# Local Users and Groups

= ] Polices
= Software Settings New Local User Properties
E ] Windows Settings
| Name Resolution Palicy Local User |Common |

&l Scripts (Startup/Shutdown)
i;l Security Settings
ol Policy-based Qos
| Administrative Templates: Policy d

g Action: IUpdabe j

e

= [ Preferences User name: IAdminishahor (built-in) j _I
| Windows Settings
B (%] Control Panel Settings RErzie I
EH Data Sources Full name: I
=) Devices
' Folder Options EEEuEiTE I
47 Local Users and Groups Password: | ssssssssses

Network Options

Power Options
Printers

Scheduled Tasks

Confirm Password: I ssssssssens

[~ User must change password at next logon

% Services [™ User cannot change password
= 4% User Configuration [~ Password never expires
| Policies [ Account is disabled

_| Preferences ¥ Account never expires

AeCount expires: I 3/ 22015 vl
| | 2N er
|Lom| Users and Groups £ I Cancel | Apply | Help |

- Disable céac tai khoan local trén may tinh nguoi dung loai trir mot so tai
khoan:

+ Luu doan code sau thanh file Disable acc_local.vbs

ThkhkkkrArAkkkihkhkrkkrAkhkhkkhkirkhkhkkihkkrhkhkhkkhkhkhkkiihkhihkhkikihhkikkiiikiihkikik

"File: Disable Local User Accounts.vbs
" Author: Andrew Barnes
"version: 1.0 Date: 07 September 2009 By : Andrew D Barnes

" Lists local accounts and disables all except local Administrator and
ASPNET

1o e ek ek ek ek ek ko
Set objShell = CreateObject("Wscript.Shell™)

Set objNetwork = CreateObject("Wscript.Network™)

strComputer = objNetwork.ComputerName

Set colAccounts = GetObject("WInNT://" & strComputer & ")
colAccounts.Filter = Array("user")

Message = Message & "Local User accounts:" & vbCrLf & vbCrLf
For Each objUser In colAccounts

If objUser.Name <> "Administrator” AND objUser.Name <> "ASPNET"
Then

Message = Message & objUser.Name
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If objUser.AccountDisabled = TRUE then
Message = Message & " is currently disabled” & vbCrLf
Else
Message = Message & " was enabled” & vbCrLf
objUser.AccountDisabled = True
objUser.SetInfo
End if
End If
Next
"Initialize title text.
Title = "Local User Accounts By Andrew Barnes"
objShell.Popup Message, , Title, vbinformation + vbOKOnly

- Click chudt phai vao GPO “Domain Policy” -> Edit -> m¢ tdi Computer
Configuration/Policies/Windows Settings/Scripts -> Startup -> Chon Show Files
va copy file Disable_acc_local.vsb vao thu muc Startup -> Chon Add -> Chon
File Disable_acc_local.vbs -> Browse t6i File Disable_acc_local.vbs trong thu

muc Startup -> Open -> Ok -> Apply -> Ok

File Action View Help

e A2 sl ENERN 7 Nss

: KCQ-TD_Policy [WVTDC-01.VIETTELGROUP . VIETTEL.VN] Pu m Scripts (Startup/Shutdown)
Fl A Computer Configuration

C

Sh Security Settings .
4 Security Setting Soripts | FowerShell Scrpts |

wliy Policy-based Qo5
~| Administrative Templates: Policy definitions {4
Bl [ ] Preferences % Startup Scripts for KCQ-TD_Paolicy
| Windows Settings —

= quicies . Startup Name |
_| Software Settings = startup
=[] Windows Settings Display Properties = Shutdown
_| Mame Resalution Policy —
=/ Saripts (Startup/Shutdown) »] Startup Properties 2] %]

[54 Control Panel Settings

H 42, User Configuration Name [ —
BH quides Disable_acc_local vbs =
= || Software Settings
D Software installation Davir

B [ windows Settings
=) Soipts (Logon/Logoff)
i;l Security Settings Add...
(I3 Folder Redirection

Internet Explorer Maintenance

| Preferences

|
% Policy-based QoS Edit .. |
__Remove_|

~| Administrative Templates: Policy definitions {4 ove

To view the script files stored in this Group Policy Object, press
the button below.

Show Files... |

ok | cancel | o |

9. Tit tinh ning Remote Desktop, Remote Assistance cho may tinh nguoi

dung
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- Start -=> gd ” Group Policy Management” -> Click chudt phai vao GPO
“Domain Policy” -> Edit -> Computer Configration/ Policies/Administrative
Template/Window Components/Remote Desktop Services/Remote Desktop
Session Host/Connections (trén Windows Server 2008 la Computer Configration/
Policies/Administrative Template/Window Components/Terminal
Services/Terminal Server/Connections) -> Thiét 1ap Allow users to connect
remotely using Remote Desktop Services (trén Windows Server 2008 la Allow
users to connect remotely using Terminal Services) gia tri “Disabled” -> Ok

] _. Group Policy Management Editor - |EI|1|

| File Acton View Help

leszmlzlealT

| Network Access Protection ;I Setting State |
| Metwork Projector i=| Automatic reconnection Mot configured

| Online Assistance . Allow users to connect remotely using Remote Desktop Services Disabled
| Parental Contrals

\iz| Deny logoff of an administrator logged in to the console session Mot configured
- Password Synchronization \i=| Configure keep-alive connection interval Mot configured
| Presentation Settings || Limit number of connections Mot configured
e Rgmote I_:)ESH_DD Services |iz| et rules for remote control of Remote Desktop Services user ses... Mot configured
= RD Licensing . " iz| Restrict Remote Desktop Services users to a single Remote Deskt... Mot configured
_| Remote Desktop Connection Client = X
1 [ Remote Desktop Session Host |i=| Allow remote start of unlisted programs Mot configured

“| Application Compatibility
“| Connections

| (i=| Turn off Fair Share CPU Scheduling Mot configured

- Start -> gd ” Group Policy Management” -> Click chudt phai vao GPO
“Domain  Policy”  ->Computer  Configuration\Policies\Administrative
Templates\System\Remote Assistance -> Thiét 1ap Solicited Remote Assistance
gia tri “Disabled”

roup Policy Management Lditor

File Action View Help

Lo Al e el 2 Mol

7 KCQ-TD_Policy [VTDC-0 1 VIETTELGROUP. VIETTEL.VN = | [ Setting | State [ Comment
1 ¢ Computer Configuration =] Allow only Vista or later connections Mot configured Mo
[=gns] PD_"CiES |i=] Turn on session logging Not configured No
| Software Settings |i=] Turn on bandwidth optimization Mot configured Mo
| Windows Settings |i=| Customize Warning Messages Mot configured Mo
g4 At?lmin\sh'aﬁve Templates: Policy definitior . Solidted Remote Assistance Disabled
= Centrol Pans| i=| Offer Remote Assistance Mot configured Mo
_| Metwork =
~| Printers
Bl [ System
| Credentials Delegation
| Device Installation —

| Disk NV Cache

| Disk Quotas
| Distributed COM

| Driver Installation

| Enhanced Storage Access
| Filesystem

| Folder Redirection
| Group Policy
_| Internet Communication Managen
7 iscst

7 kDC

| Kerberos

| Locale Services

| Logon
| MetLogon

| Performance Control Panel
| Power Management

| Recovery

| Remote Assistance

10. Tat ché a6 Auto-Run doi véi cac 6 cing, 6 luu trir di dong, 6 CD-ROM

- Mo toi  Computer  Configration/  Policies/  Administrative
Template/Window Components/AutoPlay Policies -> Thiét 1ap Turn off Autoplay
gia tri Enabled -> OK
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)] Turn off Autoplay Enabled No

|iz) Don't set the always do this checkbox Not configured No
iiz| Turn off Autoplay for non-velume devices Not configured No
iz Default behavior for AutoRun Not configured No

11. Chan phan mém chat client nhu: Yahoo Messenger, Skype, Google
Talk, MSN chat, Teamviewer, Logmein, VNC, Radmin, X-manager

- Click chu¢t phai vao GPO “Domain Policy” -> Edit -> User Configration/
Policies/Administrative Template/System -> Thiét 1ap gia tri Don't run specified
Windows applications 1a Enabled -> trong phan List of disallowed applications
chon Show -> nhép cic tén tién trinh khong cho phép -> Ok -> Ok

A Don't run specified Windows applications s[5

E} Don't run specified Windows applications [ e, ] [ Next Setting ]

@ Not Configured Comment: -

© Enabled

(©) Disabled =
Supported on: At |east Windows 2000

Options: Help:

List of disallowed applications Sertet\ir:;ts Windows from running the programs you specify in this | «

If you enable this setting, users cannot run programs that you
add to the list of disallowed applications.

This setting only prevents users frem running programs that are
started by the Windows Explorer process. It does not prevent
users from running programs, such as Task Manager, that are
started by the system process or by other processes. Also, if you
permit users to gain access to the command prompt, Cmd.exe,
this setting does not prevent them from starting programs in the
command window that they are not permitted to start by using
Windows Explorer. Note: To create a list of disallowed
applications, click Show. In the Show Contents dialog box, in the
Value column, type the application executable name (e.g.,
Winword.exe, Poledit.exe, Powerpnt.exe).

12. Bat twong lira windows va cau hinh giéi han truy cap ngang hang

- Click chuot phai vao GPO “Domain Policy” -> Edit -> Computer
Configuration -> Policy -> Windows Settings -> Security Settings -> Windows
Firewall with Advance Security
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= g Computer Configuration

= Poliches
1+ Soff

tware Settings

1 | Windows Settings

A

=

&
=
0
+
0
+

® g

| Mt Reschution Policy

Seripts (Startup)Shubdown)
Security Settings
5 Accourt Polcies
3 Local Polcies
J| EwentlLog
4 Restricted Groups
g System Services
@ Registry
File: Syshem
) Wired Network (IEEE 802.3) Pobcie
| windows Firewsll with Advanced 5
= i Windows Firewall with Advance

B Connection Seourity Rules
Metwork List Manager Policies

# g Wireless Network (IEEE B02.11) Pc

CRCECECE

0

.,'“

| Publi: Key Policies
" Software Restriction Polices
Bietwork Access Protection
Apphcation Control Policies
! IP Securiky Policees on Active Direct
| Advanced Audit Policy Configuratic
Policy-based QoS

@ ] Administrative Templates: Policy definitions
# [ Freferences
S User Configuration

“l Puolices

4] | Freferences

‘ "windoves: Firnewal wath Advanced Security peovides nebwork sacunity fon Windows compubers.

Overview
Domain Profile
& wWindoves Finewal is on
© Inbounrd eonnections thal do nat match a nide are blocked
) Outbound connections that do not match a e are alowed.
Private Profile
& wWindowes Firewal iz on.
S Inbound connections that do ot match a nde are blocked.
@ Dutbound connections fhat do nol malch a rule sce slowed
Fublic Profile
@ Windoves Firewal is on
&) Inbound connections that do ot match a e are blocked.
€ Outbound connections that do not match ane are alowed.

B ‘windows Firewal Propeities

Getting Started
Authenticate communications betwaan computars

Create connechon security nules to speciy how and when connection: betwesn computers ane auth
protected by using Intemel Protocol secuity [IPsec]

BEY Connection Secuily Rules

View and create firewall rules

Create firewsall rubes to allow or block connections to specied programs of poits. You can also allow

- Click chudt phai vao Windows Firewall with Advance Security ->

Properties

Windows Firewall with Advanced Security - LDAP://CN={30A0FEE... [E3

Darmain Profile | Private Profile | Public Prafile | IPsec Settings I

Specify behavior for when a computer iz connected Lo its corporate

darmait.

— State

i P Firewall state:

Inbound connections:

Outbound connections:

On [recommended)
IBIock [default] 'l
IAIIow [default) A l

— Settings

i

Specify zettings that control Windows
Firewall behavior.

LCustomize... |

— Logging

Specify logging settings for
troubleshooting.

Customize. .. |

Learn mare about these settings

QK I Cancel | Apply |

chon

- Thuc hién céc thiét 1ap nhu sau trén ca Domain, Private, Public Profile

+ Firewall state: On (Dé bat Windows Firewall)

+ Inbound connections: Block (default) (Mic dinh chin két ndi chiéu

Vao)

+ Outbound connection: Allow (default) (Mic dinh cho phép két ndi

chiéu ra)

+ Click Customize trong Settings -> chon No trong Apply local firewall
rules > Apply local connection security rules (Dé disable tit ca nhitng luat da
c6 sén trén may tinh ngudi dung, chi ap dung nhitng luét day tir Group Policy)
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Windows Firewall with Advanced Security - LDAP://CN={30A0FEE... B3 ll Customize Settings for the Domain Profile X

Doman Profie | Private Frofie | Pubsc Profie | IPsec Settings | |~ Speciy sellings that control Windows Frewal with Advanced Secusty behavioe
Spcc@ybehcvufawl’mocmo‘ancwededlo!swpau Frewal settings
domain. Display notiicabons 1o the uzer when a program iz bocked hom recenving
State inbound connections
£ Erowol stole: [On frecommended) |
&« - ] - T
Inbound connechions: Block (defouk) i
Outbound cornections: Alow (deladt) -l Uricast resporse
Allow urecast tesponss to mulicast of beoadcast network traffic.
Allow Lnecast 1esponse: |nu conhgured 'l
Settngs
7 goeciywtrqswcwdwmom ' Rude merging
- S — Mesging of rudes creted by local administiataors with rukes datributed
Gaoup Pobcy. Thes seiting can only be appled theough Group Policy.
Loggng
Apply local frewal ndes -
| Specily logong settings for Customize. I
toubleshooting Apph local connechion secunty nides b
Lexen moce about theze seltings
ok | Conca | | [ox ] concel |

=

+ Click OK dé ap dung thiét lap.
- Tao luat trong Inbound rule thém céc luat sau:

+ Luat 01: Cho phép Ping: Click chudt phai -> New rules -> trong Rule
Type chon Custom -> Next -> trong Program chon All programs -> Next ->
rong Protocol and Ports chon Protocol type: ICMPv4 -> Next

# New Inbound Rule Wizard [ x|
Protocol and Ports

Specify the protocols and ports to which this wle applies.

Steps:

& Fule Type To which ports and protocols does this rule apply?

» Progam

& Protocol and Poits Protocal ype G

@ Scope Pratocol number lﬂ

@ Action

o Prolle Local pot: |

@ MName l—

Example: 80, 443, 50005010

TS

——

Ewample: B0, 443, 5000-5070

Internet Control Message Protocal Customize.
[ICMP] zettings:

Leam more sbout protocol and ports

Bk [[ Mew> | Cancel |

Trong phan Scope dé mic dinh -> Next -> Trong phan Action chon Allow
the connection -> Next -> Trong phan Profile tich chon 3 profile: Domain, Private,
Public -> Trong phan Name: Dat tén cho policy - Finish

+ Luat 02: Cho phép két ndi tir AD

Click chuot phai -> New rules -> Trong Rule Type chon Custom -> Next -
> Trong Program chon All programs -> Next -> Trong Protocol and Ports chon
Protocol type: ICMPv4 -> Next
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# New Inbound Rule Wizard [ x]
Protocol and Ports

Speciy the protocols and perts to which this e applies

Steps
o Fuls Type To which ports and protacols doss this rule apply?

@ Frogam

& Protocal and Parts Pzl | - |
@ Scope Pratocol number: W

@ Action

@ Profie Local pot 41l Forts E
@ MName —

Example: B0, 443, 50005010
Remate: port: Al Poits | -

Example: B0, 443, 50005010

Interet Contial Message Protocel iz,
ICMP) settings:
Leain mote sbout protocol snd ports

cBack |[ Wew> | cancel |

Trong phan Scope dat lai dia chi cia AD trong phan Remote IP Address -
> Trong phan Action chon Allow the connection -> Next -> Trong phan Profile

tich chon 3 profile: Domain, Private, Public -> Trong phan Name: Dit tén cho
policy — Finish

B Group Policy Management Editor

[_[O]x]
File Action Wiew Help
e |xml=HE
(=] test_firewall [ROOTLVTNET.CCa | [ Hame [Groop = [Profile [ Enabled | Action | Owerride | Program | Local Address | Remots Address | Pratocal | Local Port
=) & Computer Configuration (@ nlow_aD Al e Allaw No any Ay 192.168.0,10 Any any
Bl [1] Policies (@ allow_1cHP al Yes Allaw No Any Any Any ICHPvd Any
| Software Settings
2 [ Windows Settings

“ Mame Resolutio
2] Seripts (Startup
Bl y Security Setting
3 Account Pol
| Local Policie
| Eventlog

1 Restricted ¢
 System Sert

1 Registry

File System
0] Wired Hetw

= [ Windows Fi
B @ Window

B2 Inb

afels

Trong trudng hop c6 st dung DHCP thi can tao thém 1 ludt cho phép nhan
g61 tin tr DHCP server nhu sau:

Trong phan Protocol and Ports thi Protocol type: UDP, Local port 68 va
Remote port la 67.

# New Inbound Rule Wizard x|
Protocol and Ports

Specify the protocols and ports to which this rule applies.

Steps:

® Rule Type To which ports and protocols does this rule apply?

@ Program

< Protocol and Ports Protocol type UDP =
@ Scope Frotocol number: 1’32

@ Action

@ Frofie Local port: [SoecficPots =]
@ Name lES—
Example: 80, 443, 5000-5010
Remote por: [SoecficPots =]
IS7—
Example: 80, 443, 5000-5010

Intemet Control Message Protocol
(ICMP) settings:

Leam more sbout protocol and ports

cBack [ Net> Cancel
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Déi v6i truong hop ngoai 18 thi can tao luat chi 16 cong két ndi trong phan
Protocol, dia chi nguon trong phan Remote address va dia chi dich trong phan
Local address.

- Vidw néu muén ciu hinh cho phep 1 may tinh 192.168.0.2 truy cap dugc
dén may tinh 192.168.0.1 cong TCP 1234 thi tao luat nhu sau:

Trong Protocol and Ports chon TCP, Local port chon 1234

# New Inbound Rule Wizard

Protocal and Ports

Specify the pratoccls and pors to which this rule applies,

Steps:

Rl Tupe To which ports and protocols does this ule apply?

Frogiam

Fratocol and Ports FiEsips ) -

Scope Protocel number: [ =

Action

Prafie Local port: [specificPots =]

Hame 1234
Example: 80, 443, 50005010

Flemole poit [arFos ]

—
Example: 80, 443, 50005010

Intemet Cortrol Message Protocol Custormias
(ICMP) settings:

<Back [ New> | Cancel |

Trong phan scope, chi rd Local Address 1a IP 192.168.0.1, Remote address
la 1P 192.168.0.2

¥ New Inbound Rule Wizard
Scope

S pecify the local and remate |P addresses to which this rule applies.

Steps:
Rule Tupe
Program Which local IP addresses does this rule apply to?
Protocol and Ports  Any IP address
Scope * These IP addreszes:
Action 1592168.01/32 Add..
Profile Edi..
Mame

Femove

Customize the interface types to which this rule applies: Custamize. ..

Which remote IP addresses does this rule apply to?
= Any IP address
& These IP addresses:

192168.0.2 Add

Edit...

Fiemaoyve

[LE B

Leam more about specifying scope

< Back I Mest > I Cancel |

13. X6a mat khau lwu trén trinh duyét

- Luu doan text sau vao file tén ClearPass.bat

@echo off
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\\ Xoa Password trong Chrome

set ChromeDirXP=%USERPROFILE%\Local Settings\Application
Data\Google\Chrome\User Data\Default\Login Data

set ChromeDirlXP=%USERPROFILE%\Local Settings\Application
Data\Google\Chrome\User Data\Default\Cache

del /q /s /f "%ChromeDirXP%"
rd /s /q "%ChromeDirXP%"

del /q /s If "%ChromeDirlXP%"
rd /s /g "%ChromeDirlXP%"

\\ Trong Windows 7

set ChromeDir7=%USERPROFILE%\AppData\Local\Google\Chrome\User
Data\Default\Login Data

del /q /s /f "%ChromeDir7%"
\\
\\ Xoa cache trong Firefox

pushd %USERPROFILE%\Local Settings\Application
Data\Mozilla\Firefox\Profiles\*.default\

del Cache\*.* /q

del OfflineCache\*.* /q
popd

\\ Trong Windows 7

pushd
%USERPROFILE%\AppData\Roaming\Mozilla\Firefox\Profiles\*.default\

del signons.sqlite /q
popd

- Click chudt phai vao GPO “Domain Policy” -> Edit -> m¢ téi User
Configuration/Policies/Windows Settings/Scripts -> Logon -> Chon Show Files
va copy file ClearPass.bet vao thu muc Logon -> Chon Add -> Chon File
ClearPass.bat -> Browse td1 File ClearPass.bat trong thu muc Logon -> Open ->
Ok -> Apply -> Ok
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14. Bat tinh nang Cap nhat caa Windows

- Click chudt phai vao GPO “Domain Policy” -> Edit -> Mo t6i Computer
Configration/ Policies/Administrative Template/Window Components/Windows

Update

+

+

Dat Configure Automatic Updates 1a Enabled

Trong phan Configure automatic updating, chon muc 4

+ Trong phé‘m Scheduled install day, chon muc 0

+ Trong ph?m Scheduled install time, chon thoi gian dé cai ban cap nhat

hang ngay -> Ok

E} Configure Automatic Updates

[ Previous Setting l l Next Setting l

©) Not Configured ~ Comment;
@ Enabled
©) Disabled
Supported on:
Options:

At least Windows 2000 Service Pack 3 or Windows XP Professional Service Pack 1

Help:

Configure automatic updating:

4 - Auto download and schedule the install

The following settings are only required
and applicable if 4 is selected.

Scheduled install day:

0 - Every day V]

Scheduled install time: | 13:00 v

Specifies whether this computer will receive security updates and
other important downloads through the Windows automatic
updating service.

This setting lets you specify if automatic updates are enabled on
this computer. If the service is enabled, you must select one of
the four options in the Group Policy Setting:

2 = Notify before downloading any updates and notify again
before installing them.

When Windows finds updates that apply to this computer, an
icon appears in the status area with a message that updates are
ready to be downloaded. Clicking the icon or message provides
the option to select the specific updates to download. Windows
then downloads the selected updates in the background. When
the download is complete, the icon appears in the status area
again, with notification that the updates are ready to be installed.
Clicking the icon or message provides the option to select which
updates to install.
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15. Giéi han may d:ing nhap cia ngwdi ding, méi tai khoan chi dwoc diing
nhap vao cac may tinh cho phép.

~

- Start -> g6 ” Active Directory Users and Groups ” Click chudt phai 1én tai
khoan ngudi dung -> Properties -> Chon tab Account -> Log On to -> Chon The
following computers -> nhap tén may va an -> Add -> OK

Fle Acton Vew Hep

L AlEalfollV Su i, REIERY ° Foullk-N Wl ok
= Actve Drectory Users and Comput | Name | Tipe | Descrption
% 2 Saved Queries 1,&11_-.::‘"— User
Fi . oo Npun —
% (1 Buln $ [guyen Van Huang 21 Pragertiis = 21
Compuiers
2) Doman Conrolers D | Eweowmet | Sessons | Remctecorwdd |
ForeigrSeantyPrincpes Flemate Dedkaco Services Protle | Persona Vil Desacp | COM |
2] MACH TOAN PHU THUOC Gerwenl | Addess Accourt | Profile | Telaphones | Orparization | Mester Of
4 40 01 O NN TR
% 4 vnex User fogen neme:
B 2 v fosnom21 [ o =]
S i K090 User iogon name pee-Windows 2000)
5 @ povT
'. Accournts P fosrorvt
5 5 Comser 2
@ & exy
4 & e In Computer name. type the computer’s NetBI05 or Doman Name
Managed Service Accourts Systees (DNS) name
s This user canlog onto
C R comouters
@ The lolowing computers ﬂ
Computer name
HOANGNV2Y £ ' J
Lo |
o |
o ] o |
«l I vl

- Khi can lam hang loat vé1 1 danh sach tai khoén c6 san

+ Chinh stra doan code sau

# Import-CSV C:\assign.csv | % {
# Author - Santhosh Sivarajan

#

Clear

Import-CSV C:\assign.csv | % {
$UserN = $_.UserName
$ComputerN = $_.ComputerName

$ObjFilter =
"(&(objectCategory=person)(objectCategory=User)(samaccountname=$User

N))"

$objSearch = New-Object System.DirectoryServices.DirectorySearcher
$objSearch.PageSize = 15000
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$objSearch.Filter = $ObjFilter

$objSearch.SearchRoot = "LDAP://dc=XYZ,dc=vn"
$AIlI0bj = $objSearch.findOne()

$user = [ADSI] $AIIObj.path

$ErrorActionPreference = "silentlycontinue™

If ((Suser.get("userWorkstations™)) -ne $null)
{$ComputerN = $user.get("'userWorkstations")+","+ $ComputerN}
Write-host -NoNewL.ine "Updating $UserN Properties ..."
$user.psbase.invokeSet("userWorkstations",$ComputerN)
Write-host "Done!"

$user.setinfo()

¥

C:\assign.csv sira thanh dudng dan téi file assign.csv luu danh sach user va
computer nhu bén dudi — Day la file chi ra mady ma moi user dugc dung (Néu
mot ngudi dugc dang nhap vao nhiéu may thi ghi thanh nhi€éu dong)

LDAP://dc=XYZ,dc=vn la domain vttek.vn.
Save lai thanh file assigning.ps1

Tao 1 file excel chira tén ngudi dung va tén may nhu mau.

B H S
FILE HOME INSERT PAGE LAYOUT FORML
ol ¥ - v =

&y - Calibri =11 -~ A A =B
P‘d;}h: " B I U -~ - ¥ - A - =
Clipboard ra Font = Al
C10 - I

A B C D

1 UserMame Computername
2 hoz . 7 v ngmJt”
3 tunk. vk “unk.d
4
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Save As 3

S [l » Network » 106160131 » 1 » 1PC + [ 44 ][ searcn 1pC I

Organize « New folder == - (7]

-

MName Date modified Type Size

1M Computer . S o . -

& System (C:) Bz assign.csv 11/9/2018 8:49 AM  Microsoft Excel C... 1KB
]

—w Local Disk (D)

—w Local Disk (E:)

—w Local Disk (F:)

4 CD Drive (G:)

== Removable Disk |
== Removable Disk |
= Removable Disk | =

== Removable Disk |

G‘I_i Metwork

File name:  assign.csv -

Save as type: | CSV (MS-DOS] (*.csv) v]

Authors: hoangnv2l Tags: Add atag Title: Add a title

= Hide Folders Tools = ’ Save ] ’ Cancel ]

Save as thanh file dinh dang assign.csv [chu y dudi file CVS (MS-DOS)
(*.csv)].

Mo Windows PowerShell (Can mé dudi quyén admin)

G0 1énh Set-ExecutionPolicy Unrestricted , 4n Y va Enter

[ Administrator. Windows PowerShell @@é}

Windows PowerShell
Copyright (C> 280% Microsoft Corporation. All rights reserved.

PE C:“\UsersvAdministwator.TUANCAS> Set-ExecutionPolicy Unrestricted

Execution Policy Change
‘The execution policy helps protect you from scriptes that you do not trust. Changing the execution policy might expos|
wou to the security risks described in the about_Execution_Policies help topic. Do you want to change the execution
policy?

[¥1 Yes [N] No [81 Suspend [?] Help (default is "¥">: ¥

Tré duong dan t6i file assigning.ps1 va chay 1énh \assigning.ps1

Windows PowerShell
Copyright <G> 288? Microsoft Corporation. All rights reserved.

PE C:sUsers~Administrator> cd
PE C:sUsers~Administrator> cd..
PE C:sUsers> cd..

PS C:x> .sassigning.psl

Két qua bao hoan thanh
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2] Administrator: Windows PowerShell Modules

hoangnvZl Properties ...Done?
hoangnvZl Properties ...Donet
cuongpuvl Properties ...
longuh Properties

xuandt Properties ...

Ghi chi: Trieong hop ddc biét cho phép nhiéu tai khoan ddang nhdp trén mét mdy
tinh: May tinh phuc vu gidm sat NOC, may tinh cua dién thogi viéen CSKH, ...

16. Ngit thiét bi luu trir, doc ghi dir liéu
- Vao Start -> g6 ” Group Policy Management” Click chudt phai vao GPO

can ap dung cho don vi -> Edit -> mé tdi User Configuration/ Policies/
Administrative Templates/ System/ Removable Storage Access

+ Néu mudn chian USB (flash driver) thi d¢it Removable Disks: Deny read
access va Removable Disks: Deny write access la Enabled

+ Néu mudn chin 6 dia CD va DVD thi dat CD and DVD: Deny read
access va CD and DVD: Deny write access la Enabled

+ Néu mudn chin tit ca céc thiét bi luu trir ngoai thi dat All Removable
Storage classes: deny all access la Enabled

g

L Setting | State | Comment
i) Time (in seconds) to force reboot Not configured No
iz| CD and DVD: Deny read access Not configured No
iz CD and DVD: Deny write access Not configured No
i) Custom Classes: Deny read access Not configured No
i| Custom Classes: Deny write access Not configured No
i| Floppy Drives: Deny read access Not configured No
iz| Floppy Drives: Deny write access Not configured No
iz| Removable Disks: Deny read access Ngqt configured No

; iz| Removable Disks: Deny write access Nkconﬁgured No

hzz;er . All Removable Storage dasses: Deny all access Enabled

es, iz| Tape Drives: Deny read access Not configured No

each  |i:| Tape Drives: Deny write access Not configured No
iz| WPD Devices: Deny read access Not configured No
i=| WPD Devices: Deny write access Not configured No

is
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Phu luc 02. ”
HUONG DAN LAP TRINH AN TOAN TRONG PHAT TRIEN UNG
DUNG WEB TREN FRAMEWORK .NET

1. Quan ly xac thuc
» Thong tin dinh danh

1.1. Tén dang nhap phai la duy nhat, chi nén chira tap cac ky tu Ia chix céi, chix
sb, dau gach duéi

public static Boolean isExistUsername(string username)

{

using (SglConnection con = new SglConnection(*'Data Source=etc"))
{

bool isExist = false;

con.Open();

using (SgqlCommand cmd = new SglCommand(“select count(*)
from [User] where UserName = @UserName", con))

{

cmd.Parameters.AddWithValue("UserName", username);
iISExist = (int)cmd.ExecuteScalar() > 0;

}

con.Close();

/I return result
return iSExist;

public static Boolean isValidUsername(string username)

{

if (username == null || username.Equals(*""))

{

return false;

¥

else
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return Regex.IsMatch(username, "~(?=.{6,30}$)[a-zA-Z0-9. ]+$");

}

1.2.  Thiét Iap chinh sach mat khau manh
- Mat khau c6 do dai tdi thiéu 1a 10 ky tu.
- Chua chit cai, chir sb va ki tu dic biét.

- Thiét 1ap blacklist cac mat khau yéu (VD: 123456 A@, 123456a@,...).

public static Boolean isStrongPassword(string password)

{
if (password == null)
return false;
else

return Regex.IsMatch(password, "((?=(.*[a-zA-
ZDALH =N D C=(*NWD{1.1)(?!.*\\s)) {8,}$")

&& lisBlacklistPassword(password);

private static Boolean isBlacklistPassword(string password)
{

string path = @"d:\password_blacklist.txt";
string[] fileText = File.ReadAllLines(path);
foreach (var text in fileText)
{

if (password.Equals(text))

return false;

¥

return true;
by
1.3.  Thiét lap thoi gian hét hiéu luc cho mat khau ti da 90 ngay, mat khau
méi khong dugc tring vai mat khau hién tai.
1.4.  D6i véi chirc nang reset/ quén mat khau:

Puong dan reset/quén mat khau dugc giri qua email phai bi mat hiéu lyuc
sau lan truy cép dau tién hoac sau 8 gio néu khong dugc truy cap.
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- Néu chtrc nang reset/guén mat khau thyuc hién glri mat khau qua eﬁmail thi
mat khau phai dugc sinh ngau nhién va phai tuan theo chinh sach mat khau manh
tai muc 2.

1.5.  Chi luu dang ma hash caia mat khau trong DB (khuyén nghi thuat toan
hash 12 SHA-256), thém chudi salt ngiu nhién vao mat khau truéc khi
thuc hién hash.

public enum HashType : short
{

[DescriptionAttribute("SHA1CryptoServiceProvider)]
SHAL1 =0,
[DescriptionAttribute("SHA256Managed™)]
SHA256 =1,
[DescriptionAttribute("SHA384Managed™)]
SHA384 = 2,
[DescriptionAttribute("SHA512Managed")]
SHA512 =3

// Creates a random salt to add to a password.
public static string CreateSalt()

{
RandomNumberGenerator rng = RandomNumberGenerator.Create();
byte[] number = new byte[32];
rng.GetBytes(number);
return Convert. ToBase64String(number);
by

Il Creates the password hash using a given HashType algorithm.

public static string CreatePasswordHash(string salt, string password,
HashType hashType)

{
string hashString = string.Empty;
If (string.IsNullOrEmpty(password))
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HashAlgorithm hashAlg =
HashAlgorithm.Create(hashType.ToString());

byte[] pwordData = Encoding.Default.GetBytes(salt + password);
byte[] hash = hashAlg.ComputeHash(pwordData);
hashString = Convert. ToBase64String(hash);

¥

return hashString;

Il Creates the password hash using SHA256 managed hash algoritm.
public static string CreatePasswordHash(string salt, string password)

{
return CreatePasswordHash(salt, password, HashType.SHA256);

}

> Xuw ly xdc thuc

1.1. Traveé thong bao chung cho truong hop nguoi dung diang ky thong tin
dinh danh (username, email,...) d3 ton tai tai chirc nang dang ky, hodc gui
sai thong tin dinh danh tai cac chirc niang ding nhap, reset/quén mat khau,
d6i dia chi email. ..

1.2. Bat co ché bao vé bang Captcha hoic céc hinh thire twong duong khi dang
nhap sai qua 5 lan lién tiép. Can trién khai co ché nay tai cac chuc ning
quan trong khac cua trng dung.

- St dung Captcha an toan theo Chi thi st dung Captcha an toan Tép doan
da ban hanh.

- Thuec hién kiém tra tinh hop 1€ cua Captcha trude khi thuc hién chirc nang

dugc request.

1.3.  Chi str dung phuong thirc POST dé submit thong tin dinh danh, khuyén
nghi st dung HTTPS cho duong truyén dé tang tinh bao mat.

2. Quan ly phién dang nhap

2.1.  Session phai duoc quan ly bai server, sinh ngau nhién va do dai toi thiéu
la 128 bit.

2.2.  Session phai duoc thiét 1ap thoi gian timeout, gia tri timeout can can bang
gitra nhu cau thuong mai va yéu té bao mat.

Thiét 1ap céu hinh timeout tai file Web.config:
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<configuration>
<system.web>
<sessionState
mode="InProc"
cookieless="true"
timeout="30" />
</system.web>

</configuration>

2.3.  Tao mai session sau khi dang nhap thanh cong.
2.4. Xoa gia tri sessionid va cac dir liéu gan voi session d6 khi nguoi ding
dang xuat.
- Ddi v6i ca 2 truong hop 2.3 va 2.4, Net hd tro ham Session.Abandon()
thuc hién viéc x0a sessionld va toan by dir li€u luu trén sessionld do. Khi client

submit 1én sessionld khong con ton tai trén server, server s€ tu dong sinh 1
sessionld méi va tra vé cho client.

// sau Khi diing nhip thanh cong hoic ding xuat goi ham
Session.Abandon();

2.5.  Cau hinh thudc tinh “Secure” ddi véi cac tng dung sir dung HTTPS va
“HTTP-Only” cho truong session cookie.

- Céu hinh thudc tinh “Secure” trong file Web.config:

<system.web>

<httpCookies domain="" httpOnlyCookies="true" requireSSL=""true" />

</system.web>

- Céu hinh “HTTP-Only” trong file Web.config:

<system.web>
<httpCookies domain="" httpOnlyCookies=""true" requireSSL="true" />

</system.web>

2.6.  DAi vai cac chiic nang quan trong co twong tac voi database, (ng voi moi
phién can sinh thém 1 token ngau nhién, va thuc hién kiém tra tinh hop 18
cta token nay trudc khi xu 1y truy van tir nguoi dung.

- Sir dung co ché filter [ValidateAntiForgery Token] duoc hd trg trong MVC
Net nhu sau:

45



Vi du chirc nang chinh stra thong tin tai khoan nguoi dung.

Budce 1: Goi filter [ValidateAntiForgeryToken] trude ham xtr ly chire ndng
chinh stra.

[ValidateAntiForgeryToken]
[HttpPost]

public ActionResult EditUser(int id, string Username, string Password, string
Email)

{

try

{
UserRegister user = new UserRegister();
user.ld = id;
user.UserName = Username;
user.Password = Password,;
user.Email = Email;
Repositories.updateUser(user);
return Json(new { Type = "SUCCESS" });

¥

catch (Exception e)

{

}

return Json(new { Type = "ERROR" });
}

Buérc 2: Tai trang view, sit dung @Html. AntiForgeryToken() dé tao bién
__RequestVerificationToken

<form id="msform">
<I-- fieldsets -->
<fieldset>
<h2 class="fs-title" style="color: #3366FF">

_ <img src="~/Content/images/user.png” style="margin-bottom: -20px"
/>THONG TIN CHI TIET</h2>

<p style="font-size: 20px;">Username:</p>

<input type="text" id="Username" name="Username"
value="@Model.UserName" class="tb"/>
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<p style="font-size: 20px;">Password:</p>

<input type="password" id="Password" name="Password"
value="@Model.Password" class="tb"/>

<p style="font-size: 20px;">Email:</p>

<input type="text" name="Email" id="Email" value="@Model.Email"
class="tb"/>

<br />

<input type="button" name="next" class="action-button" value="Céap
nhat" onclick="editUser();" />

@Html.AntiForgeryToken()
<p id="err"></p>
</fieldset>
</form>

Truong hop khong sir dung submit ma xtr Iy bang jquery - ajax:
editUser = function () {

var id = @Model.ld,;

var un = $("#Username").val();

var pw = $("#Password™).val();

var em = $("#Email").val();

var token = $("input[name=__RequestVerificationToken]").val()

var kData = {"id":id,"username™:un, "password":pw, "email":em,
__RequestVerificationToken™:token}

$.ajax({
url: ‘@Url.Action("EditUser", "Manager")’,
data: kData,
type: 'POST,
datatype: 'json’,

success: function (msg) {
If (msg.Type == "SUCCESS") {
/* jAlert("Thanh céng","Théng bao"); */
¥
else {

$('#err').html("C6 15i xay ra!!!").css("color", "red");
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);

return false;

}

3. Phan quyén

3.1. Kiém tra phan quyén dua trén cac ddi twong duoc luu tai server (VD:
tham s luu trén session server, dit liéu luu trén DB,...).

3.2.  Phan quyén tbi thiéu, chi dap tmg du chirc ning va tai nguyén cho nguoi
dung/ttng dung.

3.3.  Phiagiao dién nguoi dung: Chi hién thj cac thanh phan giao dién, duong
dan, ham,... trong Gtng véi quyén cia ngudi dung.

3.4. Phiaserver: Kiém tra quyén tac dong ciia ngudi ding/ing dung trén cac
ham va tai nguyén tuong tng trudc khi thuc hién bat cir tAc vy nao toi hé
théng.

3.5.  Phai c6 tinh nang x6a phién lam viéc hién tai cia nguoi dung hoac cac co
ché twong dwong ddi véi cac trudong hop quyén nguoi dung bi thay doi
hoac bj disable boi nguoi dung cé tham quyén.

3.6. Khong dat trang quan tri public internet, trong trudng hop bat budc phai
dat public can gigi han cac IP duoc phép truy cap hoic su dung co ché
xé&c thyc da nhan t6 (multiple authentications).

4. Twong tac voi back-end

»> Ma hoa cac dit liéu nhay cam trude khi luu trir (thong tin tai khoan ngén
hang, private key,..).

- Str dung thuat toan ma hoa AES, secret key luu trit trong file cAu hinh dat
trén DB.

string credit = "creaditExample™;
Aes myAes = Aes.Create();
myAes.GenerateKey();

byte[] key =
Encoding.UTF8.GetBytes(ConfigurationManager.AppSettings["keyAES"]);

byte[] iv =
Encoding.UTF8.GetBytes(ConfigurationManager.AppSettings["IVAES"));

System.Console.WriteLine(Encrypt_Aes(credit, key, iv));
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private static string Encrypt_Aes(string plainText, byte[] Key, byte[] V)
{
/I Check arguments.
if (plainText == null || plainText.Length <= 0)
throw new ArgumentNullException("plainText");
iIf (Key == null || Key.Length <= 0)
throw new ArgumentNullException("Key");
if (IV ==null || IV.Length <= 0)
throw new ArgumentNullException("Key");

byte[] encrypted,;
/I Create an Aes object
Il with the specified key and IV.
using (Aes aesAlg = Aes.Create())
{

aesAlg.Key = Key;

aesAlg.lV = 1V;

I/ Create a decryptor to perform the stream transform.

ICryptoTransform encryptor = aesAlg.CreateEncryptor(aesAlg.Key,
aesAlg.1V);

I/ Create the streams used for encryption.
using (MemoryStream msEncrypt = new MemoryStream())

{

using (CryptoStream csEncrypt = new CryptoStream(msEncrypt,
encryptor, CryptoStreamMode.Write))

{

using (StreamWriter swEncrypt = new
StreamWriter(csEncrypt))

{

/\Write all data to the stream.
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swEncrypt.Write(plainText);

}
encrypted = msEncrypt. ToArray();
by
by
}

// Return the encrypted bytes from the memory stream.
return Convert. ToBase64String(encrypted);

private static string Decrypt_Aes(string encryptedText, byte[] Key, byte[]
V)

{
byte[] cipherText = Convert.FromBase64String(encryptedText);
/I Check arguments.
if (cipherText == null || cipherText.Length <= 0)
throw new ArgumentNullException("cipherText");
If (Key == null || Key.Length <= 0)
throw new ArgumentNullException("Key");
if (IV ==null || IV.Length <=0)
throw new ArgumentNullException("Key");

/I Declare the string used to hold
/I the decrypted text.
string plaintext = null;

Il Create an Aes object
I/ with the specified key and 1V.
using (Aes aesAlg = Aes.Create())
{

aesAlg.Key = Key;

aesAlg.lVvV =1V;
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// Create a decrytor to perform the stream transform.

ICryptoTransform decryptor = aesAlg.CreateDecryptor(aesAlg.Key,
aesAlg.1V);

Il Create the streams used for decryption.

using (MemoryStream msDecrypt = new
MemoryStream(cipherText))

{

using (CryptoStream csDecrypt = new CryptoStream(msDecrypt,
decryptor, CryptoStreamMode.Read))

{

using (StreamReader srDecrypt = new
StreamReader(csDecrypt))

{

// Read the decrypted bytes from the decrypting stream
// and place them in a string.
plaintext = srDecrypt.ReadToEnd();

¥

return plaintext;

}

- St dung:

// 1. Luu trit scecretKey trong file cAu hinh an toan

// 2. Ma hoa cac dir liéu nhay cam, vi du credit card, PIN number
// 3. St dung thuat todAn ma hoa manh (AES), secretKey khé doan
// 4. X1t li exception tra vé thong bao chung

/I'5. Ghi log exception trén server

> SQL

4.1. St dung mo hinh truy van prepared statement (parameterized query)
hoac cac hinh thirc twrong duong.

o1




- Vi du st dung mo hinh truy vén tham sé trong ADO.Net:

string sql = "SELECT * FROM Users WHERE UserName=@username AND
Password=@password";

SglCommand command = new SqlCommand(sql, connection);
command.Parameters. AddWithValue(" @username", username);
command.Parameters. AddWithValue(" @password", password);
DbDataReader reader = command.ExecuteReader();
4.2. Trong 1 s6 truong hop khong st dung duoc cac mé hinh ¢ trén, can
thiét lap danh sach whitelist cac dau vao mong muén.

- Vi du véi truong hop khong thé st dung mé hinh truy van tham s 1 “order
by” query:

private const string[] orderByWhiteL.ist = new string[] { "name", "age",
"class"};

public static Boolean isinOrderByWhiteL.ist(string input)

{
return orderByWhiteL.ist.Contains(input);

> NoSQL

4.3. KhOng mo service ra ngoai public internet, cai dat trong moi truong
mang an toan (trusted environments).

- Cau hinh chi m¢ localhost interface trong truong hop ng dung cung host

v0i database, tit cac cac dich vu khong can thiét. Truong hop, can két ndi database
remote, cau hinh firewall gidi han ip cho phép két nbi.

- Vidy, v6i mongodb 3.0.4, ciu hinh chi ling nghe trén interface 127.0.0.1,
tat http, json, rest interface.

net:
port: 27017
bindlp: 127.0.0.1
http:
enabled: false
JSONPEnabled: false
REST InterfaceEnabled: false
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4.4, Dbi véi cac hé NoSQL c6 hd trg xac thuc, can cdu hinh xac thuc khi
truy cap.
Mic dinh cac hé NoSQL tat tinh ning xéac thuc, cu thé ddi véi mongodb
3.0.4, sau khi cai dat, server chua c6 nguoi dung va cling khong bat xac thuc, thuc

hién cac budc sau dé tao ngudi diung véi cac quyén twong ing va bat tinh ning
xac thuec:

- Tao nguoi dung quan tri server

use admin
db.createUser(
{
user: "administrator",
pwd: "M@tkhauKhODo@n",
roles: [ { role: "userAdminAnyDatabase", db: "admin” } ]

k
)

- Tao nguot dung quan tri cho 1 database (vi du DB baseline)

use baseline
db.createUser(
{
user: "admin_baseline",
pwd: "M@tkhauKhODo@n",
roles: [ { role: "userAdmin", db: "baseline" } ]

}

)

- Tao nguoi dung st dung DB d6 (c6 quyén thém, sira, x0a truy van)

use baseline
db.createUser(
{
user: "user_baseline",
pwd: "M@tkhauKhODo@n",
roles: [ { role: "readWrite", db: "baseline" } ]

}
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- Cubi cung, cdu hinh mongodb bat tinh ning xé4c thyc va phan quyén

security:
authorization: true

- Str dung mongo-c#-driver dé két ndi dén mongodb

string user = "admin";

string database = "test";

char[] password = "M@tkhauKhODo@n". ToCharArray();
MongoServerSettings settings = new MongoServerSettings();

var credential = MongoCredential.CreateMongoCRCredential(database, user,
password);

var settings = new MongoClientSettings

{

Credentials = new[] { credential }
b

var mongoClient = new MongoClient(settings);

MongoDatabase testDB = mongoClient.getDatabase(database);

4.5. Phuy thudc vao hé NoSQL sir dung, st dung cac api ho tro truy van an
toan hoac thuc hién escape cac ky tu dac biét khi xay dung céu truy
van.

Péi v6i mongodb, st dung api mongo-c#-driver khi thuc hién céc thao tac
thém, stra, x0a, tim kiém:

- Thém document cho collection

var collection = database.GetCollection<Entity>("entities");
var entity = new Entity { Name = "Tom" };
collection.Insert(entity);

var id = entity.ld;

- Sura document trong collection

var query = Query<Entity>.EQ(e => e.ld, id);
var update = Update<Entity>.Set(e => e.Name, "Harry");
collection.Update(query, update);
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- Xba document trong collection

var query = Query<Entity>.EQ(e => e.ld, id);

collection.Remove(query);

- Tim kiém document trong collection. Cach an toan 1 sir dung cac api
Filters, Sorts, Projections dé€ tao truy van tim ki€ém

var query = Query<Entity>.EQ(e => e.ld, id);

var entity = collection.FindOne(query);

> XPath

4.6. Thiét lap danh sach whitelist cac ky tu dau vao mong mudn, dau vao
nén 1 tap hop cua chi céi, chir so.

public static Boolean isValidInput(string input)
{
if (input == null)
return false;
else
return Regex.IsMatch(input, "a-zA-Z0-9. ]+$");
¥

4.7. Lap danh sach blacklist cac ky tu dic biét ()= [ ]:, * / va dau céch),
loai bo cac dau vao co chira cac Ky tu nam trong blacklist.

public static Boolean isInValidInput(string input)
{
if (input == null)
return false;
string[] blackList = new string[] { "[)="\[\]:,*/]" };
return blackList.Contains(input);

}
> LDAP

4.1. Thiét lap danh sach whitelist cac ky tu dau vao mong mudn, dau vao nén 1a
tap hop cua chir cai, chir so.

public static Boolean isValidInput(string input)
{
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if (input == null)
return false;
else
return Regex.IsMatch(input, "[a-zA-Z0-9. ]+$");

}

4.8. Lap danh sach blacklist cac ky tu dac biét () ; , * | & = va nullbyte),
loai bo cac dau vao co chira cac ky tu nam trong blacklist.

public static Boolean isInValidInput(string input)
{
if (input == null)
return false;
string[] blackList = new string[] { "[0O="\[\\]:,*/ ]" };
return blackList.Contains(input);

}

» Twong tac voi OS
4.9. Sirdung cac API hd trg viéc thuc thi cau 1énh hé thdng.

public static Boolean checkUseSafeApi()
{
string hostname ="10.2.0.30";

HttpWebRequest request =
(HttpWebRequest)WebRequest.Create(hostname);

request. Timeout = 15000;
request.Method = "HEAD";

try
{

using (HttpWebResponse response =
(HttpWebResponse)request.GetResponse())

{
return response.StatusCode == HttpStatusCode.OK;
b

b
catch (WebException)

56



return false;

¥
k

4.10. Khdng truyén tryc tiép dit liéu nguoi dung truyén 18n téi OS, trong
truong hop bt budc can thiét 1ap danh sach whitelist cac dau vao
mong mudn.

public static void processWhitelist()
{
string hostname = "google.com && echo VULNERABLE";

string DOMAIN_NAME_PATTERN = "A((?!-)[A-Za-z0-9-
1{1,63}(2<!1)\.)+[A-Za-z]{2,6}$";

string IPADDRESS_PATTERN
= "A([01]?\d\\d?[2[0-4]\d[25[0-5])\."
+ "([01]\dWd?]2[0-4]\d[25[0-5])\\."
+ "([01]\d\d?]2[0-4]\d[25[0-5])\\."
+ "([01]\dW\d?]2[0-4]\d|25[0-5])$":

if ('Regex.IsMatch(hostname, DOMAIN_NAME_PATTERN) &&
IRegex.IsMatch(hostname, IPADDRESS PATTERN))

{
Console.WriteLine("Hostname is not valid");
return;

¥

System.Diagnostics.Process process = new
System.Diagnostics.Process();

System.Diagnostics.ProcessStartinfo startinfo = new
System.Diagnostics.ProcessStartinfo();

startinfo.WindowStyle =
System.Diagnostics.ProcessWindowStyle.Hidden;

startInfo.FileName = "cmd.exe";
startInfo.Arguments = "/c ping" + hostname;
process.StartInfo = startinfo;

process.Start();
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}

> Twong tac vai file
4.11. Khdng truyén tryc tiép dit liéu tir nguoi dung dén cac ham include file.
4.12. Lap danh sach whitelist cac dinh dang file dugc phép upload.

Net hd tro loc file upload bang cach thiét 1ap trong web.config nhu sau:

<configuration>
<system.webServer>
<security>
<requestFiltering>
<fileExtensions applyToWebDAV="false">
<add fileExtension=".ashx" allowed="false" />
</fileExtensions>
<!-- maxAllowedContentLength is in bytes -->

<requestLimits maxAllowedContentLength="5242880"/> <!--
5MB -->

</requestFiltering>
</security>
</system.webServer>
</configuration>

4.13. Validate file hop 18 bang cach kiém tra dong thoi file header, phan mo
rong cua file va noi dung file.

Vi du upload 1 file anh I&n server:

foreach (string upload in Request.Files)

{

var allowedExtensions = new[] { ".png",

Jbmp", ".jpeg" };
if (Request.Files[upload].ContentLength == 0) continue;
string path = Path.Combine(@"D:\MyUploadedFiles");

var extension =
Path.GetExtension(Request.Files[upload].FileName);

if ('allowedExtensions.Contains(extension))

{

return Json(new { Type = "Invalid Extension" });
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}

string filename =
Path.GetFileName(Request.Files[upload].FileName);

Request.Files[upload].SaveAs(Path.Combine(path,
WebApp.Utils.StringUtils.getSafeFilename(filename)));

UploadFilesResult file = new UploadFilesResult();
file.FilePath = @"D:\MyUploadedFiles" + filename;
file.FileName = filename;
FileRepositories.CreateFile(file);
}
return Json(new { Type = "SUCCESS" });
private static String getSafeFileName(String input)
{
StringBuilder sb = new StringBuilder();
for(int i=0; i < input.Length; i++)
{
char ¢ = input[i];
if(c!="/" && c!'="\\' && c!=0)
{
sb.Append(c);

}
return sh.ToString();

¥

4.14. Véi cac truong hop khdng bat budc thi khong luu file upload trong thu
muc web, bo quyén thuc thi trén thu muc upload.

4.15. Khi can refer toi céc file ton tai trén hé théng can thiét 1ap danh sach
whitelist dau vao mong muén hoic géan céc gia tri dinh danh tuong Gng
cho céc file thay vi truyén tén file.

4.16. Khong tra vé duong dan tuyét dbi cua file.

4.17. Téat ca dir liéu, tai nguyén hé théng (béo céo, file upload, file ciu
hinh...) khong duoc luu trong thu muc cho phép truy cap truc tiép
khéng qua xac thuc.

> Xur Iy back-end HTTP request
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4.18. Khi tao http request phia server, cac tham sé GET, POST cho request
d6 tranh tao tir dit liéu phia nguoi dung, hodc phai dugc kiém tra can
than dé chéng ghi dé cac tham sb khac.

> Twong tac véi XML

4.19. Tat tinh ning external entity resolve va remote doctype retrival cta
xml parser khi doc dir liéu xml.

- .Net 3.5:

MemoryStream stream = new
MemoryStream(Encoding.Default.GetBytes(xml));

XmlTextReader reader = new XmlTextReader(stream);
reader.ProhibitDtd = true;

hoac
XmlReaderSettings settings = new XmlReaderSettings();

settings.ProhibitDtd = true;
XmlReader reader = XmlReader.Create(stream, settings);

- Net4 & 4.5:

MemoryStream stream = new
MemoryStream(Encoding.Default.GetBytes(xml));

XmlReaderSettings settings = new XmlReaderSettings();
settings.DtdProcessing = DtdProcessing.Prohibit;

XmlReader reader = XmlReader.Create(stream, settings);

4.20. Kiém tra dir liéu ngudi dung, encode céc ki ty dac biét (<>/) khi tao di
liéu xml.
5. Kiém soat dir liéu dau vao
5.1. Viéc kiém tra dit liéu dau vao phai dugc thuc hién phia server.

5.2. Thuyc hién viéc kiém tra dit liéu tir tat ca cac ngudn dit liéu c6 tuwong tac véi
nguoi dung (Cac tham so lay trt GET/POST request, HTTP Headers, dit 1i¢u lay
tir DB, dir liéu tur file upload,...).

5.3. Xé4c dinh rd chuan dinh dang encode cua dir li€u dau vao, thuc hién validate
dir li€u sau khi da decode dau vao vé 1 dinh dang chuan va nhat quan.

5.4. Validate kiéu dit liéu, pham vi, d0 dai dir li¢u va dinh dang dir licu.
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5.5. Vi du mot s kiéu validator duoc hd trg boi thu vién opensymphony.xwork?2
nhu sau:

private static string ValidateUsername(string username)

{

if (username == null || username.Equals(""))
return "Name must be required";

if ("Regex.IsMatch(username, "~(?=.{6,30}$)"))
return "Name length must be between 6 and 30",

if ('Regex.IsMatch(username, "~[a-zA-Z0-9 ]+$"))
return "Name contain only letter, number, ™;

return "OK";

private static string ValidateAge(int age)
{
if (age <0 | age > 60)
return "Age must from 0 to 60";
else
return "OK",

private static string ValidateDate(DateTime date)

{
if (date == null)
return "notOK™;

DateTime min = new DateTime(1995, 01, 01);
DateTime max = new DateTime(2015, 12, 31);
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if (date.CompareTo(min) == -1 | date.CompareTo(max) == 1)
return "Date must in range 01/01/1955 to 31/12/2015";

return "OK™";

private static string ValidateEmail(string email)

{
if (email == null || email.Equals(""))
return "Email is required";

if ('Regex.IsMatch(temp, "a-zA-Z0-9. -]{1,64}@[A-Za-z0-
91{2,64}(\\.[A-Za-z0-9]{2,64})*(\\.[A-Za-z]{2,4})$"))

return "Email format not correct";

return "OK™";
}

5.6. Néu dir liéu dau vao bat budc 1a cac ky tu déc biét, can thiét 1ap danh sach
whitelist cac ky tu dau vao mong mudn.

6. Kiém soat dir li¢u dau ra

6.1. Phai chi 0 character encoding cho dir liéu dau ra: Thyc hién tuong tu muc
5.3.

6.2. Response body phai dugc encode theo ngit canh str dung. Mot s6 trudng hop
phd bién:

- Pau ra 1a html, thuc hién html encode cac ki tu dic biét (<>"7&) tur cac
ngudn dir liéu khong an toan (Cac tham sb 1ay tr GET/POST request, HTTP
Headers, dit liéu 1y tir DB, dir liéu tur file upload,... c6 thé diéu khién dugc boi
nguoi dung).

<label id=""labell"" runat=""server'></label>

Cach 1: Dung HttpUtility.HtmIEncode
labell.InnerHtml = HttpUtility.HtmIEncode(str);

Cach 2: Dung InnerText
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labell.InnerText = str;

- Paurala json, thuc hién encode dir li€u tra vé dang object, khong tra vé
dang mang.
6.3. Response header: loc bd cac ki ty dac biét (\n, \r) do dir li€u nguoi dung
truyén vao.

// remove control character [\x00-\x1F\x7F]
header = header.replaceAlI(*"\\p{Cntrl}", "**");

6.4. Cookie tra vé can gio1 han tdi thiéu nhit cac thudc tinh (domain, path,
httponly, expire, secure). Tranh luu trit cac dit liéu nhay cam trén cookie, néu can
luu trir cac dir ligu nhay cam thi phai thuc hién ma hoa cac dit liéu nay vai thuat
toan d6i xtmg manh va key chi duoc luu trén server.

HttpCookie cookie = new HttpCookie(*'ASP.NET_SESSIONID",
cookieValue);

/* 1. Gi6i han thudc tinh cia cookie */

// vi du cookie cookieOnAdminPage dé nhé diing nhip trén trang /admin/
cookie.HttpOnly = true;
cookie.Secure = true; // Chi dung néu cé sir dung Https
cookie.Path = "*/admin/";
cookie.Value = cookieValue;
cookie.Expires = new DateTime(2015, 12, 20);

[* M@ hoa cookie */
// Thuc hién twong tw muc 4. Twong tac véi backend => Ma héa cac dir
li€u nhay cam truwdc khi luu trir

6.5. Han ché viéc qhuyén huéng, chuyén tiép dén cac URI khac. Néu ung dung
c6 chirc nang nay can phai lap danh sach whitelist cac URL dugc phep thuc hién
chuyén hudng, chuyén tiép.

private static string[] allowedURL = { "*voffice.abc.vn™,

""thongtinnhansu.abc.vn®, ""abc.vn™ };

public static Boolean isAllowedURL (string url){
return allowedURL.Contains(url . ToLower(). Trim());
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}

7. Kiém soat ngoai Ié va ghi log &ng dung

7.1. Xt 1y cac ngoai 1& bang try-catch va tra vé cac thong bao 16i chung da
custom, thong béo 161 tra vé khong dugc chira cac thong tin nhay cdm cua nguoi
dung, h¢ thong...

<configuration>
<system.web>
<customErrors defaultRedirect="myCustomErrorPage.aspx”
mode="RemoteOnly">
<error statusCode="500"
redirect="InternalError.ntm"/>
</customErrors>
</system.web>
</configuration>

7.2. Cac théngzy tin 161, ngoai ¢ nay phai duogc log lai dé phuc vu béo tri, xac dinh
nguyén nhan 161 ng dung.

Str dung thu vién logdnet dé ghi log tng dung.
7.3. File log phai dugc dat tai thu muc an toan ngoai thu muc web.

7.4. Khong log lai cac dir liéu nhay cam (thong tin nguoi dung, session id, thong
tin hé thong).

Muc 7.3 va 7.4 thuc hién cdu hinh log4net tai file web.config nhu sau:

<log4net>

<appender name="LogFileAppender"
type="log4net.Appender.RollingFileAppender">

<param name="File" value="D:\logs\abc\wflog.log"/>
<param name="AppendToFile" value="true"/>
<rollingStyle value="Size"/>

<maxSizeRollBackups value="10"/>
<maximumpFileSize value="3MB"/>
<staticLogFileName value="true"/>

<layout type="log4net.Layout.PatternLayout">

<param name="ConversionPattern" value="%d{HH:mm:ss.SSS} %t
%C{1} %-5p %n%I%n%m%n%n"/>
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</layout>
</appender>

<!-- Vi du cau hinh logger cho package com.abc -->
<logger name="Central CMS">
<level value="DEBUG"/>
</logger>

<root>
<level value="Debug"/>
<appender-ref ref="LogFileAppender"/>
</root>
</log4net>

7.5. Gi61 han nguoi dung cho phép truy cap file log.
8. Str dung framework, lib (third-party components)
8.1. Loai cac thanh phan, lib khong can thiét.

8.2. Str dung phién ban méi nhat ciia framework tai thoi diém phat trién tng
dung.

8.3. Thuong xuyén cp nhat cic ban va 16i cho framework.
8.4. Tat ché d6 development cta framework khi trién khai ing dung thuc té.

Céu hinh trong file web.config:

<compilation debug=""false"" />

9. Xir ly business logic

Xt 1y business logic phu vao tirng ng dung nhung luu y:
9.1. Lap trinh vién phai nim rd duoc toan bd luépg nghiép vu cua ung dung, phai
xdy dung cac cay testcase cho timg nghi¢p vu dé tranh bo sot cac trudong hop co
thé xay ra.
9.2. Cac chirc nang quan trong (vi du chliyén khoan ngan hang), sir dung lock
hodc cac hinh thic twrong duwong dé tranh 161 race condition.
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Phu luc 03.
HUONG DAN LAP TRINH AN TOAN SU DUNG UNG DUNG C/C++

1. Bién dich an toan

Chu y: Céc yéu cau thiét 1ap trinh bién dich dudi day chi 4p dung khi trinh
bién dich cho h¢ di€u hanh, vi xtr Iy hodc vi diéu khién c6 ho trg tinh nang tuong
ung.
1.1. Bién dich véi tity chon chong ghi dé bd dém (TC.LTAT.CCPP.1.1; Bit
bugc)
1.1.1. Nguy co

Loi hay gap nhét trong 1ap trinh C/C++ 12 16i buffer overflow, khi d6 néu
chu:o*gg trinh khong duogc bién dich V~éi tuy chon chéng ghi dé by dém thi hacker
c6 thé chén ma 1€nh ghi d¢ bd dém dé dang khai thac 161 buffer overflow thuc thi
ma 1énh do.

1.1.2. Giai phap

- Bién dich dung Visual Studio: Bat kiém tra bo dém (/GS): default tir Visual
Studio 2003.

- C6 2 cach:
o Su dung huéng dan bién dich trong code:
#pragma strict_gs_check(on)

o Cau hinh trén Editor: Trong ctra sé Properties cua Project, chon C++
0 Code generation, bat Buffer Security Check:

SecureProject Property Pages % =]
Configuration: ’AII Configurations v] Platform: ’Active(WinBZ] '] ’ Configuration Manager... ]
Common Properties - Enable String Pooling Mo
Configuration Properties Enable Minimal Rebuild Mo

General Enable C++ Exceptions Yes With SEH Exceptions (/EHa)

Debugging Smaller Type Check No

C/C+ Basic Runtime Checks Default
Gen.era.l ] Runtime Library
Optimization Struct Member Alignment Default
Preprocessor . Buffer Security Check Yes |Z|
Code Generafion Enable Function-Level Linking No (/GS-)
Languag? E Enable Enhanced Instruction Set
Precomp.lled Heade Floating Point Model PTECISE [TRPTECIse]
Output Files - - -
Browse Information Enable Floating Point Exceptions Mo
Advanced
Cornmand Line

Linker

Manifest Tool

Resources

Managed Resources

XML Document Genera Buffer Security Check

Browse Information Check for buffer overruns; useful for closing hackable loopholes on internet servers. The default

p e L is enabled.  (/GS-)
0K ] ’ Cancel Apply

- Bién dich dung gcc: Sur dung co -fstack-protector-all khi bién dich.
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1.2. Bién dich véi tiy chon chdong khai thic qua SEH (Struct Exception
Handling) (chi cé trén Windows) (TC.LTAT.CCPP.1.2; Bat budc)

1.2.1. Nguy co

- M6t trong nhimg cach thirc tAn cong khai thac 16i Buffer Overflow 1a ghi
dé cau trac SEH (1a 1 cau triic do Microsoft dua ra nham xir Iy cac ngoai 1¢), trong
dé hacker loi dung cach Windows xur 1y cac ciu trac SEH dé chén ma 1énh thyc
thi. Chuong trinh khong bién dich véi tity chon /SafeSEH c6 thé bi khai thac kiéu
nay khi c6 15i buffer overflow.

1.2.2. Giai phap

- Trong cira s6 Properties cua Project, chon Linker  Command Line, trong
0 Additional options, dién vao /SafeSEH:

SecureProject Property Pages @
Configuration: |Debug v| Platform: |Active0."|fin32] v| | Configuration Manager... |
- Common Properties = | All options:
a Configuration Properties SOUT:"CAUsers\sangod Documents\Visual Studio 2008\Projects\SecureProject\Debug
General “SecureProject.exe” [INCREMENTAL /NOLOGO /MAMIFEST /MANIFESTFILE:"Debug
Debugging ‘SecureProject.exe.intermediate.manifest” /MANIFESTUAC:"level="asInvoker'
CiCe+ uifccess="false™ /DEBUG FASSEMELYDEBUG /PDB:"C:\Users\sangod Documents\Visual
. Studio 2008\Projects\SecureProject\DebughSecureProject.pdb” /SUBSYSTEM:WINDOWS
4 Linker /ENTRY:"main" /DVYNAMICBASE /FIXED:No /NXCOMPAT /MACHINE:X86
General /ERRORREPORT:PROMPT
Input
Manifest File
Debugging
System 3
Optimization
Embedded IDL
Advanced
Comrmand Line -
- Manifest Tool

Additicnal options:
- Resources

- Managed Rescurces

. XML Document Genera
- Browse Information

- Build Events

— [

Pl T 3

[ 0K H Cancel | App

1.3. Bién dich v¢i tuy chon DEP khong cho chay ma I¢nh trén vung data
(TC.LTAT.CCPP.1.3; Bat bugc)

1.3.1. Nguy co

- DEP (Data Execution Prevention) 1a mot co ché trong kién trac vi xir 1y
trong d6 danh dau ving nhd nao 1a dir liéu thi néu con tro 1énh chi vao ving dir
liéu thi s& phét sinh cdnh b4o 18i. Tuy nhién véi chuong trinh khong bién dich véi
tiy chon DEP thi hé diéu hanh s& thyc thi chwong trinh ma khong st dung co ché
d6. Piéu nay lam cho chuong trinh d& bi t6n thuong hon véi cac kiéu tan cong
vao by nhé (nhu buffer overflow, use after free, integer overflows,...) trong do6
thong thudng hacker s& tim cach chuyén con tré 1énh vé 1 ving nh¢ dir liéu ma
hacker thay d6i dugc.
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1.3.2. Giai phap

- Bién dich dung Visual Studio (c6 tir Visual Studio 2005): Bat tuy chon
khong cho chay ma 1énh trén vung data DEP - Data Execution Prevention: Image
is compatible with DEP (/NXCOMBAT).

- Trong ctra s6 Properties ctia Project, chon Linker 0 Advanced, trong 6 Data
Execution Prevention (DEP), chon Image is compatible with DEP:

SecureProject Property Pages [7 | =]
Configuration: ’AII Configurations VI Platform: [Active('WinB?_) 'l [ Configuration Manager...
Commen Properties - Entry Point main -
Configuration Properties Me Entry Point Mo

General Set Checksum No

Debugging Base Address

C/C++ Randomized Base Address Enable Image Randomization (/DYNAMICBASE)

Linker Fixed Base Address Generate a relocation section (/FIXED:NO)
General Image is compatible with DEP (/NXCOMPAT)  [=]
Inqu ) Turn Off Assembly Generation | Default =
Manifest File Delay Loaded DLL Image is not compatible with DEP (/NXCOMPAT:NO) i
E:;:fﬂg'”g || | 1mport Library Image is compatible with DEP (/NXCOMPAT)
Optimization Merge Sections
Embedded DL Target Machine MachineX86 (/MACHINE:X86)
Advanced Profile Mo
Comrand Line CLR Thread Attribute Mo threading attribute set

Manifest Tool CLR Image Type Default image type

Resources Key File

Managed Resources Key Container

XML Document Genera Delay Sign MNa -

Browse Information Data Execution Prevention (DEP)

Build Events = | | Indicates that an executable was tested to be compatible with the Windows Data Execution

P —_— b Prevention feature, ({MXCOMPAT, /NXCOMPAT:NG)
[ 0K ] [ Cancel ] Applh

- Bién dich dung gce cho ung dung trén Windows: -WI,--nxcompat.
1.4. Bién dich chwong trinh véi tiy chon cho phép nap 1€n b{ nh¢ & dia chi
ngau nhién (TC.LTAT.CCPP.1.4; Bat bugc)
1.4.1. Nguy co

- Khi hacker khai thac géc 161 tan cong vao bd nhc'{, mot viéc hacker thuong
phai lam la xac dinh vi tri goc chuong trinh nap Ién. Néu chuong trinh bién dich
khong co tuy chon cho phep nap 1én bo nho ¢ dia chi ngéu nhién thi khi d6 hacker
c6 thé xac dinh dugc ngay dia chi do, tuy thudc vao phién ban, loai h¢ di€u hanh.
1.4.2. Giai phép

- Bién dich dung Visual Studio (c6 tir Visual Studio 2005): Bat tuy chon
Randomized Base Adress (/Dynamic Base).

-Trong ctra s6 Properties cia Project, chon Linker OAdvanced, trong 6

Randomized Base Address (DEP), chon Enable Image Randomization
(/DYNAMICBASE):
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SecureProject Property Pages [® |[=]

Cenfiguration: | All Configurations | Platform: | Active(Win32) '] [ Cenfiguration Manager... ]
Common Properties = Entry Point main =
Configuratien Properties Mo Entry Point Mo

General Set Checksum No
Debugging Base Address
C/Ce+ Randomized Base Address Enable Image Randomization (/DYNAMICBASE) [~ |
Linker Fixed Base Address Default

General Data Execution Prevention (DEP] Disable Image Randomization (/DYMAMICBASE:NG)

Input Turn Off Assembly Generation [[EELIENGELERE Ty rC TR W B (a7 3

Manifest File

) Delay Loaded DLL Don't support unload
Debugging .
= Import Library
System S -
L Merge Sections

Optimization - -

Embedded IDL Target Machine MachineX86 (/MACHINE:X86)

TAeneD Profile No

Command Line CLR Thread Attribute No threading attribute set
Manifest Tool CLR Image Type Default image type —
Resources Key File
Managed Resources Key Container
XML Document Genera Delay Sign No -
quwse Information | | Randomized Base Address
Build E\rent.s - | | Generate an executable image that can be randomly rebased at load-time by using the address

‘ |%| D space layout randomization (ASLR) feature.  (/DYNAMICBASE, /DYMNAMICBASE:NQ)

[ oK H Cancel ” Apply

- Bién dich dung gce: Str dung co -fPIE khi bién dich.
1.5. Bét canh bao khi bién dich (TC.LTAT.CCPP.1.5; Bit budc)
1.5.1. Nguy co

- Khi bién dich, thong thuong cong cu bién dich da hod tro kha nhiéu tinh
nang canh bdo cac dang 161 co ban dé gdp phai. Néu tat tuy chon canh bio khi
bién dich hoac tiy chon murc thap thi cé thé 1ap trinh vién da bo qua nhirng 161 co
ban.

1.5.2. Giai phép
- Bién dich dung Visual Studio: Bat Warning level & muc: /W3.
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ConsoleApplicationl Property Pages

7| &

Configuration: | Active(Debug) | Platform: |Active(Win32)

'] ’ Configuration Manager... l

4 Common Properties - Additional Include Directories

Framework and Referen Additional #using Directories
4 Configuration Properties
General

Debugging

Debug Information Fermat
Commen Language RunTime Support
Consume Windows Runtime Extension

VC++ Directories Suppress Startup Banner

Program Database for Edit And Continue (/Z1)

Yes (/nclege)

4 C/C++ Warning Level Level? (/W3) E
Gen.era.l ) Treat Warnings As Errors Turn Off All Warnings (/W0)
Optimization L SDL checks Levell (W1}
Preprocessor . Multi-processer Compilation Level2 (/W2)
Code Generation
Laﬂguagé Leveld (/W4)
Premmp_”Ed Header EnableAlWarnings (/Wall)
Output Files _ <inherit from parent or project defaults=>
Browse Information
Advanced
All Qptions
Command Line
4 Linker
General
Input
Manifest File
Debugging
5)‘5t_e”’? ) Warning Level
Optimization ~ | | Select how strict you want the compiler to be about code errors. (/WD - /W4)
E O P T
QK ] ’ Cancel Apply

- Bién dich dung gcc: Str dung co -Wall.
2. Bao vé irng dung an toan khéi cac 16i by nhé
2.1. L&i tran bd dém (buffer overflow) (TC.LTAT.CCPP.2.1; Bit budc)
2.1.1. Mo ta 16i

- Buffer 1a mot ving nhé duoc cp phat trén bd nhé trong qua trinh thuc thi
ung dung.

- L3 hong tran by dém (Buffer overflow - Bof) 1a 16 hong xdy ra khi ghi khoi
dir liéu 16n hon kich thudce cua viung nhd buffer dugce cap phat. Vi du:

void OverFlow(char *strContent)

{
char buf[20];
strcpy(buf, strContent);
return;
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Hinh anh cua stack khi goi ing dung goi ham Overflow:

" buf

Ving bd nhé cap phat chobuf: 20 bytes

Noi dung EBPcii -| <Saved EBP

Pia chi trévé sau khi thye hién ham RET

strContent

- Khi kich thuéc cua strContent 16n hon kich thudce dugc cip phat ca buf,
ndi dung cua strContent s€ ghi dé 1én cac vung dia chi khéac.

2.1.2. Nguy co
- Khi 13i tran bo dém x4y ra noi dung cia cac vung nho bi ghi de dan toi
chuong trinh hoat dong khong chinh xac hoac bi d6 v& (crash).

- Nguy hiém hon bang cach khai thac mot cach cé chu dich, hacker c6 thé
chen mé 1énh vao mot chuong trinh ¢6 nguy co tran by dém va thuc thi mé 1énh
d6. Vi du: bang cach ghi d¢ dia chi tra vé ctia ham.

2.1.3. Giai phap
- Kiém soat kich thudc ctia di lidu truyén vao:

o MGdi khi str dung can kiém tra kich thudc bo dém dé dam bao viéc truy
nhap khong vuot ra ngoai pham vi bo dém.

void NoneOverFlow(const char *strContent)

{

char buf[20];

if (strlen(strContent)< 20)

{
strcpy(buf, strContent);
return;

b

else

{
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// do something

int CalculateBufferValue(LPBYTE buffer, int len, int index)
{

if (buffer == NULL || // Dia chi bo dém khong hop I¢é
len <=0 || // Hodc kich thudc bo dém khong dung
index < 0 || index >= len) // Hodc truy xudt ra ngodi bé dém

{
return ERROR_CODE;

}

result += buffer[index];

o Khi thiét ké ham c6 thao tac v6i bd nhd, nén ¢ tham sd chi dinh kich
thudc t61 da cua b nha.

Nén Khong nén

void Scan(char *buffer, int maxLen) void Scan(char *buffer)

{ {
strncpy(buffer, name, strcpy(buffer, name);
maxLen — 1);
buffer[maxLen — 1] = 0;
¥
¥
- Str dung cac ham thay thé an toan:
char buffer[256];
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strncpy(buffer, filePath, 255); // GiGi han kich thuéc t6i da copy vao b dém
buffer[255] = 0; // Pam bdo string c6 két thiic hop 1é

Hoac:

char buf[20];
strepy_s(buf, 20, strContent);

- Danh sach cac ham thay thé an toan tham khao Muc 6. Danh sach ciac ham
thay the trong lap trinh an toan sir dung ng dung C/C++.

2.2. Lbi tran s6 nguyén (integer overflow) (TC.LTAT.CCPP.2.2; Bit budc)
2.2.1. Mo ta 16i

- La 15i x4y ra do gia tri ctia bién vuot qua khoang gia tri cua kiéu dir liéu
tuong Umg. Vi du:

char i;
i = SCHAR_MAX; /] 127

I++;
or
unsigned int j;
j = UINT_MAX; //65535
J++;
2.2.2. Nguy co

- Li tran s nguyén xay ra lam cho chuong trinh hoat dong khong dung, tuy
vao ting truong hop cu thé 16i sd nguyén co thé dan téi nhiéu nguy co khac.

- VD: Ldi tran s6 nguyén din toi nguy co bi 16 hong buffer overflow:

int main(int argc, char *const *argv)
{
size_t total;
total = strlen(argv[1])+strlen(argv[2])+1;
char *buff = (char *)malloc(total);
strcpy(buff, argv[1]);
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strcat(buff, argv[2]);
return O;

}
2.2.3. Giai phap

- Kiém soat cac gia tri ma cac bién c6 thé nhéan dugc.

int main(int argc, char *const *argv)
{
size_t total;
total = strlen(argv[1])+ strlen(argv[2]) + 1;
if (total > strlen(argv[1]))
{
char *buff = (char *)malloc(total);
strcpy_s(buff, total, argv[1]);
strcat_s(buff, total, argv[2]);

else
Il integer overflow

¥

return O;

- Sir dung kiéu dit liéu phut hop dé tranh trudong hop tran s6. VD: ham strlen
tra vé gié tri c6 kiéu dit liéu size t vi vy ta nén st dung kiéu size_t cho bién total.
Néu total c6 kiéu dir liéu unsigned char, strlen(argv[1]) = 254, strlen(argv[2]) =
257. Khi d9, total = 254 + 257 = 255 dan dén tran buffer khi ta chép thém xau
argv|[2] vao buffer (trong truong hop st dung ham strcat thay vi strcat_s).

- Str dung kiéu gié tri 16n hon trong cac phép toan. VD:

short a;
short b;
unsigned long sum; /I NOT USE: unsigned int sum

sum = a+b;

2.3. Lbi sir dung dinh dang xdu (format string) (TC.LTAT.CCPP.2.3; Bit
bugc)
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2.3.1. M6 ta 16i

- Format string 12 ho cac ham vao ra dit liéu ¢ truyén vao tham s6 1a dinh
dang cua kiéu dit li¢u (Format token: %d, %x, %s, %on,...).

- VD: printf, fprintf, sprint, scanf,...

- Céc ham format string c6 thé 1am viéc duoc véi nhiéu kiéu truyén tham sé
khac nhau:

o Kiéu 1: prinf("%s", msg);
o Kiéu 2: prinf(msg);

- Piém quan trong 14 cac trinh bién dich khong phan biét rd rang 2 cach s
dung trén va néu nhu trong cach st dung thtr 2 ndi dung tham s truyén vao (bién
msg) ¢b cac ky tu format token (%d, %x, %s, %n,...) thi tng dung s& thuc hién
khong chinh x4c dan t6i cac nguy co vé ATTT.

2.3.2. Nguy co
Viéc khai thac 16 hong format string c6 thé dan t6i:

- Denial of service: bang cach truyén vao hang loat cac ky tu format token
(VD: %s%s%s%0s...) ing dung s€ c6 nguy co bi crash vi tham chi€u dén cac vung
nhd trai phép hodc khong ton tai.

- Poc duoc ndi1 dung cua mot dia chi bat ky trong bd nhd: bang cach truyén
vao nd1 dung co6 chira dia chi cung véi cac format token mdt cach co chu y.

- Thyc thi cac doan ma dgc: bang cach stir dung format token %n c6 thé ghi
de¢ dia chi trd vé cua ham dan té1 vung dia chi chtta doan ma doc dugc truyén vao.

2.3.3. Giai phap
Tréanh 16 hong format string bang cach:

- Truy?:n dir liéu dau vao day du cac format token (kiéu 1), khong sir dung
cac theo kiéu 2.

- Str dung cac ham lam viéc vdi string thay thé an toan (tham khao danh sach
ham thay thé an toan trong Muc 6. Danh sach cac ham thay thé trong lap trinh
an toan sir dung ng dung C/C++.

- Than trong khi st dung format token %n, dam bao truyén vao tham s nhan
sO luong ky tu da xuat ra.

-VD: prinf s() thay thé cho prinf(),
sprintf_s() thay thé cho sprintf()

2.4. Lbi sir dung viing nhé sau khi gidi phéng (use after free hodc using freed
memory) (TC.LTAT.CCPP.2.4; Bat budc)

2.4.1. Mo ta 16i

- Lbi use after free xay ra khi chuong trinh tiép tuc st dung mdt con tro dén
vung nh¢ sau khi da giai phong n6. VD:
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char* ptr = (char*)malloc (SIZE);

if (err) {
abrt = 1;
free(ptr);

¥

if (abrt) {
logError("operation aborted before commit”, ptr);

¥

2.4.2. Nguy co

- Thong thuong 16i s& dan dén crash chuong trinh (khién chuong trinh dimg
chay, bao 101). Lo1 use after free doi khi khong c6 thé hién gi dac biét, chi dan dén
chuong trinh chay khong ding.

- Hacker c6 thé loi dung 18i nay dé dé dinh vi lai bd nhé gay ra cac dang tin
cong tran by dém.

2.4.3. Giai phap

Lap trinh xtr Iy v&1 bd nhé theo cach an toan, tap thoi quen 1ap trinh tdt khi
cap phat, xir Iy bo nhd. Tham khdo céc cadch xur Iy by nhé an toan sau day:

- Khéi tao b nhé:

o Khong st dung con vtr(”) t&d1 bo nhd chua dugce khoi tao. Trudc khi st
dung b nhé phai ki€m tra dia chi bo nhé ¢6 hop 1€ khong.

Nén Khoéng nén
LPBYTE buffer = NULL; LPBYTE buffer;
// Khéi tao bo nho // Khé1 tao bo nhd

if (buffer 1= NULL)

{
buffer[0] == ‘A’; buffer[0] == ‘A’;
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- C4p phat bd nhé:

o Mbi khi cap phat bo nhé, phai kiém tra xem bd nhé cé duoc cap phat

thanh cong hay khéng:

Nén

char *buffer =
(char*)malloc(MAX_PATH);

if (buffer == NULL)

{
I Khéng cdp phat dwoc bé nhé
return;

buffer[0] = ‘A’;

Khong nén

char *buffer =
(char*)malloc(MAX_PATH);

buffer[0] = ‘A’;

o Khong dugc phép gia sir bd nhé sau khi cap phat da duoc khai tao:

Nén

char *buffer =
(char*)malloc(MAX_PATH);
if (buffer == NULL)

{
I Khéng cdp phat dwoc bg nhé
return;

¥

// Khoi tao by nhd

memset(buffer, 0, MAX_PATH *
sizeof(char));

// Truy cap b0 nh¢ da khéi tao
char ch = buffer[0];
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Khong nén

char *buffer =
(char*)malloc(MAX_PAT

H);

if (buffer == NULL)

{
/1 Khéng cdp phdt dwoc
return;

}

// Truy cap bo nh¢ chua khaéi tao
char ch = buffer[0];




- Gidi phong b nh¢:
o Lubn giai phong b6 nhd dong sau khi s dung xong. Sau khi giai
phong, dua dia chi con tro vé NULL.

char *buffer = (char*)malloc(MAX_PATH);

if (CheckBuffer(buffer))

{
// Giai phong bo nho sau khi sir dung
free(buffer);
buffer = NULL,;

by

// Kiém tra dia chi bo nhé cé hop lé hay khong trudc khi su dung
if (buffer)
{

- Kiém tra kich thuéc b nhé:

o MGdi khi str dung can kiém tra kich thudc bo dém dé dam bao viéc truy
nhap khong vuot ra ngoai pham vi bo dém.

int CalculateBufferValue(LPBYTE buffer, int len, int index)
{

if (buffer == NULL || // Dia chi by dém khong hop 1é
len<=0 || // Hodc kich thudc bo dém khong dung
index < 0 || index >= len) // Hodc truy sudt ra ngoai bg dém

{
return ERROR_CODE;

}

result += buffer[index];
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o Khi thiét ké ham c6 thao tac v6i bd nhd, nén ¢ tham sb chi dinh kich
thudc to1 da cia bo nho.

Nén Khong nén

void Scan(char *buffer, int maxLen) void Scan(char *buffer)
{ {

strncpy(buffer, name, strcpy(buffer, name);

maxLen — 1);
buffer[maxLen — 1] = 0;
¥

}

- Giéi han quyén truy cip bd nhé:
o Cac bo dém khong cho phép ghi nén dugce khai bao bang tir khoa const
deé tranh cac ham, phuong thirc khac ghi vao bd dém.
bool ScanFile(const char *fullPath)
{
/Il Khai béo fullPath la const
// Cdc thao tdc trong ham nay khéng thé thay doi néi dung fullPath

// Goi ham ScanFile, trong ham nay bo dém filePath khong thé bi thay doi
ScanFile(filePath);
- Str dung cac ham xir Iy bo nh¢ thay thé an toan (tham khao danh sach ham

thay thé an toan trong Muc 6. Danh sach cac ham thay thé trong lap trinh an
toan sir dung @ng dung C/C++.).

3. Truy nhép an toan véi cac doi twong (gia tri bién, file, thw muc, event,
mutex, registry value,...)

3.1. Tranh 16i diéu kién tranh chip (Race-condition) (TC.LTAT.CCPP.3.1;
Bit budc)
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3.1.1. M6 ta 16i

- La 13i xay ra khi ¢6 2 hay nhiéu tién trinh, ludng chay ddng thoi ciing thao
tac dén tai nguyén dung chung va két qua phu thudc vao tha tu va thoi gian thuc
hién céc tién trinh dan dén két qua x1r ly sai, hodc khong doan duoc cta hé thong.

- Tai nguyén dung chung c6 thé 1a mot bién trén bo nhé, file,. .. (hay gap nhat
khi thao tac véi file).

- Vi du: Nguoi A ¢6 1000 $ trong tai khoan, anh ta thuc hién rat 5 lan cung
lac tir hé thong banking moi 1an 10$, nhu vay trong tai khoan con 9503. Poan
code sau demo cua ngan hang thuc hién viéc trur tién:

E_ POpen + B8 save g. €\, Undo

racecondition.c X

#include <stdio.h=

#include <pthread.h=>

#include <stdlib.h=

int tientk;

#define NUM_THREADS 5

int gettongtien() {
return tientk;

void settongtien(int tongtien) {
| tientk=tongtien;
1

void *trutien(void* psotien) {
int sotien=(int)psotien;
int tongtien=gettongtien();
if (sotien <= tongtien) {
tongtien=tongtien-sotien;
settongtien(tongtien);
printf("Tong so tien sau khi rut la:%d\n",gettongtien());
1} else {
printf("Khong du tien de rut.");

1
pthread_exit{NULL);
int main() {
tientk=1000;
pthread_t threads[NUM_THREADS];
int rc, i, sotien=10;
for( i=0; 1 < NUM_THREADS; i++ ) {
printf("main() : creating thread, %d\r\n", i) ;

rc = pthread_create(&threads[i], NULL, trutien, (void *)sotien);
if (rc) {

printf("Error:unable to create thread,%d\r\n",rc);return 0;

}

pthread_exit(NULL);return 1;

C~ TabWidth:8 ~ Ln11, Col 2 INS

Tuy nhién, thyc té khong ra két qua nhu vay, trong 3 1an chay thi ¢6 1 lan
sau khi rat 5 1an so tién con lai 1a 9603.

Nguyén nhan xay ra hién tuong nay la vi thread thuc hién rat tién 1an 4 chua
kip cap nhat téng 50 t1en sau rat la 960 thi phai tam diumg, 1 thread khac thyc thi
rat tién lan thtr 5, s tién con lai 1a 950 duoc cap nhat. Sau do thread rat tién lan
4 cap nhat s6 tién con lai 14 960. Nhu vay sau 5 lan rat tién, s tién con lai 1a 960%
- mot két qua sai.
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@ & & dungcs@ubuntu: ~/Desktop
dungcs@ubuntu:~/Desktop$ gcc -pthread -o bank racecondition.c
dungcs@ubuntu: ~/Desktop$ . /bank
: creating thread, @
: creating thread, 1
tien sau khi rut la:99e
: creating thread, 2
: creating thread, 3
tien sau khi rut la:98e
: creating thread, 4
tien sau khi rut la:97e
tien sau khi rut la:960
tien sau khi rut la:95@
dungcs@ubuntu:~/DesktopS ./bank
main() : creating thread, @
main() : creating thread, 1
Tong so tien sau khi rut la:99@
main() : creating thread, 2
Tong so tien sau khi rut la:98@
main() : creating thread, 3
Tong so tien sau khi rut la:97@
main() : creating thread, 4
Tong so tien sau khi rut la:96@
Tong so tien sau khi rut la:950
dungcs@ubuntu:~/Desktop$ . /bank
: creating thread, ©
: creating thread, 1
tien sau khi rut la:99e
: creating thread, 2
tien sau khi rut la:98e
: creating thread, 3
tien sau khi rut la:97e
: creating thread, 4
tien sau khi rut la:
tien sau khi rut la:96
dungcs@ubuntu: ~/Desktop$

3.1.2. Nguy co

- Thong thuong 16i s& gl?m dén chuong trinh chay ra két qua khong ding va
c6 thé khac nhau véi tung 1an chay

- Hacker c6 thé lo1 dung 16i nay dé dé thay doi két qua xtr 1y ctia chuong trinh
theo hudng mang lai két qua co6 1gi cho hacker (vi du & trén).

- Chu ¥: viéc sir dung dong bo c6 thé din dén tinh trang deadlock - 1a hién
tugng 1 thread bi dung/cho, hodc chay lap di ldp lai 1 doan code ma nam ngoai
kiém soat va kich ban cua chuong trinh.

3.1.3. Giai phap

- Khi tdc dong cac dir liéu quan trong, tién hanh khoa trudce khi thue thi, dam
bao dit li€u tinh todn va dir li€u cap nhat 1a chinh xac.

- Pé chdng trang thai deadlock can dam bao 1énh chd/wait, vong lap phai ton
tai di€u ki¢n thoat trong moi truong hop. Tranh trang thai cho doi vong tron.

81



int tientk;
pthread_mutex_t lock;
#define NUM_THREADS 100
int gettongtien() {

return tientk;

void settongtien(int tongtien) {
tientk=tongtien;

void *trutien(void* psotien) {
int sotien=(int)psotien;
pthread_mutex_lock(&lock);
int tongtien=gettongtien();
if (sotien <= tongtien) {
tongtien=tongtien-sotien;
settongtien(tongtien);
printf("Tong so tien sau khi rut la:%d\n",gettongtien());

} else {

printf("Khong du tien de rut.");
}
pthread_mutex_unlock(&lock);
pthread_exit(NULL);

}
int main() {
tientk=1000;
pthread_t threads[NUM_THREADS];
int rc, i, sotien=10;
if (pthread_mutex_init{&lock, NULL) != 0) {
printf("\n mutex ipit failed\n");
return 1;
}
for( 1=0; 1 < NUM_THREADS; i++ } {
printf("main() : creating thread, %d\r\n", i) ;
rc = pthread_create(&threads[i], NULL, trutien, (void *)sotien);
if (re) {
printf("Error:unable to create thread,%d\r\n",rc);return 0;
3

3
pthread_exit(NULL);return 1;

- Khéa file cua file khi thuc thi nhdm tranh luéng hodc tién trinh tac dong
vao file dang thao tac.

- VD: Code khoa file Linux

racecondition.c x lockfile.c x openreadonly.c x [ testfile.bx!

#include <fcntl.hs>

#include <stdio.h=>

#include <string.h>

#include <unistd.h=>

int main (int argc, char* argv[])

{

char* file = argv[1];

int fd;

struct flock lock;

printf ("opening %s\n", file);

/* Open a file descriptor to the file. */

fd = open (file, O_WRONLY);

if (fdi=NULL)
printf ("locking\n");
/* Initialize the flock structure. */
memset (&lock, 0, sizeof(lock));
lock.l_type = F_WRLCK;
/* Place a write lock on the file. */
fentl (fd, F_SETLKW, &lock);
printf ("locked; hit Enter to unlock... ");
J* Wait for the user to hit Enter. */
getchar ();
printf ("unlocking\n");
/* Release the lock. =*/
lock.l_type = F_UNLCK;
fentl (fd, F_SETLKW, &lock);
klose (fd);

}

return 0;

}

- VD: Code khoa file Windows
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“#include "stdafx.h”
#include <windows.h>
#include <stdioc.h>
#include <stdlib.h>

Slint _tmain(int argc, _TCHAR* argv[])
1
HANDLE hFile = ::CreateFileA("lockBlock.cpp”™, GENERIC_READ, FILE_SHARE_READ, @, OPEN_EXISTING, @, @);
OVERLAPPED owverlapped;

memset (&overlapped, 8, sizeof(overlapped));

const int lockSize = 18888;

printf("Taking lockin™);

if (!LockFileEx(hFile, LOCKFILE_EXCLUSIVE_LOCK, @, lockSize, @, &overlapped))
{

DWORD err = GetlastError();
printf("Error ¥i\n", err);

}

else
{
printf("Acquired lock\n");
getchar();
UnlockFileEx(hFile, @, lockSize, @, &overlapped);
printf("Released lockin™);

}

return @;

}

3.2. Tranh 15i khi truy nhép file (TC.LTAT.CCPP.3.2; Bit bujc)
3.2.1. Nguy co

- Khi tén file khong loc ki tur déc biét dang ™/../” thi s€ xay ra 16i path traversal
cho phép hacker diéu khién chuong trinh doc dén file khac voi thiét ké cta ting
dung.

- Can kiém tra ca noi dung cua file, dam bao dung kich thudc, dinh dang va
tinh toan ven trude khi st dung.

3.2.2. Giai phap

- Véi cac tén file do ngudi dung nhap vao thi can loc cac ky tu dic biét va
kiém tra thu muc tuy¢t doi1 dé tranh 161 path traversal.

- Kiém tra kich thudc va tinh toan ven cta dix liéu trén file dit liéu doc tur dia.
- Kiém tra extension va dinh dang cua file dam bao ding dinh dang can doc.

- Vi du ki€m tra duong dan va extension cua file trén linux:

#include <iostream>
#include <string>
#include <limits.h>
#include <stdlib.h>

std::string getFileExt(std::string file_name)
{

size_t index = file_name.rfind('.", file_name.length());
if (index != std::string::npos)

{
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return (file_name.substr(index + 1, file_name.length() - index));

return """

bool checkPathTraversal(std::string file_name)

{

const std::string config_dir = "/etc/myapp/*;
char realpath_resultfPATH_MAX];

Il Get realpath
char *result = realpath(file_name.c_str(), realpath_result);
if (result == NULL) {
std::cerr << "Realpath error " << errno << std::endl;
return false;

/I Check config dir
if (std::string(realpath_result).find(config_dir) !'=0)
{

std::cerr << "Invalid directory" << std::endl;
return false;

return true;

int main()

{
char file_name_buffer[PATH_MAX] = {0};

/I Read file name from stdin
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printf("Please input file name: ");
char *result = fgets(file_name_buffer, sizeof(file_name_buffer), stdin);
if (result == NULL) {

std::cerr << "Cannot get file name" << std::endl;

exit(1);

/[ Trim file name

std::string file_name = file_name_buffer;

if (file_name.length() && file_name.back() =="\n")
{

file_name = file_name.substr(0, file_name.length() - 1);

}

/I Check file extension
std::string extension = getFileExt(file_name);
if (extension.compare(“conf") !=0)

{
std::cerr << "Invalid file extension" << std::endl;
exit(1);

by

// Check path traversal

if ('checkPathTraversal(file_name))

{
std::cerr << "Check path traversal false™" << std::endl;
exit(1);

by

exit(0);

by

3.3. St dung duwong d§1’n tuyét d6i khi nap thw vién dong
(TC.LTAT.CCPP.3.3; Khuyén cao)
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3.3.1. Nguy co

- Khi chuong trinh nap cac thu vién dong trong qua trinh chay, néu duong
dan cua thu vién dong dugc st dung khong phai 1a duong dan tuyét doi, thi thu
vién ma chuong trinh nap 1€n phu thudc vao bién moi truong, registry, thu muc
hién tai,... lam cho chuong trinh c6 thé nap cac thu vién khong mong muon do ké
xau diéu khién.

3.3.2. Giai phap
- Khi nap thu vién dong nén truyén vao dudng dan tuyét ddi cua thu vién.

- St dung ham realpath() trén Unix/Linux va GetFullPathName() trén
Windows.

- Vi du: Str dung ham realpath()
char full_path[1024];
char *result = realpath(my_lib.so”, full path);
printf(”%s”, result);
3.4. Truy nhap ding quyén (TC.LTAT.CCPP.3.4; Bit bujc)
3.4.1. Nguy co

- Khi chuong trinh truy nhdp cac ddi tuong (file, thu muc, Registry, event,
mutex,...) voi quyén 16n hon nhu cau can thiét thi c6 nguy co khi chuong trinh bi
16 hong khac, hacker c6 thé diéu huong dé tac dong vao cac doi tuong dé dang
hon.

- Vi du: Khi mé file céu hinh quan trong chi dé doc thi chi can mo file véi
quyén Read-Only, khong can sit dung thém quyén Write, tuy nhién thudng cac
1ap trinh vién mé ludn ca quyén Write. Diéu nay gy nguy co chuong trinh c6 thé
c6 16i khéc gitp hacker ghi dé vao file d6 gay 16i, hodc nguy co cho chuong trinh.

3.4.2. Giai phap

- Truy nhap dung quyén can thiét. Tuyét d6i tranh mo full quyén néu khong
thuc su can thiét.

- Vi du: Code mé file véi quyén doc trén Windows:

// M¢ file chi dé doc, chi can sir dung quyén GENERIC READ

HANDLE hFile = CreateFile(fileName, GENERIC_READ,
FILE_SHARE_READ, ...);

if (hFile == INVALID_HANDLE_VALUE)

{
Il Khong mo duoc file
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- Vi du: Code m¢ file voi quyén doc trén Linux
#include <iostream=
#include <unistd.h=>
#include <fentl.h=
#include <sstream=
using namespace std;

int main(int argc, char *argv[])
{
char* file = argv[1];
int fd;
printf ("creating %s\n", file);
/* open a file for readonly */
fd = open (file, O_RONLY]);
if (fd!=NULL)
{
JE ..o %)
close (fd);
}

return 0;

}

- Han ché quyén truy nhap: Khi tao ra cac d6i tugng (file, thu muc, event,
mutex,...) ma khong muon cac ing dung, h¢ thong khac cé thé thao tac duoc véi
doi tugng, can giol han quyén truy cap.

- Vi du: Code tao file thu myc c6 chi dinh DACL giéi han quyén truy cap
trén Windows

/) Vi du vé tao thu muc cé chi dinh DACL

BOOL CreateMyDACL(SECURITY_ATTRIBUTES * pSA)
{
TCHAR * szDACL = _T("D:") // Tao DACL
_T("(D;OICIL;GA;;:BG)")// Tir choi quyén truy cdp véi
// tai khodn built-in guests
_T('(D;OICL;GA;;:AN)") // Tir chéi quyén truy cdp véi tai khodn
// dang nhdp anonymous

_T("(A;0ICI;,GRGWGX;;;AU)") /I Cho phép

read/write/execute voi
// cac tai khoan da dang nhdp

_T("(A;OICI;GA;;;BA)"); // Toan quyén véi tai khodn
administrators

If (pSA == NULL)
return FALSE;
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return ConvertStringSecurityDescriptorToSecurityDescriptor(
szDACL,
SDDL_REVISION 1,
&(pSA->IpSecurityDescriptor),
NULL);

SECURITY_ATTRIBUTES sa;

// Str dung SECURITY ATTRIBUTES dé gin DACL cho doi tuwong
sa.nLength = sizeof(SECURITY_ATTRIBUTES);
sa.bInheritHandle = FALSE;

// Khéi tao DACL cho doi tuwong
if (CreateMyDACL(&sa))

{

I/ St dung DACL vira tao dé kiem sodt quyén Vi thur muc can tao
If (CreateDirectory(dirName, &sa))
{

- Vi dy: Code tao file chi doc, giéi han chi c6 user sé hitu file co quyén truy
cap doc ghi trén linux
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#include <iostream=
#include <unistd.h=
#include <fcntl.h=>
#include <sstream>

using namespace std;

int main(int argc, char *argv[])
{
char* file = argv[1];
int fd;
printf ("creating %s\n", file);
/* create a file for read only, user (file owner)
has read, write permission, if not exist. */
fd = open (file, O_RONLY|O_CREAT,S_IRUSR|SIWUSR);
if (fd!=NULL)
{

J*o. . *
close (fd);
}

return O;

A
3.5. Tranh 15i leak tai nguyén hé thong (TC.LTAT.CCPP.3.5; Bit bujc)
3.5.1. Nguy co

Khi mot chuong trinh st dung cac tai nguyén cta hé théng (file, memory,
event, mutex,...) ma khong giai phong céc tai nguyén sau khi st dung co6 thé dan
dén:

- Gay ton tai nguyén hé théng c6 thé 1am can kiét tai nguyén dan dén khong
thé cap phat méi.

- Khi chuong trinh bi tin cong va khai thac, cac tai nguyén chua giai phong
lam hacker c¢6 nhi€u thong tin v€ hoat dong cua h¢ thong hon, c6 thé khai thac hé
thong sau hon.

3.5.2. Giai phap

- Thuc hién giai phong tai nguyén ngay sau khi khong can sir dung nita, giai
phong cang som cang tét. Vi du: sau khi mé file véi ham fopen_s thi phai sir dung
ham fclose dé giai phong ddi tuong tra vé. Sau khi cip phat bo nhd bang ham
malloc thi phai giai phong bang ham free.

- Chti y: truong hop ham return nhiéu chd, phai thuc hién close, giai phong
day du tat ca tai nguyén da cp phat trong cic nhanh return.

#include <stdio.h>

int main ()

{
FILE * pFile;
long file_size;
char *buffer;
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I/ Open file

errno_t err = fopen_s(&pFile, "myfile.txt","rb");
if (err 1=0)

{

return 1;

}

Il Get file length
fseek(pFile, 0, SEEK_END);
file_size = ftell(pFile);

if (file_size) {

fclose(pFile);

return 1;

}

/I Alloc memory

buffer = (char *) malloc (file_size + 1);
if (buffer)

{

fclose(pFile);

return 1;

}

/l Add null terminate
buffer[file_size] = 0;

fseek(pFile, 0, SEEK_SET);
fread(buffer, file_size, 1, pFile);

/I Close file

fclose(pFile);
I/l Do something with buffer
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free(buffer);
return O;

4. Bao mit khi giao tiép, xac thuc, phan quyén vimg dung
4.1. Giao thirc an toan (TC.LTAT.CCPP.4.1; Bit budc)
4.1.1. Nguy co

- Trong cac hé thong thiét ké co cac module giao tiép véi nhau thong qua
mang theo mé hinh client-server, nhiéu hé thong cho phép ctr c6 két ndi dén cong
mo san theo giao thirc da dinh nghia 1a 1am viéc ma khong can biét hé thong nao
dang giao tiép voi minh. Hacker c6 thé tién hanh du doan hoic nghién ctru giao
thie théng qua dich ngugc tmg dung phia client, do quét cac cong md, két ndi dén
hé thong va sau d6 tac dong trai phép dén hé thong.

- Vi du:

Hé thong do dém dién tur xa thiét ké theo m6 hinh client-server. Céc sensor
doc chi s6 cong to truyén qua mang internet vé mot server tap trung tong hop, bao
c4o xuat hoa don cho khach hang. Pé thuc hién duoc viée nay, server phai ling
nghe trén 1 céng, nhan dit lidu tir client 1a sensor truyén vé theo mot giao thuc da
dinh nghia sin. Néu giao thirc khong c6 qua trinh xac thyc két ndi gitra client va
server thi hacker c6 thé do quét ra cong trén server, tir d6 giri dit liéu, thong tin
hodc tac dong gid mao 1én server.

Trong nhiéu hé théng giao tiép theo thong qua giao thiic ting Gmg dung dang
khong gitr két noi, cac 1énh giao thurc gui tir client dén server luén gui kém tai
khoan va mat khau 1én server trong moi 1€nh. Di€u ndy dan dén nguy co bi 1 mat
khau khi hacker dung gitra trén duong truyén hodc thay doi thong tin truyén nhan
gifra client va server.

- Vi du:

Hé théng do dém dién tr xa & trén, thiét ké su dung giao thirc dang
webservice khong c6 ma hoa, moi request tir sensor guri 1én déu gui kem truong
username + password. Hacker chdn bat trén duong truyén c6 thé lay luén dugc
username, password hoac hacker ding gifra thay doi thong tin s6 li€u tir sensor
gt 1én server. Tur d6 hacker st dung cong cu gui cac request 1én server sir dung
username, password do gia mao thiét bi sensor tdc dong vao hé thong.

4.1.2. Giai phap

- Giao thtrc tmg dung dung dé giao tiép giita cac module can phai dam bao

tinh an toan nhu:

o Giao thtrc phéi c6 xac thyuc két noi gitra client vdi server.
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Giao thirc can phai c6 yéu td duy tri phién da xac thuc giita client va
server nhu st dung session duy tri phién dang nhap. Cach sinh va duy
tri session nhu sau:

» Client xac thuc két ndi 1an dau véi server. Server sinh ra bd gia tri:
sessionid thoi gian hét han (timeout) luu trit trén server va giri cho
client, session (value) luru trit thong tin trén server vé client két nbi
I&n server.

= Client gui cac 1énh theo giao thirc d3 dinh nghia sin, trong do co
gui ca truong sessionid 1én server. Phia server kiém tra néu
sessionid dung, con hi€u luc thi s€ thuc thi tlep cac 1énh theo giao
thtrc.

= Truong hop session hét han, hodc bi server tir chéi, client can phai
thuc hién xac thuc lai bang username, mat khau.
Vi giao thic truyen qua mang internet cong cong, co truyen thong tin

quan trong thi can c6 ma hoéa duong truyén. Thong thudng sir dung
SSL/TLS.

- Vi du: Hé théng do dém dién tir xa & trén co thé thiét ké nhu sau dam bao
giao thirc an toan:

O

O

O

Sensor két nbi dén server thiét 1ap két ndi ma hoa str dung SSL/TLS.
Sensor guii request ddng nhap chira username, password dén server.

Server xac nhén dung thong tin tai khoan. Tao ra 1 session luu trir
thong tin vé phién két ndi cia client vdi thoi gian timeout = thoi gian
hién tai + 24h. Guri cho client sessionid + timeout.

Client guri cac 1énh, thong tin can thiét thuc hién cac chirc nang, co
kém theo sessionid.

Server kiém tra thong tin session id, thoi gian timeout. Néu sai thi guri
lai thong bao 13i vé client. Néu dung thi thiét 1ap lai thoi gian timeout
cua session, thuc hién cac 1€nh client gui 1€n, gui lai két qua + thot
gian timeout méi ciia session vé client.

4.2. Xac thwe an toan (TC.LTAT.CCPP.4.2; Bit buc)
4.2.1. Nguy co

- Trong cac hé thong c6 yéu cau xac thuc ngudi ding trén may cua nguoi
dung, nhiéu hé théng luu trit mat khau & dang rd, hodc dang ma hoa 2 chiéu.
Hacker c6 thé dich ngugc chuong trinh, hoac doi khi chi can tim dang file luu triv
mat khau 1a co thé 1dy dugc mat khau dang rd ctia nguoi dung.

- V6i nhimg h¢ théng xac thyuc phia server thi hé théng c6 thé gip phai cac
nguy co vé giao thic khong an toan nhu trong muc 4.1.

- (;éc thuat toan rpﬁ héa 1 chiéu yéu nhu MDS5, SHAT hién nay dé dang bi bé
khoa dé tim ra mat khau ¢ dang ro ctia nguoi dung.
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4.2.2. Giai phap
- Xay dung co ché xac thuc an toan dam bao cac yéu to nhu:

o Ma hoa 1 chiéu mat khau két hop véi yéu t6 ngiu nhién salt khi can
luu trir mat khau.

o St dung giao thiric an toan khi x4c thyc trén server qua mang. Tham
khao muc 4.1 “Giao thirc an toan®.

o Su dung cac thuat toan ma hoa 1 chiéu manh tir SHA256 tré 1én dé ma
hoa mat khau.

- Khéng ghi log cac thong tin quan trong cua viée xac thuc nhu mat khau,
session id.

4.3. Phan quyén ngudi dung an toan (TC.LTAT.CCPP.4.3; Bit bujc)
4.3.1. Nguy co

- Trong cac hé thong c6 nhiéu ngudi ding, nhiéu hé thong thuc hién phan
quyén chirc ning nguoi dung bang cach thuc hién an hién cac chirc ning tiy theo
loai nguoi dung. Vi du: Voi nguoi dung dang nhap 1a admin thi s& hién thi cac
chie nang cta admin. Véi cach 1am nay, hacker c6 thé truc tiép go1, hodc chinh
stra chuong trinh dé goi cac chirc ning chi ¢6 ¢ nguoi ding c6 quyén cao.

- Trong nhiéu hé thdng, chuong trinh khéng kiém tra xem nguoi dung dé co
dugc phép xem hodc tac dong vao dit licu ma mac dinh ctr dir li€u nao hién thi ra
cho nguoi dung thao tac 1a dir liéu dugc phép. Hacker c6 thé tac dong lam chirc
nang thuc thi trén dit liéu ctia ngudi dung khéac hodc cac dir 1i€u khong dugc phép.
4.3.2. Giai phap

- Trong giai doan khao sat, phan tich hé thong can phai xac dinh r6 yéu cau
ctia bai toan vé quyén tac dong vao cac chure nang, cac mién dir liéu cua tung loai

nguoi dung. Tur do, thiét ké cac chtrc ning, phan hoach dit liéu cho phu hop voi
yéu cau phan quyén do.

- X4y co ché dam bao mdi ngudi dung chi dugc phép truy cap cac chirc nang,
cac dit liéu ma minh dugc phép. Co ché phin quyén can kiém tra 2 cau hoi trude
khi thyc hién mdt chirc ndng hoac mdt hanh dong: Ngwoi dung co dwoc phép thuc
hién chirc nang do hay khong? Nguwoi dung co dwoc thao tac voi dir lieu do hay
khong?

4.4. Phan quyén module an toan (TC.LTAT.CCPP.4.4; Khuyén cso)
4.4.1. Nguy co

- Trong mot hé thong duoc phan chia thanh nhiéu module, c6 cic module
giao tiép vo1 nguoi dung hodc voi hé thong khac, c6 cac module xtr 1y dir licu,....
- Thong thudng cac module giao dién, giao tiép voi ngudi ding thuong dé
dang bi tan cong hon cac thanh phan khac cua hé thong. Néu cac module nay chay

voi quyen cao (chang han nhu root) ciia hé théng khi bi khai thac s& gitip hacker
c6 nhiéu quyén dé tac dong sau vao hé thong 1am hau qua nghiém trong hon.
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4.4.2. Giai phap
- Chi dung quyén tdi thiéu can thiét dé chay céc thanh phan cta hé thong.

- Khong nén dung quyén cao (admin/root) dé chay cac module c6 giao dién,
glao tiép voi nguoi dung hodc v6i hé thong khac va cac module co nguy co bi tan
cong Ccao.

5. Khuyén cao khac
5.1. Sir dung an toan bién mdi truong (TC.LTAT.CCPP.5.1; Khuyén c4o)
5.1.1. Nguy co

- St dung mot s6 ham mic dinh ctia C/C++ nhu getenv, putenv, setenv,... s€
truy cap, tac dong dén 1 ving nhd chira cac bién moi truong dugc chia sé. Ving
nhd ndy co thé bi hacker loi dung 16 hong dé thay d6i. Dan dén két qua thyc thi
ctia chuong trinh ¢ thé bi anh hudng, gay hai cho chuong trinh.

5.1.2. Giai phap

- Han ché cho nguoi dung tac dong vao bién moi trudng chay cua chuong
trinh.

- Vi Windows: Khuyén céo nén sir dung cac Windows API dé xtr 1y bién
moi truong: GetEnvironmentVariable(), GetEnvironmentStrings(),
SetEnvironmentVariable().

o Nén st dung ham GetEnvironmentVariable() dé 1ay bién moéi trudng:

TCHAR pathEnv[MAX_PATH + 10];
DWORD returnValue;

returnValue = GetEnvironmentVariable( T(“PATH”), pathEnv,
MAX_PATH)

o Ham GetEnvironmentStrings() tra vé con trd truc tiép téi bién méi
truong cua tién trinh. Ving nhé tré boi con tré nay chi duoc truy nhap
v6i quyén doc (Read-only). Sau khi str dung xong ving nhé phai giai
phong bang ham FreeEnvironmentStrings().

TCHAR* env = GetEnvironmentString();

// Chi dwoc doc, khong dwoc phép ghi vao viimg nhé tré boi bién env

// Giai phong b nho
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FreeEnvironmentStrings(env);

o Nén sir dung ham SetEnvironmentVariable() dé thiét 1ap bién méi
truong:

TCHAR pathEnv[MAX_PATH + 10];

if (SetEnvironmentVariable(_ T(“PATH”), pathEnv))
{

- Véi Linux: Nén st dung mgt ving nhé dém dé luu trit, hodc thao tac bién
moi truong, tach biét véi ving nhd bién moi truong chung.
Vi du: Code Sau khi getenv, copy vao 1 buffer bién méi trudng dé sir dung
cho chuong trinh.

#include <stdio.h= /* printf */
#include <stdlib.h= /* getenv */
#include <limits.h=>

#include <string.h>

int main ()

{
char* pPath;

char bufEnv[PATH_MAX];
pPath = getenv ("PATH");
strncpy(bufEnv,pPath,PATH_MAX-1);
if (pPath!=NULL) {
printf ("The current path is: %s",bufEnv);
JERE Y|
1

return 0;

}

5.2. Kiém tra gia tri ham tra vé (TC.LTAT.CCPP.5.2; Bit bujc)
5.2.1. Nguy co:

- Khi thyc hién cac ham, c6 thé két qua chay khong dung theo nhu ludng
chinh ctia chuong trinh ¢6 thé dan dén nhiéu ngoai 1¢ r& nhanh. Viéc khong kiém
tra gia tri tra vé co thé ddn dén cac chuong trinh chay sai, truy cap ving nhé null,
sinh ngoai 1¢,... ¢ thé din dén céc 16i vé bo nhd nhu use after free.

5.2.2. Giai phap:

- Khi str dung cac ham co tra vé gia tri, can kiém tra gia tri trd vé dam bao
qué trinh goi ham khong bi 161.

- Vi du:

hFile = CreateFile(...);
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// Kiém tra gid tri trd vé

if (hFile == INVALID_HANDLE_VALUE) return;

ReadFileContent();
5.3. Khong két ndi truc tiép tir ng dung client dén server database tip trung
(TC.LTAT.CCPP.5.3; Bat budc)
5.3.1. Nguy co:

- Vé6i cac img dung nhiéu nguoi dung, str dung truc tiép cong, tai khoan két
noi dén server database tip trung giy nguy co c6 thé 16 tai khoan két néi dén
database (hacker c6 thé dich ngugc dé lay), khi d6 hacker c6 thé két noi thang vao
co so dir licu.

5.3.2. Giai phap:

- Xay dung server xt 1y trung gian dam bao ¢ xac thuc, phin quyén theo
tung tai khoan nguoi dung. Vi du: Dung webservice.

5.4. Sir dung cac cong cu phan tich ma ngudn dé phat hién cac 16i lap trinh
(TC.LTAT.CCPP.5.4; Khuyén cdo)

5.4.1. Nguy co:

- Trinh bién dich khong thé phat hién ra hét tit ca cac 13i cling nhu nguy co
bao mat trong chuong trinh.

5.4.2. Giai phap:

- Str dung cac cong cu phan tich ma ngudn c6 sin caa IDE nhu Code Analysis
cua Visual Studio, Code Analysis (Codan) trén Eclipse CDT,....

-Str dung cac cong cu phan tich md ngudn khic nhu: Flawfinder,
Cppcheck,....

5.5. Khong sir dung cac ham bi danh diu obsolete (TC.LTAT.CCPP.5.5; Biit
bugc)

5.5.1. Nguy co:
- Céc ham danh dau 13 obsolete c6 thé do mot s6 nguyén nhan nhur:
o Khong con dugce hd tro boi mot hay nhidu dong hé diéu hanh.
o Hoat dong khac nhau trén cac h¢ diéu hanh khéc nhau.
o C6 15 hong bao mat.

- Vi vay st dung cac ham nay khong dam béo tinh an toan, 6n dinh va kha
chuyén cho chuong trinh.

5.5.2. Giai phép:

- Sir dung cac ham khac dé thay thé cho cac ham bi danh dau obsolete.
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- Danh sach cac ham thay thé tham khao Muc 6. Danh sach cac ham thay
the trong lap trinh an toan sir dung ing dung C/C++.

- Vi du: Str dung ham nanosleep thay thé cho ham usleep

Nén Khong nén

int main() int main()

{ {
I/ Sleep 1 second I/ Sleep 1 second
struct timespec time_interval, usleep(1 * 1000 * 1000);
time_interval.tv_sec = 1; return O;
time_interval.tv_nsec = 0; }
nanosleep(&time_interval, NULL);
return O;

}

5.6. Sita hét cinh bdo (warning) Kkhi bién dich chwong trinh
(TC.LTAT.CCPP.5.6; Khuyén cdo)

5.6.1. Nguy co:

- Céc canh bao khi bién dich khong phai 14 16i, chwong trinh bién dich van
thanh cong nhung an chira cac nguy co nhu:

o St dung cac ham khong an toan, nhu cac ham strcpy, gets,....

o So sanh cac kiéu dir liéu khong cung kich thudc, tinh chat nhu so sanh
s0 nguyén khong dau va cé dau.

o Ep kiéu dit liéu khong an toan.

o Khai bdo bién ma khong st dung hoac sur dung bién chua khoi tao gia
tri.

- Céc canh bao nay co thé canh bao trudce rang chuong trinh c6 thé hoat dong
khong diing hoac bi khai thac 16 hong.

5.6.2. Giai phap:
- Stra hét cac canh bao khi bién dich chuong trinh.
- Nén khéi tao gia tri cac bién trude khi st dung.

- Vé6i cac canh bao str dung ham khong an toan, sir dung cac ham thay thé
trong PHU LUC 04.
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5.7. Tranh Kkhai bao cac mang tinh c6 kich thwéc lém trong ham
(TC.LTAT.CCPP.5.7; Khuyén cao)

5.7.1. Nguy co

- Moi ludng trong tién trinh déu c6 stack véi kich thude hiru han, dic biét 1a
cac driver hoat dong & muc kernel chi co6 kich thude tdi da dén vai chuc KB. Vi
vay viéc str dung hop 1y tai nguyén stack 1a mot yéu t6 quan trong dé chuong trinh
hoat dong 6n dinh va tranh bi d6 vo.

—,Khi khai bao bién hoéq mang trong mot ham, chiing sé duoc dat trong stack
khi tién trin}l duogc chay. Né}l kh;li b?to mot mang tinh c6 kich :chu:c’rc qua 16n,
ching c6 thé gay tran stack dan dén d6 v& chuong trinh hay hé thong.

5.7.2. Giai phap

- Khong str dung mang tinh c6 kich thude 1o, thay thé bang cac mang dugc
cap phat dong hodc dung std::vector.

Nén Khong nén
void func() void func()
{ {
int* foo = new int[1000]; int foo[1000];
delete[] foo; }
¥
Hoac
void func()
{
std::vector<int> foo(1000);
¥

5.8. Dam bao may tinh lap trinh tuin thu cac Tiéu chuin ATTT cho may
tinh ngwoi dung cuoi (TC.LTAT.CCPP.5.8; Bat budc)

5.8.1. Nguy co
- Néu khong thiét 1p ddy du cac Tiéu chuan ATTT, may tinh nguoi diing c6
co mat ATTT, dé dang bi tan cong va 19 lot thong tin.
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- May tinh dung dé 1ap trinh néu bj tin cong co6 thé dan dén 16 lot cac thong
tin quan trong: ma nguon, thiét ké hé thong,.... Ngoai ra hacker c6 thé thay 61 ma
nguon hodc file thuc thi dé phat tan ma doc.

5.8.2. Giai phap

- Céc may tinh 1ap trinh va toan bd may tinh ngudi dung phai tuan thi thiét
1ap day du cac Ti€u chuan ATTT cho mdy tinh nguoi dung cudi ma Tap doan da
ban hanh.
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6. Danh sach cac ham thay thé trong 14p trinh an toan sir dung ng dung

C/C++
Cac ham khong an toan Ham an toan thay thé

Cac ham vao ra stream
sscanf sscanf s
swscanf swscanf s
scanf scanf s
wscanf wscanf s
printf printf_s
wprintf wprintf s
fscanf fscanf s
fwscanf fwscanf s
fopen fopen_s
_wfopen _wfopen _s
_sopen _sopen_s
_wsopen _wsopen _s
freopen freopen_s
_wfreopen _wfreopen _s
fprintf fprintf _s
fwprintf fwprintf _s
fscanf fscanf_s
fwscanf fwscanf _s
gets gets_s
getws getws _s
_access _access_s
_waccess _waccess_s
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Cac ham khong an toan

Ham an toan thay thé

_makepath _makepath_s
wmakepath wmakepath _s
_mktemp _mktemp_s
_wmktemp _wmktemp_s
_splitpath _splitpath_s
_wsplitpath _wsplitpath_s
_umask _umask _s
Cac ham lam vi€c véi string

sprintf sprintf_s
swprintf swprintf_s
vsprintf vsprintf_s
vswprintf vswprintf_s
strcat strcat_s
wcscat wcscat_s
strlen strlen_s
strnlen strnlen_s
wcslen wcesnlen_s
_striwr _strlwr_s
_wecslwr _weceslwr_s
strncat strncat_s
wcsncat wcsncat_s
strcpy strcpy _s
wcescpy WCSCPY _S
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strncpy strncpy _s
wesncpy wesnepy_s

strtok strtok _s

wcstok wcestok s

_strupr _strupr _s

_wcsupr _wcsupr_s
vsnprintf vsnprintf _s
_vsnwprintf _vsnwprintf_s
RtIStringCchCopyA RtIStringChCopyA
RtIStringCchCatA RtIStringCbCatA
RtIStringCchLengthA RtIStringCbLengthA
RtIStringCchPrintfA RtIStringCbPrintfA

RtIStringCchVPrintfA

RtIStringCbVPrintfA

RtIStringCchCopyW RtIStringCbCopyW
RtIStringCchCatW RtIStringChCatW
RtIStringCchLengthW RtIStringCbLengthW
RtIStringCchPrintfW RtIStringCbPrintfW

RtIStringCchVPrintfW

RtIStringCbVPrintfw

Cac ham lam viéc voi by dém

memcpy memcpy_s
wmemcpy wmemcpy_s
memmove memmove_s
wmemmove wmemmove _S

Cac ham chuyén doi dir li¢u
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_ecvt _ecvt_s

_gevt _govt_s

_itoa _itoa_s

_uib4toa _uib4toa_s

itow _itow_s

_i64tow _i64tow_s
_uib4tow _uib4tow s

_ltoa _ltoa_s

_ltow _ltow_s

mbstowcs mbstowcs_s
_mbstowcs | _mbstowcs s |
_ultoa _ultoa_s

_ultow _ultow_s

wctomb wctomb_s
_wctomb_| _wctomb_s |

CA&c ham dwoge danh diu obsolete

getpass Tu cai dat

gsignal, ssignal raise/signal
memalign malloc

ulimit getrlimit, setrlimit, sysconf
usleep nanosleep, setitimer
Cac ham tao tién trinh

execl, execlp, execle, execv, execve voi POSIX
execvp, system, popen CreateProcess vé1 Windows
WinExec, ShellExecute CreateProcess
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Phu luc 04.
HUGNG DAN LAP TRINH AN TOAN CHO UNG DUNG UNG DUNG
10S VA ANDROID

- Pinh nghia:
+ Sql lite: HE quan tri co sé dir liéu SQL Lite.
+ May dién thoai bi root: Cac ung dung s& chay véi dic quyén cao nhat.

+ MODE_WORLD_ READABLE: O ché d6 nay tat ca cac ing dung chi
co quyén doc.

+ MODE PRIVATE: Cac file dugc tao ra do tmg dung thi chi c6 ing dung
d6 maéi dugce doc file nay.

+ MODE_WORLD_ WRITEABLE: O ché d nay tat ca cc img dung chi
cd quyen ghi.

+ Share Preference: N6 1a mot chirc nang ctuia h¢ diéu hanh Android.
+ Activity: thanh phan xir 1y giao dién cta ing dung Android.
+ Service: Thanh phan xir 1y cac tac vu chay nén cta ung dung Android.

+ Broadcast Receiver: thanh phan nhan su kién, théng béo cia ung dung
Android.

+ Content Provider: thanh phan xir Iy viéc luu trit dit lidu cta tmg dung
android.

- Thuat ngtr:

+ XSS (Cross Site Scripting): Kiéu tin céng nham vao phia nguoi dung
nhu danh cap thong tin truy cdp, huéng ngudi dung vao cac trang web c6 ma doc...

+ TapJacking: X4y ra khi mot ing dung doc hai cai dat trén dién thoai chay
Android tao ra cac giao dién gia mao ngudi ding nham lira nguoi dung mua hang,
nhap vao quang cdo, cai dit cac tng dung, hodc tham chi x6a sach tat ca cac dir
liéu tir dién thoai...

+ Client injection: Nhitng phuong phap tdn cong chén ma doc vao tir phia
nguoi dung.

+ SQL Injection: Phuong phap tin cong chén dit lidu vao cac ciu truy van
sql.

+ Hardcode: Cac dir liéu duoc dat vao trong ma nguén va khong thay ddi.

+ Session, Cookie: Phién dang nhép ctia nguoi dung.
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1. Bao v€ cac dir liéu duwge luu trir trén di dong
1.1 Khéng sir dung tinh néing ghi nhé mét khau cho cdc itng dung quan trong.

- Nguy co: Khi str dung chirc nang ghi nhé mat khau c6 thé bi 16 thong tin
trong truong hop mat dién thoai.

1.2 Phin quyén, ma héa div liéu lwu triv trén thiét bi.

- Nguy co: Céc dit liéu luu trit tam thoi trong dién thoai ¢ dang file hay sql
lite d€u co thé bi 160 néu mat dién thoai, may da bi root ...

- Khuyén cdo0: Han ché luu trit thong tin trén dién thoai, chi luu nhitng thong
tin quang ba. Khong luu trit cac dit liéu quan trong nhu: tai khoan, mat khau, ma
PIN ... du6i dang 1, c6 thé sir dung thém Keychain cua iOS, va keystore ciia
Android dé tang tinh bao mat. Mat khéu c6 thé duge ma hoa béng cac thuat toan
AES (d¢ dai key >= 256 bit), RSA (d6 dai key >= 2048 bit) hodc cic thuat toan
twong duong trude khi luu dé dam bao an toan.

- Yéu cau: Céc dif liéu, tai liéu mat ciia Tap doan luu trit trén thiét bi di dong
can dugc ma hoa bao vé.
+ Trén Android: Khéng sir dung quyén world readable va writable khi
luu cac thong tin quan trong.

Vi du: Poan chuong trinh sau sir dung Share Preference dé luu thong tin
dang nhap cua nguoi dung.

public void saveCredentials(String userName, String password) {

SharedPreferences credepti - i edPreferences(
"credentials", |MODE_WORLD_READABLE);

SharedPreferences.Editor editor = credentials.edit();

editor.putString("username", fUserName);
editor.putString("password",
editor.putBoolean("remember", true);
editor.commit();

}

Néu khai bao vé6i thudc tinh “MODE_WORLD READABLE” nhu trén thi
bat cir tmg dung nao ciing co thé doc duogc thong tin username va password nay.
Pé khong cho phép cac img dung khac doc duge thong tin nay can thay thudc tinh
“MODE _WORLD READABLE” thanh “MODE_PRIVATE”.

+ Trén I0S: Can phan loai dit liéu ing dung theo cac mirc d§ bao mat
khéac nhau va luu trir chiing trong cac thu muc c6 vai tro tuong trng trong tng
dung. Bang mo ta vai tro cac thu muc thong thuong trong tmg dung:

Thu muc Mo ta

Luweu trit cac noi dung co dinh cia ung dung va ma thyc
Application.app thi ciia ing dung. Cdc néi dung nay dwoc ky va kiém
tra khi thuc thi

La noi luu triv cac dir liéu thuwong xuyén cho ung dung;
Documents dir liéu trong thu muc nay dwoc déng bo va sao luu voi
iTunes.
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Thu muc Mo ta
Thu muc nay chua cdc dit liéu hé tro cho ung dung
Library thyc thi nhu file cau hinh, tham chiéu, dir liéu cache,
cookies.
tmp Luu trit cac file tam.

Khi thao tac vé6i cac dit liéu loai dit liéu c6 murc bao mat khac nhau can st
dung céc class chuan va tiy chon tuong tmg cua thu vién 1ap trinh cho i0S. Bang
md ta mirc 46 bao mat dit lidu, class chuin va tuy chon bdo mat tuong ng trong
thu vién 13p trinh 10S.

Mirc bao
mat

Mo ta

NSData

NSFileManager

No
Protection

File khéng mé& hda. Dung
luu trit nhitng dit li¢u tam,
khdéng quan trong.

NSDataWritin
gFileProtectio
nNone

NSFileProtection
None

Complete
Protection

File duoc ma hoa va
khong thé truy cap khi
thiét bi o trang thai lock.
Dung luu trir cac dang dix
liéu can bao vé cao, khi
lock may thi khéng cho
phép truy cap dir liéu

NSDataWritin
gFileProtectio
nComplete

NSFileProtection
Complete

Complete
Unless
Open

File duoc ma hoa. Khi file
dang dugc mé bdi mat
tmg dung ma thiét bi
chuyén sang trang thai
lock thi chi ing dung dé
duoc tiép tuc thao tac véi
file cho dén khi déng, con
cac ung dung khac khong
thé truy cap dén file.
Giong dang Complete
Protection, tuy nhién cho
phép cac tng dung dang
thao tac vdi file duoc thuc
thi tiép , phu hop véi cac
truong hop nhu dang
download.

NSDataWritin
gFileProtectio
nCompleteUnl
essOpen

NSFileProtection
CompleteUnlessO
pen

Complete
Until First
User
Authenticat
ion

File duoc ma hoa va
khong thé truy cap cho
dén khi 1an dau unlock
thiét bi sau khi khoi dong
may. Dung dé bao vé dix
lidu khoi cac kiéu tan

NSDataWritin
gFileProtectio

nCompleteUnt
IIFirstUserAut
hentication

NSFileProtection
CompleteUntilFirs
tUserAuthenticati
on
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Mirc bao M0 ta NSData NSFileManager

cong can khoi dong lai
may.

1.3 Bdo vé diF ligu nhay cam khi trng dung chay ché dé nén

- Nguy co: Khi img dung chuyen sang ché d6 chay nén, co the c6 nhiéu thong
tin hién thi trén giao dién c6 thé bi 16 néu nguoi dung khong tat hoan toan tng
dung va ngudi ndo d6 co thé vo tinh nhin thdy. Vi du: Khi dang nhap thong tin
thé tin dung.

- Khuyén ca0: Voi nhing truong hop can dam bao dir liéu khong bi 16 sau
khi chuyen sang chay nén thi can bat sy kién tng dung chuyén sang ché d6 chay
nén dé an cac thong tin nay di.

Vi du: Trén I0S dé an thong tin mot 6 text sau khi tng dung chuyén sang
chay nén:

Objective-C:

- ( void)applicationDidEnterBackground:(UlApplication*) application
{ viewController.creditcardNumber.hidden = YES;

}
- (void)applicationDidBecomeActive: (UlApplication *) application {

viewController.creditcardNumber.hidden = NO;
}
Swift:

func applicationDidEnterBackground(_ application: UlApplication) {
viewController.creditcardNumber.isHidden = true

func applicationDidBecomeActive(_ application: UlApplication) {
viewController.creditcardNumber.isHidden = false

}

2. Bio mat giao tiép gitra tng dung va may chii

- Nguy cor: Hau hét cac ung dung di dong déu c6 ket ndi toi may chu dat trén
Internet dé cap nhat, trao d6i thong tin. Qua trinh truyén nhan tin nay cé thé bi
nghe 1én tir mang vién thong, mang Wifi. .

- Yéu cau: Céac thong tin quan trong khi truyén giita tmg dung va may chu
(Nhu qué trinh dang nhép, cookie, session ...) phai dugc ma hoa.
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- Khuyén cdo: Nén str dung céc giao thic chuén nhu HTTPS, SSL/TLS cé
SSL Pinning (kiém tra chinh xac ching thu s6 hodc public key trong cac cert
server tra vé twong tmg voi host két n6i) ¢é dam bao an toan va chéng hacker tan
cong nghe 1én st dung cac phuong thirc nhu fake dns hay import cert vao trusted
CA trén thiét bj nguoi dung.

+ Trén IOS: ¢6 thé str dung SSL/TLS thong qua cac class nhu o
NSURLConnection, NSURLRequest, NSURLResponse. Vi du: Tao mdt két noi
HTTPS nhu sau:

Objective-C:

@implementation insecuressl

int main(int argc, const char* argv[])

{
NSString *myURL=@"https://localhost/test";

NSURLRequest *theRequest = [NSURLRequest
requestWithURL:[NSURL URLWithString:myURL]];

NSURLResponse *resp = nil;

NSError *err = nil;

NSData *response = [NSURLConnection sendSynchronousRequest:
theRequest returningResponse: &resp error: &err];

NSString * theString = [[NSString alloc] initWithData:response
encoding:NSUTF8StringEncoding];

[resp release];
[err release];
return O;

}

Swift:

func callHttp()
{
var request = URLRequest(url:URL(string:urlConnect)!)
let config = URLSessionConfiguration.default
let task = URLSession.shared.dataTask(with: request)
{

data, response, error in

guard let data = data, error == nil else {
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return

let responseString = String(data: data, encoding: .utf8)
// Do something

}

task.resume()
}
+ Trén Android Vi du: Tao mot két néi HTTPS nhu sau.

URL url = new URL("https://bank.com/authen");

HttpsURLConnection urlConn =
(HttpsURLConnection)url.openConnection();

Hoac

HttpsURLConnection urlConn = new
HttpsURLConnection("https://bannk.com/authen ");

3. Biao mat xac thuc nguwdoi dung
3. 1Ap dung chinh sdch mét khidu manh

- Nguy co: Khi khong c6 su bat budc st dung mat khau manh, nguoi ding
thuong st dung cac mat khau don gian, dé nhé. Diéu nay dan dén nguy co hacker
c6 thé dodn dugc mat khau cia nguoi dung mdt cach dé dang.

- Yéu cau: Ap dung chinh sach mat khau manh d6i véi tat ca cac hé théng
noi1 bo.

- Khuyén cdo: Dbi v6i cac hé théng phuc vu khach hang bén ngoai, co thé
khong 4p dat chinh sach mat khau manh bat buoc nhung nén canh bao ngudi dung
néu ho st dung mat khau yéu.

Vi du: Ham bén dudi kiém tra 1 mat khau c6 thoa min diéu kién dai it nhat
10 ky tu; bao gom ca chir, so, ki tu dac biét hay khong:

public static boolean isStrongPassword(String password) {
String pattern = "((?=.*[0-9])(?=.*[a-zA-Z]) (?=*[@#$%"&+=]).{8,})";
return password.matches(pattern);

}

3. 2 Bdo mdt trong lwu triv mdt khdu trén thiét bi.

- Nguy co: Néu ung dung tyu luu trir mat khau trén thiét bi bang cac doan ma
tur viét thi c6 nguy co rat cao trong viéc dé 16 mat khau.
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- Khuyén c40: Nén st dung co ché sin c6 ctia i0S/Android cho phép dé luu
trir mat khau 1 keychain/Keystore. Mat khau c6 thé dugc ma hoa bang cac thuat
toan AES (d6 dai key >= 256 bit), RSA (do dai key >= 2048 bit) hodc cac thuat
toan tuong duong trudc khi luu dé dam bao an toan. Néu thiét bj hd tro xac thuc
van tay, nén str dung dé thay thé cho viéc nhap mat khau cta nguoi ding, vira
gitup thuan tién cho viéc st dung cia nguoi dung, vura tranh vi¢ce dé 16 mat khau
khi nguoi dung g mat khau.

3. 3Ap dung xdc thuwe da yéu té khi truy cdp vao cdc hé thong quan trong.

- Nguy co: Chi bao vé truy nhap umg dung bang mat khau thi hacker c6 thé
dé dang dang nhap vao tai khoan cia nguoi dung khi nguoi dung dé 16 mat khau,
hodc hacker sir dung cac phuong phap nhu phishing, bruteforce, keylogger... dé
an cap mat khau nguoi dung.

- Khuyén cdo: Doi véi cac hé thong quan trong nén bod sung thém mat 16p
xac thyc nhap ma OTP (qua SMS hodc USSD, GoogleAuthen) dé dam bao an
toan cho nguo1 dung.

4. Bao vé tan cong phia client injection va tapjacking
4.1 Kiém sodt truy vin co sé dir ligu dé trdanh 16 héng SOL Injection

- Nguy co: Khi truy van t6i co st dit liéu lap trinh vién thuong sir dung cach
cong xau Input tir nguoi dung, cac cau truy van nay co thé bi mac 161 SQL. Bang
viée lo1 dung 101 nay, ké tan cong co6 thé xem, thém, stra, x0a dit liéu, lay cap thong
tin nguoi dung...

- Yéu cau: Truy van SQL phai ding PrepareStatement, tit ca tham sb phai
dugc thém bang ham (setParam..), khong dugce sir dung cach cong xau trong truy
van.

+ Trén Android: Vi du: Poan code kiém tra ding nhip voi
username/password do ngudi dung nhap vao

String username = Username.getText().toString();
String password = Password.getText().toString();
SQLiteDatabase db = mDbHelper.getWriteableDatabase();

String userQuery = "SELECT * FROM useraccounts WHERE user_name
+ username + "' and password ="' + password +

SQL.iteStatement prepStatement = db.complIeStatement(userQuery);

Nhép vao username la test’ or ‘1°’=‘1 thi cau query s€ la: select * from
useraccounts where user name=‘test’ or ‘1’=‘1" and password=*...". Ménh dé
where sé& ludn dung. Nhu vay du khong c6 password van dang nhap duoc vao hé
théng.

Doan code bén dudi, username, password dugc tham s6 hoa khi dua vao cau
truy van nén tranh dugc 161 SQL Injection.

111



SQLiteDatabase db = mDbHelper.getWriteableDatabase();

String userQuery = "SELECT * FROM useraccounts WHERE user_name
= ? and password = ?";

prepStatement.bindString(1,Username.getText().toString()(""user_name");
prepStatement.bindString(2,Username.getText().toString()("'password"));

SQL.iteStatement prepStatement = db.compileStatement(userQuery);

+ Trén 10S: Vi du: Tham sd héa tat ca cac tham sb khi query SQL.
Objective-C:

sglite3 *database;
sglite3_stmt *statement;

if(sglite3_open([databasePath UTF8String], &database) '= SQLITE_OK)
{

/[ error opening database
return

}

if(sqlite3_prepare_v2(database, insert_stmt, -1, &statement, NULL) ==
SQLITE_OK) {

const char *insert stmt = “INSERT INTO messages VALUES(‘1’, ?,
?, ?) ”;

sglite3_prepare_v2(database, insert_stmt, -1, &statement, NULL);

sglite3_bind_text(&insert_stmt, 1, [msg UTF8String], -1,
SQLITE_TRANSIENT);

sglite3_bind_text(&insert_stmt, 2, [user UTF8String], -1,
SQLITE_TRANSIENT);

sglite3_bind_text(&insert_stmt, 3, [displayname UTF8String], -1,
SQLITE_TRANSIENT);

if (sqlite3_step(statement) == SQLITE_DONE) {
/[ do something

}

sglite3_finalize(&statement)

Swift:

var database: OpaquePointer?
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if sqlite3_open(databasePath.path, &database) != SQLITE_OK {
/l error opening database
return
}
var statement: OpaquePointer? = nil
let insert_stmt: String = "INSERT INTO messages VALUES('1", ?, ?, ?))"

if sqlite3_prepare_v2(database, insert_stmt, -1, &statement, nil) ==
SQLITE_OK {

sglite3_bind_text(insert_stmt, 1, msg, -1, nil)
let msgUtf8 = String(utf8String: msg.cString(using: .utf8)!)
let userUtf8 = String(utf8String: user.cString(using: .utf8)!)

let displaynameUtf8 = String(utf8String: displayname.cString(using:
utf@)!)

sglite3_bind_text(insert_stmt, 1, msgUtf8, -1, nil)
sglite3_bind_text(insert_stmt, 1, userUtf8, -1, nil)
sglite3_bind_text(insert_stmt, 1, displaynameUtf8, -1, nil)

if sglite3_step(statement) == SQLITE_DONE {
Il do something

}

sglite3_finalize(statement)

4.2 Ngin chin 16i XSS

- Trén Android:
+ Nguy co: Mic dinh webview di tit khong cho phép thuc thi javascript,

nhung néu 1ap trinh vién thiét 1ap thudc tinh setlavaScriptEnabled(true) thi
webview s€ cho phép thuc thi javascipt va c6 thé bi khai thac 161 xss.

+ Khuyén cdo: Khi sit dung webview khong thiét lap thudc tinh

setJavaScript Enabled(true) néu khong can sir dung dén javascript.

Vi du: Poan chuong trinh phia duéi sir dung webview dé hién thi website

c6 dia chi 1a http://www.malicious.com. Nhu vay néu ké tin cong loi dung khai
thac 101 xss trén site ndy va chen ma javascript vao thi g dung c6 thé bi khai
thac thong qua 101 xss cua site nay.
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http://www.malicious.com/

WebView myWebView = (WebView) findViewByld(R.id.webview);
WebSettings webSettings = myWebView.getSettings();
webSettings.setJavaScriptEnabled(true);
myWebView.loadUrl("http://www.malicious.com");

-Trén IOS:

~ + Nguy co: Khi su dung ham ”stringByEvaluatingJavaScriptFromString”
dé truyén dir liéu vao cho javascript hién thi trén UIWebViews thi dir li¢u truyén
vao co thé chira script thuc thi gy ra 161 XSS cho phép thuc thi rat nhiéu hanh
dong nguy hiém thong qua javascript nhu chup anh, send email, send SMS,...

+ Khuyén c4o0: Can validate dir liéu do ngudi dung hoic tmg dung khac
dua vao dé dam bao dir licu nay khong chtra cac ky tu dic biét trude khi truyén
cho ham stringByEvaluatingJavaScriptFromString.

4.3 Ngan chan 16i TapJacking
- Trén Android:

+ Nguy co: Ké tan cong c6 thé loi dung gia mao giao dién danh lira ngudi
dung thuc hién mot chirc nang dugc an bén dudi giao dién do.

+ Yéu cau: Khi dinh nghia cac thanh phan layout quan trong can thiét lap
thém thudc tinh filterToucheswWhenObscured.

Vi du: Dinh nghia mot button buy nhu sau.

<Button android:text="Buy"
android:id="@+id/buy"
android:layout_width="wrap_content"
android:layout_height="wrap_content"
android:filterTouchesWhenObscured="true">
</Button>

- Trén 10S: Khong ton tai 18i nay
4.4 Ngan chan 16i khi thao tdc vdi file
- Tranh 15i Path Traversal.

+ Nguy co: Khi tén file khong loc ki tu dic biét dang »/../” thi s& xdy ra 16i
path traversal.

+ Yéu cau: Vi cac tén file do ngudi dung nhdp vao thi can loc cac ky tu
dac biét dé€ tranh 161 path traversal.
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- Tranh 16i dwong din c6 chira byte null.

+ Nguy co: Ké tin cong c6 thé loi dung chén byte null dé lira chuwong trinh
vé tén file. Vi du: tén file 1a "Documents/secret.jsp\0.jpg”, chuong trinh s& hiéu
1a file jpg, dugc phép md hodc upload 1én server, tuy nhién néu chuong trinh
khong loc cac ky tu null byte thi file s€ c6 dinh dang nhu sau:
’Documents/secret.jsp”, 1a dinh dang file khong dugc phép thuc thi.

+ Yéu cau: Can kiém tra dudng dan file, loc null byte (%00, \0, 0x00) trudc
khi thao tac vdi file.

- Luén kiém tra ma tra vé khi thue hién cac ham thao tac vdi file.

+ Nguy co: Khi thao tac voi cac file, co thé Xxay ra nhiéu truong hop nhu
file ton tai/khong ton tai, file dang duoc thay doi, .... Piéu nay c6 thé giy ra xung
dot, truy cap thay doi cac file khong duge phép

+ Yéu cau: Trong qué trinh thao tac véi file luén kiém tra ma tra vé khi goi
cac ham, dam bao thao tac ding vai file can thao tac.

- Kiém tra url khi giri url sang ving dung khac thue thi.

+ Nguy co: Khi gui url sang cho tmg dung khac thuc thi theo protocol ma
tng dung d6 dang ky, néu tmg dung do bi 161 thi c6 the tao cAu ndi tin cong, hoidc
g dung d6 ¢o hai thi n6 co thé chyyen url sang tiép 1 ung dung khac xir ly. Vi
du nhu thay vi xtr ly n6 s€ Itra chuyén sang trinh duyét xu ly.

+ Yéu cau: Nén kiém tra url trudc khi gii di, xem c6 dung dinh dang noi
dung ma minh muon gui di hay khong. Va kiém tra xem tng dung nhan url c6
ding la ing dung minh mong muon hay khong.

Vi dy: Kiém tra xem tmg dung nhan url c¢6 thuc su chay hay khong, hay 1a
chuyén sang ung dung khéc.

Objective-C:

- (BOOL)application:(UlApplication *)application openURL:(NSURL
*url sourceApplication:(NSString *)sourceApplication
annotation:(id)annotation {

NSString* myBid = [[NSBundle mainBundle] bundleldentifier];
if ([sourceApplication isEqualToString:myBid])

{
return NO;

Swift:
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func application(_ application: UlApplication, open url: URL,
sourceApplication: String?, annotation: Any) -> Bool {

if sourceApplication?.elementsEqual(myBid)

{

return true

}

Vi dy: Kiém tra url c6 diing 13 duoc mo bang trinh duyét Safari hay khong.

Objective-C:

(BOOL)application: (UlApplication *)application openURL:(NSURL
*)url sourceApplication:(NSString *)sourceApplication
annotation:(id)annotation {

NSString *SafariPath = @"/Applications/MobileSafari.app”;
NSBundle *bundle = [NSBundle bundleWithPath:SafariPath];

if ([sourceApplication isEqualToString:[bundle bundleldentifier]])
{

return No;

}

Swift:

func application(_ application: UlApplication, open url: URL,
sourceApplication: String?, annotation: Any) -> Bool {

let SafariPath = "/Applications/MobileSafari.app”
let bundle = Bundle(path: SafariPath)
if sourceApplication?.elementsEqual(bundle?.bundleldentifier)

{

return true
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5. Bao mit cac thanh phan cia ing dung.
- Trén Android
+ Thiét 1ap quyén bao vé Activity
o Nguy co:

R

< Khi can phat trién ing dung trong d6 cung cp co ché cho phép
cac tmg dung khac twong tic voi Activity, néu 14p trinh vién sir dung thudc tinh
android: exported—”true” hodc dinh nghia intent-filter, ma khong thiét lap
quyen goi Activity nay thi ké tan cong c6 thé loi dung x4y dung cac tng dung xau
va goi dén Activity nay, thuc hién cac hanh dong pha hoai, khong mong mudn.

R

< Khi ing dung can goi t6i mot Activity ciia ing dung khac dé thuc
hién mdt hanh dong nao do6, ma khong chi rd Activity cua chuong trinh nao, thi
Android s€ cho phép nguoi dung lya chon cac rng dung cung c6 Activity nhu
vay. Khi d6 ké tan cong co thé loi dung tao mot Activity c6 cung tén, dé danh lira
ngudi ding va in cap thong tin ...

o Khuyén cdo:

< Do6i véi viee tao Activity:
Vi du: Viéc khai bao ciac tham s6 cia Activity trong file

AndroidManifest.xml nhu sau.

<manifest xmins:android="http://schemas.android.com/apk/res/android"
package="com.example.testapps.test1">

<activity
android:exported="true"
android:name=".User_login"
android:label="@string/title_activity_main"
android:configChanges="orientation"
android:theme="@android:style/Theme.Black">
<intent-filter>

</intent-filter>
</activity>

</manifest>
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Bang viéc khai bao cac tham sb ctia Activity nhu trén thi bat ctr Gtng dung
nao cing c6 thé goi dén Activity nay ma khong doi hoi quyén gi ca. Bé khic phuc
diéu nay ta co thé khai bao nhu sau.

<manifest xmlIns:android="http://schemas.android.com/apk/res/android"
package="com.example.testapps.test1">

<permission
android:name="com.example.testapps.testl.permission.User_login"
android:protectionLevel="signature"
android:label="@string/permission_label"

android:description="@string/permission_desc">
</permission>

<activity

android:name=".User_login"
android:label="@string/title_activity_main"
android:configChanges="orientation"
android:theme="@android:style/Theme.Black"

android:permission="com.example.testapps.testl.permission.User_login
II>

<intent-filter>

</intent-filter>
</activity>

</manifest>

Bang viéc khai bao nhu trén thi mot img dung ndo mudn goi Activity nay thi
can phai xin quyén dugc dinh nghia & trén.

Chu y: Thudc tinh (android:protectionLevel="signature") c6 4 cap do lua
chon khac nhau ( "normal™ | "dangerous" | "signature" | "signatureOrSystem" )
Tuy thudc vao mirc d§ bao mat ta lya chon cac quyén nay.

O

s DOoi voi viée goi Activity:

Vi du: doan ma chuong trinh goi Activity nhu sau.
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Intenti = new Intent(Intent. ACTION_DIAL);
I.setData(Uri.parse("tel:0986286086"));
startActivity(i);

Poan ma chuong trinh trén khong chi dinh rd Activity ndo, vi vay co thé bi
ké tan cong loi dung tao mot chuwong trinh va dang ky intent-filter véi dir liéu
duogc thiét 1ap 1a “tel” thi doan code trén s& goi ca chuong trinh ma ké tan cong
thiét 1ap. Khuyén céo khong goi Activity theo kiéu nay, ma can chi dinh rd
Activity nao s€ dugc goi nhu vi du dudi day.

intenti = new Intent(Intent. ACTION_VIEW);
I.setData(Uri.parse("tel:0986286086"));
I.setComponent(new ComponentName("mycontext™ , "
startActivity(i);

trustactivity"));

Poan ma chuong trinh trén chi dinh rd Activity 13 (trustactivity) vi vay khac
phuc dugc van deé trén.

+ Thiét 1ap quyén cho viéc giri va nhan Broadcast

o Nguy co: Néu khong thiét 1ap quyén phu hop khi dang ky nhan
broadcast ké tan cong c6 thé su dung Broadcast Receiver dé guri cac su kién gia
mao danh Itra nguoi dung nhu gid mao sms.. Hodc ké tan cong co6 thé 1ay cap cac
thong tin quan trong duoc giri qua Broadcast Receiver.

o Khuyén cdo:

< D¢ phong chdng thi trong trudng hop khong can thiét 1ap trinh vién
khong duoc thiét 1ap thude tinh android:export="true”” cho Broadcast Receiver.
< Thiét 1ap quyén cho viéc nhan va giri Broadcast Receiver.

Vi du: Poan code khai bao Broadcast Receiver trong file Android-
Manifest.xml nhu sau.

<receiver android:enabled="true"
android:exported="true"
android:name="com.isecpartners.Sample"
</receiver>
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Véi viéc khai bao nhu trén thi bat ct tng dung nao cling c6 thé g
Broadcast Receiver dén ma khong doi héi mot dac quyén nao. Bé tranh viéc nay
ta c6 thé khai bao nhu sau.

<receiver android:enabled="true"
android:name="com.isecpartners.Sample"
android:permission="android.permission.RECEIVE_MMS">
</receiver>

Véi viée thiét 1ap Receiver nhu trén thi néu mot tng dung nao do6 gui
Broadcast Receiver dén ma khong duoc cap quyén
(android.permission.RECEIVE MMS) thi n6 s€ khong nhan Broadcast nay.

< Thiét 1ap viéc gui Broadcast Receiver t6i nhimg tmg dung dugc
cap quyen.

Vi du: Khi gtri Broadcast nhu sau:

Intent i = new Intent("'com.techienjoy.action.Sms");

intent.putExtra("'sms", "private information");
sendBroadcast(i);

Bang viéc gui Broadcast Receiver nhu trén thi bét ctr ng dung nao cling
c6 thé dang ky nhan Broadcast Receiver nay, nhu vay néu thong tin dugc gui di
1a thong tin nhay cam thi ké tin cong c6 thé dang ky mot Receiver dé nhan duoc
nhimg thong tin nay. Dé tranh viéc ndy ta c¢6 thé khai bio nhu sau.

Intent i = new Intent(*'com.techienjoy.action.Sms");
intent.putExtra("'sms", "private information");
sendBroadcast(i, "android.permission. RECEIVE MMS*),;

Vi vige gui Broadcast nhu trén thi chi ¢6 nhitng ing dung dugc cap quyén
android. permission.RECEIVE_ MMS méi c¢6 thé nhan dugc tin nhan.

+ Thiét 1ap quyén bao vé Services

o Nguy co: Thong thuong, Service thuong thyc hién cac nhiém vu xur
Iy nhiing thong tin nhay cam, khong lién quan dén giao dién nguoi dung nhu xac
thue bang username, password, dong bo thong tin... Néu goi nham sang Service
cua Malware thi s€ bi 1§ thong tin.

o Khuyén cao: Thém Permission khi dinh nghia Service va can kiém
tra quyén cua Service day trude khi truyén cac thong tin nhay cam.
Vi du: Poan ma chuong trinh khai bao Services trong file Android-
Manifest.xml nhu sau.

<manifest xmlins:android="http://schemas.android.com/apk/res/android"
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package="com.example.testapps.test">
<service android:name=".MailListenerService"
android:enabled="true"
android:exported="true">
<intent-filter>
</intent-filter>
</service>

</manifest>

Véi viée khai bao nhu trén thi moi img dung c6 thé lién két duoc téi
Services nay, dé€ ngan chan di€u nay thi 1ap trinh vién c6 thé khai bao nhu sau.

<manifest xmins:android="http://schemas.android.com/apk/res/android"
package="com.example.testapps.test'>

<permission
android:name="com.example.testapps.test.permission.SERVICE"
android:protectionLevel="dangerous"

android:label="@string/permission_label"
android:description="@string/permission_desc">
</permission>

<service android:name=".MailListenerService"

android:permission=
"'com.example.testapps.test.permission.SERVICE"

android:enabled="true">
<intent-filter>

</intent-filter>
</service>

</manifest>
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Bang viéc khai bdo nhu trén thi mot tng dung nao d6 mudn giao tiép véi
Services nay can phai dugc cap quyén
“com.example.testapps.test.permission.SERVICE”.

Ngoai ra trudc khi lién két d€n mdt Services ta can kiém tra xem Services
doé co tin cdy hay khong? Bang vi¢c st dung doan ma chuong trinh sau.

int result = getPackageManager().checkPermission
(android.permission.BINDSERVICES, className.getPackageName());

if(PackageManager.PERMISSION_GRANTED==result)
{/l do something}

Poan mé chuong trinh trén s& kiém tra xem className.getPackageName()
c6 duoc cap quyén android.permission. BINDSERVICES hay khong? Két qua cha
vé dem so sanh voi PackageManager.PERMISSION GRANTED hoic
PackageManager. PERMISSI ON_DENIED dé kiém tra diéu kién. (néu quyén
dugc cép thi result == PackageMana ger. PERMISSION GRANTED, néu khong
dugc cép thi result == PackageManager.PER MISSION_ DENIED).

+ Bao v¢ dir liéu nhay cam khi st dung Content Provider

o Nguy co: Content Provider cho phép dinh nghia va truy cap cac dur
liu dung chung. Tuy nhién, néu viéc kiém tra quyén khong duoc kiém soat tot
thi ngudi ding co thé truy cap duoc cac dir liéu ma nd khong duge phép.

o Khuyén cdo: Sir dung chinh sach dic quyén t6i thiéu dé phan quyén
cho dir liéu.
Vi du: Poan ma chuong trinh khai b4do Provider trong file Android-
Manifest.xml nhu sau:

<manifest
xmlIns:android="http://schemas.android.com/apk/res/android"

package="com.example.testapps.test1">

<provider android.name="com.example.testapps.testl.MailProvider"
android.authorities="com.example.testapps.testl.mailprovider" >
</provider>

</manifest>

Véi viéc khai bao Provider nhu trén thi bat clr ing dung nao ciing c6 thé
truy cép td1 Provider nay va c6 thé thém stra x6a dit li¢u trong Provider nay. Dé
thiét 1ap quyén bao mat cho Provider ta c6 thé cau hinh nhu sau:
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<manifest xmins:android="http://schemas.android.com/apk/res/android"
package="com.example.testapps.test1">

<permission
android:name="com.example.testapps.testl.permission.DB_READ"
android:protectionLevel="dangerous"

</permission>

<permission
android:name="com.example.testapps.testl.permission.DB_WRITE"
android:protectionLevel="dangerous"

</permission>

<provider android.name="com.example.testapps.testl.MailProvider"
android.authorities="com.example.testapps.testl.mailprovider"

android.readPermission="com.example.testapps.testl.permission.DB_RE
ADll

android.writePermission="com.example.testapps.testl.permission.DB_W
RITE">

<grant-uri-permission android:path="/attachments/" />
</provider>

</manifest>

Véi viée thiét 1ap quyén nhu trén thi nhitng tng dung nao xin quyén doc
hodc ghi thi mai c6 thé doc hodc ghi duge Provider nay, trong truong hop khai
bao trén thi khi cac ing dung duogc cap quyén chi c6 thé doc hodc ghi gidi han
trong thu myc (/attachments).

- TréniOS:
+ Lbi buffer overflow
o Nguy co: Ldi tran bd dém c6 thé cho phép ké xau chén vao ma doc
thuc hién hanh vi xau trong chuong trinh.
o Yéu cau:
0

< Kiém tra dir li1éu dau vao
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O

< Dung cic ham thao tac buffer ctia Objective-C, han ché st dung
cac ham cua C. Néu phai dung thi nén dung cdc ham an toan nhu bang sau.

O

% Bang cac ham C thao tac vai buffer an toan.

Khéng nén ding Nén dung dé thay thé
strcat stricat
strcpy stricpy
strncat strlcat
strncpy strlicpy
sprintf snprintf or asprintf
vsprintf vsnprintf or vasprintf
gets fgets

+ Ldi format string

o Nguy co: Khi thao tac voi xau, ké tin cong c6 thé dua cac ky tu dac
biét str dung trong dé dinh dang xau nhu ”%n”, ”%@”, ... vao trong xau goc, dé
chuong trinh nham lan trong thuc thi, doc sang cac dir liéu khong mong muon.

o Yéu cau:

% Kiém tra dir liéu dau vao.
< Dic biét chu y khi str dung NSLog dé ghi log, vi NSLog c6 format
string, ma 1ap trinh vién thuong khong chu y kiém soat dix li¢u log.
+ Lbi sir dung bd nhé sau khi da giai phong

o Nguy co: Trong nhiéu tng dung, xay ra truong hop st dung 1 bién
da giai phong trudce do gay ra 161 by nhd, co6 thé gay crash cho ing dung va ké tan
cong co thé loi dung 161 nay dé két hop véi 161 khac dé tan cong ung dung.

o Khuyén cdo:

% Tuy chon bién dich an toan
< Nén kiém tra cac d6i tugng trudc khi sir dung, tranh st dung doi
tugng da giai phong
6. Lap trinh an toan véi thong tin Logs va Debuger
- Trén Android:

+ Khong duoc ghi logs cac thong tin nguoi dung

124



o Nguy co: Khi lép trinh, debug tmg dung, lap trinh vién thuong
tién hanh ghi log hoac dat moét so thong tin debug c6 thé lam 10
thong tin nhay cam.

Vi du: Poan chuong trinh ghi logs nhu sau.

try {
userlnfo = client.validateCredentials(userName, password);
1f (userInfo.get{"success").equals("true"))
launchHome({v);
glse {

Log.w({"Failed login", Eer‘Hnme + " g pﬂSSWﬂ@;

}

} catch (Exception e) {
Log.w({"Failed login", Eeanme + "y pussm@;

}

Véi viéc ghi logs nhu trén thi s& logging lai ca thong tin vé tén dang nhap va
mat khau cua nguoi dung khi dang nhap khong thanh cong. Nhu vay sé dé 16
thong tin vé tén ding nhap va mat khau cta nguoi dung.

o Yéu cau: Dé tranh diéu nay cac thong tin logs khong duoc ghi lai
cac thong tin quan trong cua ngudi dung (password...)

+ Tit ché d6 debug

o Yéu cau: Thiét lap thudc tinh <application
android:debuggable="false"/> trong file androidmanifest.xml.

7. Bao vé mi ngudn ciia chwong trinh
- Trén Android:

+ Khong hardcode cac thong tin quan trong nhu (keys,
username/password... )

o Nguy co: Néu lap trinh vién hardcode céc thong tin quan trong nhu
keys, username/password thi ké tan cong c6 thé dich ngugc (reverse) chuong trinh
de lay dugc nhiing thong tin nay.

o Yéu cau: Thyc hign khong hardcode cac thong tin
username/password trong ma ngudn tng dung.

+ Su dung k¥ thuat lam nhiéu ma ngudn ciia chwong trinh (obfuscate code)

o Nguy co: Khi chuong trinh khong dugc lam nhidu ké tin cong co
thé dé dang dich nguoc chuong trinh, phan tich chirc nang cua chuong trinh, phan
tich 161 va khai thac chuong trinh trng dung.

o Khuyén cdo: Str dung cac chuong trinh nhu ProGuard dé 1am nhiéu
ma nguon cua chuong trinh.
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-Trén IOS:

+ Bién dich v6i lya chon No cho tuy chon Generate Position-Dependent

Code

o Nguy co: Chuong trinh bién dich véi tuy chon Generate Position-
Dependent Code lam cho ké tan cong c6 thé xac dinh dugc dia chi chuong trinh
nap trén bd nhd, lam cho qua trinh tan cong vao bd nho chuong trinh dé thanh

cong hon.

o Khuyén céo: Tt tiiy chon Generate Position-Dependent Code trong
build setting cta project trén Xcode (mac dinh da disable) nhu hinh minh hoa sau:

+ =

¥ Asset Catalog Compiler - Options

PROJECT Basic Customized Levels + O~ Generate []
2 HelloWorld GENEraes VeTsIoning SoUrce Fliename
TARGETS Generated Versioning Variables
Versicning Mame Prefix
7:* Hellowarld Versioning Name Suffix
Versicning System None <
Versiocning Username
¥ Apple LLVM 9.0 - Code Generation
Setting s HelloWorld
Debug Information Level Compiler default &
Generate Debug Symbols Yes &
Generate Legacy Test Coverage Files Yes
P Generate Position-Dependent Code + No
¥ Optimization Level
Other...
Debug - -
Release Fastest, Smallest [-0s] &
¥ Apple LLVM 9.0 - Language
Setting i He or
Generate Floating Point Library Calls No &
Precompile Prefix Header No &
Recognize Builtin Functions Yes
Short Enumeration Constants No &
¥ Apple LLVM 9.0 - Language - C++
Setting = HelloWorld
Enable C++ Exceptions Yes w
Enable C++ Runtime Types Yes o

+ Bién dich véi tiy chon bdo v¢ tan cong vao ngan xép.

o Nguy co: Ngin xép khong duoc bao vé s& khong ngin chin ké tan
cong chén ma thuc thi vao trong ngan xép khi khai thac cac 161 tran bd dém dang

ngin xé&p (stack overflow).

o Khuyén cdo: Thém co bién dich -fstack-protector-all trong Build

Setting cua project.
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PROJECT Basic Customized m Levels + Q- Other [x]
5 Helloworld
¥ Apple LLVM 9.0 - Code Generation
TARGETS . _ _
Setting m HelloWorld
7 Helloworld o e
N Enforce Strict Aliasing Yes ¥
¥ Optimization Level <Multiple values> <
Debug None [-00] %
Release Fastest, Smallest [-0s] <
¥ Apple LLVM 9.0 - Custom Compiler Flags
Setting w HelloWo
¥ Other C Flags
Debug
Release
¥ Other C++ Flags
Debug
Release ${OTHER_CFLAGS)
Other Warning Flags -fstack—protector—a'la|
¥ Apple LLVM 8.0 - Language
Setting
Increase Sharing of Precompiled Headers
¥ Apple LLVM 9.0 - Language - Objective C
Setting
Objective-C Automatic Reference Counting
+ —
¥ Apple LLVM 9.0 - Warning Policies
Setting @ HelloWorla
+ G Pedantic Warnings No 2

_+ Bién dich voi tuy chon ty dong dém s6 tham chiéu trong quan 1y b nhé
nham giam nguy co chuong trinh gay 161 by nhd.

o Nguy co: Trong rlhiéu Ung dung, xay ra truong hop su dung 1 bién
da giai phong trude do gay ra 16i bo nho, ¢o thé gy crash cho ing dung va ké tan
cong co thé lo1 dung 161 nay dé két hop vai 161 khac dé€ tan cong ing dung.

o) Khuyén cdo: Chon Iuya chon Yes cho tuy chon Objective-C
Automatic Reference Counting nhu hinh sau:
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Phu luc 05.
HUONG DAN THIET LAP CHINH SACH BAO MAT HPH WINDOWS
SERVER 2012
1. Cai dit hé diéu hanh va cip nhat ban va.

Khi tién hanh cai dat mot h¢ diéu hanh, mot trong nhiing yéu cau dau tién
phai ‘Ehug hiéq do la cai dat géc ban va hoac upgrade version mdi nhat nham tranh
cac 16 hong vé bao mat da ton tai trong cac phién ban cil.

-Pbi v6i hé didu hanh Windows Server 2012 yéu cau cai dat phién ban
Windows Server 2012 R2 va cdp nhat rollups mai nhat tir Microsoft.

- Hé diéu hanh phai duoc cdp nhat cac ban va security da duoc Tap doan
canh bao.

- Truy cap trang: https://technet.microsoft.com/en-us/security/bulletin/

Thuc hién cap nhat ban va security mai nhét tir nha phat trién cho hé diéu
hanh Windows Server tai day.

Search by bulletin, KB, or CVE number OR Filter bulletins by product or component
pel (Al i
Date Bulletin Number KB Number Title Bulletin Rating
6/9/2015 MS15-064 3062157 Vulnerabilities in Microsoft Exchange Server Could Allow Elevation of Privilege Important
6/9/2015 MS15-063 3063858 Vulnerability in Windows Kernel Could Allow Elevation of Privilege Important
6/9/2015 MS15-062 3062577 Vulnerability in Active Directory Federation Services Could Allow Elevation of Privilege Important
6/9/2015 MS15-061 3057839 Vulnerabilities in Windows Kernel-Mode Drivers Could Allow Elevation of Privilege Important
6/9/2015 MS15-060 3059317 Vulnerability in Micresoft Cemmen Controls Could Allow Remote Code Execution Important
6/9/2015 MS15-059 3064949 Vulnerabilities in Microsoft Office Could Allow Remote Code Execution Important
6/9/2015 MS15-057 3033890 Vulnerability in Windows Media Player Could Allow Remote Code Execution Critical
6/9/2015 MS15-056 3058515 Cumulative Security Update for Internet Explorer Critical
5/12/2015 MS15-055 3061518 Vulnerability in Schannel Could Allow Infermation Disclosure Important
5122015 MS15-054 3051768 Vulnerability in Microsoft Management Console File Format Could Allow Denial of Service Important
51212015 MS15-053 3057283 \é;::\aesr:\hi\ilieﬁ in JSeript and VBScript Scripting Engines Could Allow Security Feature Important
5/12/2015 MS15-052 3050514 Vulnerability in Windows Kernel Could Allow Security Feature Bypass Important
5/12/2015 MS15-051 3057191 Vulnerabilities in Windows Kernel-Mode Drivers Could Allow Elevation of Privilege Important

Luu y: Phai tién hanh thtr nghiém trén hé thong gia 1ap trude khi cap nhap
ban va va phai kiém tra cac lai dich vu cia may chu sau khi thyc hi¢n nang cap.

2. X6a hoiic vo hiéu hoa cac dich vu, irng dung, giao thirc mang khong can
thiét.

Trong thyc té, mdi server (may chu) trong hé théng s& dam nhiém mot chirc
nang riéng biét. Khi cai dat h¢ diéu hanh cho may chu, can x6a hoac disable tat
ca cac dich vy, img dung, giao thirc khong can thiét.

- Budc 1: Click vao biéu tuong cira s6 bén trai, phia dudi cia man hinh .
=> chon Administrative Tools => Services.

- Budce 2: Tim va disable cac dich vu khong can thiét.
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Thong thuong, mot sd dich vu, tmg dung, giao thirc sau nén duoc x6a hoic

" Services (Local)

Select an item to view its description,

disable néu khong st dung:
- Dich vu chia s¢ file va printer: NFS, FTP, NetBios,..
- Wireless networking.

- Chuong trinh hd tro remote control hodc remote access khong an toan:

telnet.

Email services: smtp.

Name
“ App Readiness

G Application Experience

G Application |dentity

& Application Information

G Application Layer Gateway ...
&4 Application Management

G4 AppX Deployment Service (...
% Background Intelligent Tran...

% Background Tasks Infrastru...

; Base Filtering Engine

L Certificate Propagation

L CNG Key lIsolation

4 COM+ Event System
COM+ System Application
Computer Browser
Credential Manager
Cryptographic Services
DCOM Server Process Laun...
Device Association Service
Device Install Service
Device Setup Manager

% DHCP Client

% Diagnostic Policy Service

% Diagnostic Service Host

% Diagnostic System Host

% Distributed Link Tracking Cl...

% Distributed Transaction Co...
%4 DNS Client
% Encrvptina File Svstem (EFS)

Directory services: LDAP, NIS.
Webserver, webservices.

Language compilers, libraries.

- System development tools.

Description
Gets apps ready for use the first ...

Processes application compatibi...
Determines and verifies the iden...
Facilitates the running of interac...

Provides support for 3rd party p...
Processes installation, removal, ...

Provides infrastructure support f...

Transfers files in the backgroun...

Windows infrastructure service t...

The Base Filtering Engine (BFE] i...

Copies user certificates and root...
The CNG key isolation service is ...
Supports System Event Motificat...
Manages the configuration and ...

Maintains an updated list of co...
Provides secure storage and retr..
Provides three management ser...
The DCOMLAUMCH cervice lau...
Enables pairing between the sys...
Enables a computer to recegniz..
Enables the detection, downloa..
Registers and updates IP addres...

The Diagnostic Policy Service en..,

The Diagnostic Service Host is u..

The Diagnostic System Host is u...

Maintains links between NTFS fi...

Coordinates transactions that sp...
The DNS Client service (dnscach...
Provides the core file encrvption...

Status

Running

Running
Running
Running

Running
Running

Running

Running

Running
Running

Running
Running
Running

Startup Type

Manual

Manual (Trigger Start)
Manual (Trigger Start)
Manual (Trigger Start)
Manual

Manual

Manual

Manual

Automatic
Autematic

Manual

Manual (Trigger Start)
Automatic

Manual

Disabled

Manual

Automatic
Automatic

Manual (Trigger Start)
Manual (Trigger Start)
Manual (Trigger Start)
Automatic

Automatic (Delayed 5t...

Manual
Manual
Automatic

Automatic (Delayed 5t...
Automatic (Trigger Sta...

Manual (Triaaer Start)

- System and network management tools and utilities: SNMP.

Truong hop st dung command line:

- Budc 1: Sir dung 1énh hostname dé 14y ra t&n may
- Budc 2: Str dung 1énh sc \\<hostname> query dé 13y ra danh sach trang thai

Cac service.
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Local Syste...
Local Syste...
Local Service
Local Syste...
Local Service
Local Syste...
Local Syste...
Local Syste...
Local Syste...
Local Service
Local Syste...
Local Syste...
Local Service
Local Syste...
Local Syste...
Local Syste...
Metwork S...
Local Syste...
Local Syste...
Local Syste...
Local Syste...
Local Service
Local Service
Local Service
Local Syste...
Local Syste...
Network 5...
Network 5...
Local Svste...



“UserssrootsDesktoprhostnamne
JIN—ITJ4?1040K5

sUserssrootsDesktopPsc “SWIN-1TJ471C40KS query imore

IEERUICE_NAME: Appinfo
DISPLAY_NAME: fApplication Infolmatlon
28 WIN32_SHARE_PROCESS
STATE : 4 RUNNING
(STOPPHBLE NOT_PAUSABLE. IGMORES_SHUTDOWN>
WIN32_EXIT_CODE =8 (Bxa
SERVICE_ERIT_CODE = (BxB)
GHECKPOINT : Bx8
WATIT_HINT H

[SERUICE_NAME: BFE

DISPLAY_NAME: Base Filtering Engine
TYPE : 2@ WIN32_SHARE_PROCESS
STATE = 4 RUNNING

{STOPPABLE, NOT_PAUSABLE. IGHORES_SHUTDOWN>
WIN32_EXIT_CODE 8 Cax@ay
SERUICE_ERIT_CODE : @ (@x@>
GHECKFOINT : B8
WATT_HINT : Bx@

EERUICE_NAME: BITS
DISPLAY_MAME: Background Intelllgent Transfer Service
TYPE 28 WIN32_SHARE_PROCESS
STATE 14 RUNNING
CSTOPPABLE, NOT_PAUSABLE, IGNORES_SHUTDOUN>
WIN32_EXIT_CODE = B <Bx8>
SERVICE_EXIT_CODE : B <Bx@8>
GHECKPOINT : BxB
WAIT_HINT : Bx8

SERUICE_MNAME: BrokerInfrastructure
DISPLAY_NAME: Background Tasks Infrastructure Seruvice
= 28 WIN32_SHARE_PROCESS
STATE : 4 RUHNING
CNOT_STOPPABLE, NOT_PAUSABLE, IGMORES_SHUTDOUN>
WIN32_EXIT_CODE @B (Bx@>
Cp C L ane .o G0

3. Thiét 1ap chinh sach tai khoan.

Cac tai khoan mac dinh cua hé théng, cac tai khoan dé doan thuong 1a myc
ti€u tan cong, do queét cua cac attacker. Mac dinh h¢ thong thuong cung cap cac
tai khoan nhu tai khoan guest, administrator,...v&i nhitng mat khau mac dinh.

- X6a hodc vo hiéu hoa cac tai khoan khong str dung trén hé thong:
+ Kiém tra tai khoan trén Local:
o Budc 1: Click vao . => Server Manager => Tools =>

Computer management => Local User and group =>
Users/Groups.

o Budc 2: Kiém tra user nao khong str dung xo6a hodc disable.
Céch kiém tra bang command line:
o Budc 1: chay Iénh net users dé lay danh sach username

o Budc 2: chay 1énh net user <username> dé ldy thong tin vé
account do, trong dé c6 thong tin vé trang thai active/disable cua
user.
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:sUserssrootsDesktopinet users

ser accounts for “NUIN-1TJ471C40KS5

Administrator

he command completed successfully.

sUserssrootsDesktopinet

SEF nName
[Full Name

onment

ser’s comment
ountrysregion code
ficcount active
ficcount expires

last set
expires
changeable
required

change password

assword
Password
Password
Password
ser may

lorkstations allowed
Logon script

ser profile

ome directory

Last logon

Logon hours allowed

Local Group Memberships
lobal Group memberships

user root

root

@81 (United States)
Yes
Never

Ps11,2816 18:392:19 AN

Never
?/11,2816 18:3%2:19 AM

Yes

Yes

All

?s11,2816 18:46:58 AM
All

#*fldministrators
*None

he command completed successfully.

+ Kiém tra tai khoan trén may domain controller:

o Budc 1: Click vao . => Server Manager => Tools => Active
Directory Users and Computers.

Server Manager

Active Directory Administrative Center
Active Directory Domains and Trusts
Active Directory Module for Windows PowerShell

Active Directory Sites and Services

Active Directory Users and Computers

ADSI Edit

Component Services

Computer Management
Defragment and Optimize Drives
DHCP

Disk Cleanup

o Budc 2: Click vao User/Group. Xo6a hodc disable tai khoan khong

st dung.

File Action Wiew Help

= & 8] %X
| ] Active Directory Users and Com
b | Saved Queries
4 5
4 3] Asia
21 India

p 2] Japan

Builtin

Computers

Domain Controllers
ForeignSecurityPrincipal
Managed Service Accour
Users

T

v vvww

Active Directory Users and Computers

—I:In

Copy..
Addtoa group...

Disable Account

Reset Password...

Move...

Open Home Page

Send Mail

All Tasks 2
Cut

Delete

Rename

Properties

Help

Céch kiém tra bang command line:

o Budc 1: chay 1énh net users dé 1dy danh sach username
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o Budc 2: chay 1énh net user <username> /<domain> dé lay thong
tin trén domain cua account do, trong dé c6 thong tin ve trang thai
active/disable cua user.

- Thay do6i tén, mat khau cho céc tai khodn mac dinh.

+ Thay ddi user, password trén méay Local: Click vao . => Server
Manager => Tools => Computer management => Local User and group =>
Users/Groups. Thuc hién thay d6i tén, mat khiu cho céc tai khoan mic dinh. Vi
du nhu: Administrator.

A Computer Management

File Action View Help

ez nE XE = BE

& Computer Management (Local | Name Full Mame Description
4 [} System Tools [ Administrator s account for administering...
b (D) Task Scheduler #,/ Guest Set Password... account for guest access t..,
b @ Event Viewer &iroot All Tasks v
I g2 Shared Folders
a B Local Users and Groups Delete
| Users Rename
7 Groups )
[ @E:. Pan‘nrm:n(a Properties
=4 Device Manager Help

4 (55 Storage
I W Windows Server Backug
=% Disk Management
I T Services and Applications

+ Thay d6i tén, mat khau trén may Domain Controller:
o Buoc 1: Click vao . => Server Manager => Tools => Active
Directory Users and Computers.

o Budc 2: Chon tai khoan muén thay d6i => Properties => Account.
Thay d61 tén, mat khau cua cac tai khoan méac dinh.

- Céu hinh chinh sach mat khau cho tai khoan:
+ Do dai téi thiéu ciia mat khau phai 16n hon hodc bang 10 ky tu.
o Budc 1: Click chudt phai vao biéu tuong . => Administrative

Tools => Local Security Policy => Account Policies => Password
Policy.

o Budc 2: Chon Minimum Password length va dat 10 ky tu.
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Minimum password length Properties 2 | x|

Local Security Setting | E:-tplainl

j. Fimimum password length

Password must be at least:

|ﬂ _lj characters

Ok I Carncel | Apply |

+ Mat khau phai chira ky tu viét hoa, viét thuong, chir sd, ky tu dic biét.

o Budc 1: Click chudt phai vao biéu tuong .> Administrative

Tools => Local Security Policy => Account Policies => Password
Policy.

o Budc 2: Chon Password must meet complexity va tick vao
Enabled.
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Password must meet complexity requirements Properties E

Local 5 ecrity S etting I E:-cplainl

' Enabled
" Digabled

OF I Cancel | Apply |

+ Thoi gian bat budc phai thay doi mat khau.

o Budc 1: Click chudt phai vao biéu tuong . => Administrative
Tools => Local Security Policy => Account Policies => Password
Policy.

o Budc 2: Chon Maximum Password Age va dat 90 ngay (voi hé
thdng public) hoic 180 ngay (voi hé thong ndi bd).

/x|
Local Securty Setting IE;qJ|air||

_g. Mamimum password age
=

Password will expire in:

IB'D| _,? days

o Buéc 3: Cau hinh thong bio mat khau % hét han cho ngudi

dung. Click chudt phai vao biéu tuong => Administrative
Tools => Local Security Policy => Local Policies => Security
Options. Thiét 1ap gia trj cho cu hinh Interactive logon: Prompt
user to change password before expire la 14.
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Interactive logon: Prompt user to change password before expir... B

Local Security Setting | Explaiti |

=M  Interactive logon: Prompt user to change password before
[l expiration

Begin prompting thiz mary daps before password expires:

IMI _,3 days

0K I Cancel | Apply |

+ G161 han mat khau mai khong dugc trung véi mat khau gan nhat.

o Budc 1: Click chudt phai vao biéu tuong . => Administrative
Tools => Local Security Policy => Account Policies => Password
Policy.

o Budc 2: Chon Enforce password history va dat gia tri 1a 02 (voi
hé thong nd1 bd) hodc 05 (va1 hé thong public).

Enforce password history Propetties [ 7

Local Security Setting | E =plair |

j‘ Enforce password history

Keep password history for:

|1| E pazswords remembered

Ok I Cancel Apply
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4. Quan tri tir xa qua kénh truyén an toan.

- Yéu cau quan tri tr xa st dung kénh truyén an toan, c6 ma hoa: St dung
ung dung Remote Desktop cua Windows dé€ quan tri tur xa.

- Cau hinh gi6i han tai khoan dugc phép sir dung dich vu quan tri tir xa.

+ Budce 1: Click vao . => Server Manager => Tools => Computer
management => Local User and group => Users

+ Budc 2: Click chudt phai vao user khong duoc phép str dung quan tri tur
xa chon Properties, chon phan Remote Desktop Service Profile, tick chon vao
checkbox “Deny this user permissions to log on Remote Desktop Session Host

server” dé chan user logon tir xa. Viéc chan duoc thyc thi ngay lap tirc, khong can
khoi dong lai dich vu.

root Properties IL-

General Member Of Profile: Environment Sessions

Remate contral Remote Desktop Services Profile

Lge this tab to configure the Remote Desktop Services user profile.
Settings in this profile apply to Remote Desktop Services.

Remote Desktop Services User Profile

Profile Path:

Remoate Desktop Services Home Folder

% Local path |

" Connect | J To

v Denythls user pemissions to log on to Remote Desktop Session Hnet
server H

[ ok || caeel |[ semy || Hep

- Gi6i han s6 1an dang nhap sai 13 05 lan.

+ Budc 1: Click chudt phai vao biéu tuong . => Administrative Tools
=> Local Security Policy => Account Policies => Password Policy.

+ Budce 2: Chon Account lockout threshold va thiét 1ap gia tri 1a 5, Account
lockout duration thiét 1ap 1a 5 va Reset account lockout counter after thiét 1ap gia
trila 5.

Policy =~ | Security Setking |
Account lockout duration 5 minukes
Account lockout threshold 5 invalid logon attempts
Reset account lockout counter after 5 minukes

- Gi6i han thoi gian tu dong ngit phién khi khong c6 hoat dong trong mot
khoang thoi gian 1a 5 pht.
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+ Vao . => Server Manager => Tools => Computer management =>
Local User and group => Users.

+ Click chuot phai vao user khong dugc phép st dung quan tri tir xa chon
Properties, chon phan Remote Desktop Service Profile, tick chon 5 minutes cho
gia tri Idle Session limit.

root Properties _

Remote control I Remote Deskiop Services Profile I Dialin |
General | Member Of | Profile | Environment | Sessions

Use this tab to set Remote Desktop Services timeout and reconnection

settings

End a disconnected session: |NEVBI' ﬂ
Active session limit: |NEVBI’ ﬂ
Idle session limit: |5 minutes j

When a session limit is reached or connection is broken:

" End session

Allow reconnection:

{* From any client
(" From originating client only

[ ok || cancel || Ay || Hep

5. Cai dat va cau hinh firewall mém.

Trén mot server luon co6 rat nhi€u cac dich vu dang chay dong thoi, viéc kiém
soat tat cd moi truy cap vao ra trén h¢ thong s€ giup han ché dugc cac cudc tan
cong cua attacker.

- Kich hoat Windows Firewall: Run => services.msc => Chon Windows
Firewall => Chon Automatic => Start.

. Windows Error Rep... Allows erro... Manual Local System

. Windows Event Coll... This servic... Manual Metwork 5...
v Windows EventLog  This servic,..  Started Automatic Local Service

Windows Firewall Windows Fi... Started Automatic Local Service

+ Windows Font Cac... Optimizes ... Started Automatic (D... Local Service

- Mic dinh Windows Firewall cAm céc két ndi vao va khong cAm cac két ndi
ra doi voi ca Domain Profile, Private Profile va Public Profile:

+ Domain Profile: C4u hinh tudng lira dugc ap dung khi may tinh két ndi
v6i1 cac may khac trong cung mot domain.
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+ Private Profile: C4u hinh tudng ltra duoc ap dung khi may tinh két nbi
v&1 mang riéng.

+ Public Profile: Ciu hinh tuong ltra duoc ap dung khi may tinh két néi véi
mang cong cong.

+ Local IP: 1a dia chi trén may chii dang chip nhan két nbi hodc dia chi
dugc st dung voi tu cach la dia chi nguén dé gui cac két noi gui di.

+ Remote IP: 13 dia chi IP cia may chu diéu khién xa ma méy chi nay dang
muon két néi dén (trong kich ban truy cap guri di), hoac dia chi IP nguon cia may
tinh dang muon két n61 véi may chu (trong truong hop kich ban truy cap giri dén).

+ Local Port: cac cong ndi bo trén may chi ma rule ctia tudng ltra str dung.
Neéu rule 1a Inbound Rules thi day s€ 1a cong dé may chu lang nghe. Néu rule 1a
Outbound Rules thi day s€ 1a cong nguon dé may chu st dung két ndi té61 may
khéc.

+ Remote Port: day 1a cong diéu khién tir xa dé str dung cho rule. Trong
truong hop rule két ndi gui di thi day sé& 1a cong ma may cha két néi voi mot may
tinh khac. Trong trudng hop rule két n6i dén thi ddy chinh 1a cong ngudn ctia may
tinh mudn két ndi voi may chu.

# windows Firewall with Advanced Security

File Action View Help

==|=H

G e el Windows Firewall with Advanced Security on Local Computer
&3 Inbound Rules |
% Outbound Rules c 1=
Ba Connection Security Rules ﬂ Windows Firewall with Advanced Security provides network security for Windows computers

B, Monitoring

Overview

Domain Profile

@ Windows Firewall is on.

® Inbound connections that do not match a nule are blocked
@ Outbound connections that do not match a rule are allowsd.

Private Profile

@ Windows Firewall is on

9 Inbound connections that do not match a nile are blocked
@ Outbound connections that do not match a nule are allowed.

Public Profile is Active

& Windows Firewall is on.

@ Inbound connections that do not match a rule are blocked
@ Outbound connections that da not match a nule ars allowsd

[EJ Windows Firewall Properties

Getting Started -
Authenticate communications between computers

Create connection security rules to specify how and when connections between computers are authenticated and
protected by using Intemet Protocol security (IPsec).

EJ Connection Security Rules

View and create firewall rules

Create firewall rules to allow or block connections to specified programs or ports. You can also allow a connection orly f |
oy oot soviiqlyesoi YOt oot sobra o oot

« | 3 | % | »

- Cau hinh block céc két noi ra ngoai:
B2 Inbo Import Policy...
K% outt  Export Palicy...
®. Conr  Restore Default Policy
!E Maoni Diagnose [ Repair

View 3

Refresh

Properties

Help
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+ Caflu hinh Block Outbound Connection trong tab Domain Profile (lam
tuong tu doi vai tab Private Profile va Public Profile).

Windows Firewall with Advanced Security on Lo 5'
Domain Profile || Private Profile | Public Profile | IPsec Settings |

Specify behavior for when a computer is connected to its corporate
domain.
— State

i P Firewall state: On recommended)
Inbound connections: IBIock (default) 'I
IBIock 'I

Customize....

Cutbound connections:

Protected network connections:

— Settings
+—| Specify settings that control Windows ) |
¥— | Firewall behavior. SEaNEE

r~ Legging

Specify logging settings for - |
E troubleshocting. SEATEE

Leam more about these settings

ok | camcel | e

+ Kiém tra lai cu hinh xem d3 duoc kich hoat chua:

Windows Firewall with Advanced Security on Local Computer

# Windows Firewall with Advanced Security provides network security for Windows computers.

Overview
Domain Profile

& Windows Firewall is on.

Inbound connections that do not match a rule are blocked.

Outbound connections that do not match a rule are blocked.

Private Profile

Inbound connections that do not match a rule are blocked.

Outbound connections that do not match a rule are blocked

Public Profile is Active

& Windows Firewall is on.
Inbound connections that do not match a rule are blocked.

Outbound connections that do not match a rule are blocked

@ Windows Firewall Properties

- Thiét 1ap két ni chiéu ra/vao theo dic quyén:
+ Thiét 1ap chinh sach két ndi tir ngoai vao may chu (Inbound Rule): Click
chon Inbound Rule => New Rule...

& Windows Firewall with Advanced 5
3 B e e

&Y, Outbou

®a Connec Filter by Profile ¥
% Monitor  Filter by State  *
Filter by Group  »

View 3

Refresh
Export List...

Help
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+ Chon Custom va click Next:
x

Rule Type

Select the type of firewall rule to create:

Steps:
+ Rule Type What type of re would you like to create?

@ Program

@ Protocol and Ports -

o Scope Rule that cortrols connections for a program

@ Action " Port

» Profile Rule that cortrols connections for a TCP or UDP port
® Name " Predefined:

[BranchCache - Contert Retrieval {Uses HTTF) =
Rule that cortrols connections for a Windows expenence

Leam more about rle types

< Back Cancel

Next >
e—

+ Chon chuong trinh két n6i => All Programs => Next.

# New Inbound Rule Wizard x|
Program

Speciy the full program path and exscutable name of the program that this ruls matches

Steps:

s Fule Type Does this e apply to all programs or a specific program?

s Program

s Protocol and Ports “ Al programs

s Scope Rule appliss to all connections on the computer that match other nule propertiss
@ Action

" This program path-

s Profile | e

b Name Example: c:\path\program exe
“ProgramFies . \browssrbrowssr sxs

Services Customize:

‘Specify which sevices this rule applies to

Leam more sbout specifying programs

< Back Next > Cancel

+ Chon giao thirc va cdng tuwong tng can md két ndi tir ngoai vao may chu.
Vi du chon giao thirc TCP, cong 20, 21 => Click Next.
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lew Inbound Rule Wizard

Protacol and Ports

Specify the protocols and ports to which this uie applies

Steps:

N

Rule Type

.

Frogram

Protocol and Ports

[

N

Scope
Action

*

Profile

[

@ Name

To which ports and protocols does this uie apply?

Protocl type: [Tce =l

Protocol number. =

Local ot Specfic Forts -
20,21

Remote port Speciic Forts -
20,21

Example: 80, 443, 5000-5010

Intemet Control Messzge Protocol Customize
(ICMP) settings: —I

Leam more sbout protocol and ports

< Back

Next > Cancel

+ Thiét 1ap IP duoc phép két ndi => Click Next:

ew Inbound Rule Wizard

Scope

Specify the local and remcte IP addresses to which this rule applies

Steps:
@ Fule Type

L

Program
Protocol and Ports
Scope
Action

L

Profile

[

@ Name

Which local IP addresses does this rule apply to?
& Any IP address
' These IP addresses:

Customize the interface types to which this ule applies:
Which remote IP addresses does this rule apply to?

Add
Edi..
Remove
Customize:

€ Any IP address
& These IP addresses
192.16862.0/24 A |
Edr
Remove
Leam more about ing scope

< Back

+ Chon Allow the connection => Click Next:

Action

Specify the action to be taken when a connection matches the conditions specified in the ule.

Steps:

Rule Type
Program

Protocal and Ports
Scope

Action

Profile

&« & & & & & &

Name

What action should be taken when a connection matches the specified condtions?

' Allow the connection

This includes connections that are protected with IPsec as well as those are not

" Allow the connection if it is secure

This includes only connections that have been autherticated by using IPsec. Connections
will be secured using the settings in IPsec properies and rules in the Connection Security

Rule node
Custoriz:

" Block the connection

Leam more about actions

< Back

Next >

Cancel
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+ Dé mic dinh => Next => Dit tén cho Rule => Click Finish:

* New Inbound Rule Wizard x|
Name

Speciy the name and description of this rule

Steps:
@ FRule Type
@ Program

@ Protocol and Ports

@ Scope fie
[Pow FTP
@ Action
@ Profile Description (optional)
& MName

<Back |[ Fmsn | Cancel

+ Ta c6 duoc luat vira tao:

[Mame — Jeow - [profie [Enabled [Acton [0

=

Allow FTP All
.Branchcache Content Retrieval (HTTP-In) BranchCache - ContentRetrie... Al No Allow e
.BranchCa:he Hosted Cache Server (HTTP-In)  BranchCache - Hosted Cache ... All No Allow Me
.BranchCaEhE Peer Discovery (W5D-In) BranchCache - Peer Discovery...  All No Allow MNe
.COM+ Metwork Access (DCOM-In) COM+ Metwork Access Aall No Allow Me

Yes

o+ Thiét 1ap chinh sach két ndi tir may chu ra ngoai (Outbound Rule): Cach
thiét 1ap twong tu nhu trén.

- Yéu cau ghi log toan bd cac gbi tin vi pham luat tudng lira.

+ Vao Start => Administrative Tools => Windows Firewall with Advanced
Security.

* Windows Firewall with Advanced Security

File  Ackon View Hep
&% || H|m
Fmﬁ“mms Windows Firewall with Advanced Security on Local Computer

Y Outbound Rudes
B Connection Security Rukes: " Widows Frwal weh
"
Monvtoring | EportPobcy.
Overvien Restore Defaul Polcy
Domain Profile Ciagpose | Repa

@ Windows Frewsl s on

imer »
© Inbound connection hat do et metch a e ars blocked @ ek

© Oubound connections that do not match a nie are biocked ) Fropertes

Private Profile ™

@ Windows Frewal s on.

it o mck mch o e are blacked
the do ok mch & nde e blocked
Public Profile is Active

@ Vindows Frawal s cn

(© Inbound comection that do not match 2 e ar blacked
) Oubound comnectons that do not match a e are biacked

betwaen

. specty haw and when cx are authenticated and
protected by using Inismet Protocol securty (IPsec)

B Connwction Securty Fues

View and create firewall rules

Creste frewell s ta clow or block connections {0 spacéied programs o pats. You can o
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+ Click Windows Firewall Properties => m¢& Customize... Logging ctua
cac tab Domain Profile, Private Profile va Public Profile => Click Yes cho Log
dropped packets.

*' Windows Firewall with Advanced Security
Fle Acion View Help

== =18
P e E ekl Windows Firewall with Advanced Security on Local Computer

53 Inbound Rules

¥ Outbound Rules

:!_ Connection Security Rules

# Windows Firswall with Advanced Security provides network ssourity for Windaws computers

L Manitnrinn
Windows Firewall wit x|
Domain Profite | Private Profile | Public Profile | IPsec Setings |
|

Specify behavior for when a computer is connected to its comorate Customize Logging Settings for the Domain Profil x|

domain

[ State

Name:

On {recommended) - [system32\LogFiles' Firewall'gfirewall log Bmwse

i P Firewall state

Inbound connections;
Outbound connections:

Protected network connections:

I Block (defautt)
I Elock

Customize

[ Settings

=

Firewall behavior.

Speciy seftings that control Windows

Customize

sastat (KB) m
Log dropped packets

Log successful connections:

Note: If you are configuring the log file name on Group Policy object. ensure
that the Windows Firewall service account has write pemissions to the folder

containing the log file.

Defautt path for the log file is

| Nu (default)

[~ Logging

Specily logging seftings for
troubleshooting

em32\ogfile:

Leam more about logaing

I Customize I

Leam more about these settings

\of

log.

e

etween computers

Cancel

and when connections between compLters are aUthenticated and

ok | ety | [psecy.

[EJ Connection Security Rules

View and create firewall rules

Create firewall rules to allow or block connections to specied proarams or ports. You Gan alsa allow a connection only i
it o Ak

ey S i DO A o - A P
4 A | »

6. Thiét 1ap chinh sach quan 1y log.
- Ghi log cac sy ki¢n dang nhap vao may chu.

+ Vao Run => gpedit.msc => Computer Configuration => Windows
Setting => Security Setting => Advanced Audit Policy Configuration => System
Audit Policy — Local Group Policy Object => Logon/logoff => Audit Logon =>
Configure the following audit event => Chon Failure va Success.

File Action View Help

e | #m= 8 m

=101x|

5 Account Polices -l Subcategory [ Audit Events [
aIP ici i Audit Account Lockout Not Configured
low: it IPsec Extended Mode Mot Configured

| Metwork List Manager Polic it IPsec Main Mode Mot Configured

| Public KE!’ Foiicies it IPsec Quick Mode Not Configured

| Software Restriction Polici dit Logoff Not Configured

Application Control Polici

ogon
; S p Semn;y:odhfismfc it Network Policy Server Not Configured
a -2 System AuditPolices - || = Audit Other LogonfLogo fvaems Not Configured

1 3 Account Logon ) Audit Special Logon Not Configured

3 Account Managem
-f Detailed Tracking
[ DS Access

5 Legon/Logoff

L f Obiect Access
(A Policy Change
[ Priviege Use

L System

57 Global Object Acce
P gl Policy-based QoS

|| Administrative Templates
ser Configuration

|1 Software Settings

|| Windows Settings

| e

o

- Ghi log céc su kién lién quan dén quan 1y tai khoan va nhom tai khoan.

+ Vao Run => gpedit.msc => Computer Configuration => Windows
Setting => Security Setting => Advanced Audit Policy Configuration => System
Audit Policy — Local Group Policy Object => Account Management.
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+ Cau hinh nhu sau:
o Audit Application Group Management => Chon Success.
o Audit Computer Account Management => Chon Success.

o Audit User Account Management => Chon Success.

Subcategory | Audit Events
si5 Audit Application Group Management Success

i) Audit Computer Account Management Success

w19 Audit Distribution Group Management Mot Configured
s Audit Other Account Management Events Mot Configured
iib| Audit Security Group Management Mot Configured
55| Audit User Account Management Success

-Ghi log nhiing thay d6i trong “Security State Change” va “System
Integrity”.
+ Vao Run => gpedit.msc => Computer Configuration => Windows

Setting => Security Setting => Advanced Audit Policy Configuration => System
Audit Policy — Local Group Policy Object => System:

o Audit Security State Change => Chon Failure va Success.

o Audit System Integrity => Chon Failure va Success.
IET

File Action View Help

e S BN 7 s

=/ Local Computer Policy = | [ subcategary | Audit Events
= i Computer Configuration ‘it| Audit TPsec Driver Not Configured
_| Software Settings 5 Audit Other System Events Not Configured
B [ Windows Settings ) Audit Security State Change Success ant d Failure
_ Name Resolution Policy %] Audit Security System Extension Not Configured

(| Seripts (Startup/Shutdown)
[=l S Security Settings
# Account Policies
4 Local Polices
~ Windows Firewall with Advat
~| Metwork List Manager Policie
| Public Key Policies
_| Software Restriction Polides
_ Application Control Polices
8, 1P Security Policies on Local
=[] Advanced Audit Policy Confi
£l 1% System Audit Policies - L
3 AccountLogon

Audit System Integrity Success and Failure

Detailed Tracking _|
DS Access
o

Object Access
Palicy Chang
] Priviege Use
- System -
T _'I_I 1] | H

- Thiét 1ap kich c& va sao luu file log Application, Security, System.

+ Vao Run => gpedit.msc => Computer Configuration => Administrative
Templates => Windows Components => Event Log Service. D6i voi ca 3 muc
Application, Security, System thiét 1ap nhu sau:

o Application => Maximum Log Size (KB) thiét 1ap kich c&
1024000 KB.

o Security => Maximum Log Size (KB) thiét lap kich c& 1024000
KB.

o System => Maximum Log Size (KB) thiét 1ap kich c& 1024000
KB.
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o Bat: Backup log automatically when full.

B Application

Retain old events Setting | State |
|iz] Log File Path Mot configured

Edit policy setting 12| Maximum Log Size (KB) Enabled

Requirements: ckup log automatically when full Enabled

At least Windows Vista g Access Mot configured

[E5]retain old events

Enabled

Description:

This policy setting controls Event Log
behavior when the log file reaches its
maximum size,

When this policy setting is enabled and a
log file reaches its maximum size, new
events are not written to the log and are
lost.

When this policy setting is disabled and a
log file reaches its maximum size, new
events overwrite old events,

Mote: Old events may or may not be

retained according to the "Backup log
automatically when full” policy setting.

| I

- Cau hinh dong bo thoi gian cho hé théng:
+ Click vao biéu tuong thoi gian Date and Time => Internet Time =>
Change Setting => chon “Synchronize with an Internet Time Server” => nhap dia
chi Time Server => Update now.

ﬂ’ Date and Time
ﬂ’ Internet Time Settings

Configure Internet time settings:

x|
X

[V Synchronize with an Internet time server

Server: | timewindows.com

j Update now |

The clock was successfully synchronized with time.windows.com on
7/11/2015 at 9:10 AM.

o]

1) Change settings... I

Cancel |

What is Internet time synchronization?

O Cancel Apply

7. Cai dit phan mém diét virus.

Yéu cau cai dat cac phan mém antiVirus nham ngin ngira, phéat hién cac cudc
tan cong cua attacker vao hé théng. Trong phan nay, phu luc chi tiét huéng dan
c4u hinh phan mém diét virus Microsoft Security Essentials (MSE) theo cac dau
muc cua baseline.

- Yéu cau st dung phan mém diét virus luon & ché do bao v¢.
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PC status: Protected

Settings

Scheduled scan

Default actions [¥! Run & scheduled scan an my PC (recommendsd)
Reaktime protection

Excluded files and locations Sean type: IQ\-”‘:k sean j
Excluded File types

Excluded processes wihen: [sunday E
Advanced

M&PS Around: 2:00 Ak d

¥ heck for the latest virus and spyware definitions befare running a scheduled scan

[ ¥ Start the scheduled scan only when my PC s on but nat in use |

¥ Limit CPU usage during scan to! Im -

gl Save changes Cancel

- Cap nhat cac mau diét virus méi hang ngay.

Microsoft Security Essentials
PC status: Protected

Settings

virus and spyware definitions:  Up to date

Vour virus and spyware definitions are automatically updated to help protect your PC,

Definitions created on: 7/13{2015 at 7:36 AM
Definitions last updated:  7/13/2015 at 1:21 PM
Yirus definition version: 1.201,1606.0

Spyware definition version: 1,201, 1606.0

® Did you know?

Virus, spyware, and other malware definitions are Files that are used to identify malicious or potentially unwanted software on your PC.
Thess definitions are updated automatically, but you can akso click Lpdats b get the atest versions whenever you want.

- Quét toan bo may chii theo dinh ky tbi thiéu 1 thang 1 lan: Chi yéu cau bét
budc doi vai cac h¢ thong public.

Micrasoft Security Essentials _ O] x]
PC status: Protected

Settings

Scheduled scan

Default actions ¥ Run & scheduled scan on my PC (recommended)

Real-time pratection

Excluded files and lncations Sean byps: IQ“i‘k scan ﬂ
Excluded file bypes

Excluded processes | hen: ISWdaV =] ‘
;‘:\:ﬂceu ‘ Around: [2:00 am =l |

[¥ Check for the latest virus snd spyware definitions befare runring a scheduled scan

[¥ Start the scheduled scan only when my PC is on but not in use

[¥ Limit CPU usags during scan to: - [509 -

! Save changes Cancel

8. Yéu cau méi trwomg van hanh an toan

- User remote quan tri hé thong phai enable co ché xac thuc da nhan t6
(token/OTP).

- Str dung 1 may riéng dam bao toan bd cac tiéu chuan ATTT cho may ngudi
dung cudi dé van hanh hé thong .
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- Str dung cic may riéng dé van hanh hé théng, khong dung cho cac cong
viéc thong thuong hang ngay (Duyét email, truy cap internet, doc file van ban MS
Office/pdf.
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Phu luc 06.
HUONG DAN THIET LAP CAU HINH ATTT POI VOI WEB SERVER

Hwéng din cdu hinh véi Tomcat

1. Cai dat Web Server dam bao an toan.

- Web Server phai dugc cai dat trén hé diéu hanh an toan, da duoc thiét 1ap
cau hinh chinh sach bao mat theo: Ti€u chuan ATTT hé di€u hanh.

- Phién ban Web Server khong méc 15 héng bao mat, dugc cap nhat tat ca
ban va security: Cac Web Server Tomcat phai 1a phién ban khong mac 161 ATTT
va dugc cap nhat cac ban va security.

2. Go/tit bo cac thanh phan mic dinh khi cai dit Web Server
- GO bo cac thu muc/trang mac dinh.

+ Xoa file, thu muc tai dudng dan CATALINA HOME/webapps (ROOT,
balancer, jsp-examples, servlet-examples, tomcat-docs, webdav, manager, docs,
examples)

+ Xoba file CATALINA_HOME/conf/Catalina/localhost/host-
manager.xml va CATALINA_HOME/conf/Catalina/localhost/manager.xml.

- Tat cac Module/Extension khong sir dung

+ Trén file server.xml tai duong dan
CATALINA _HOME/conf/serverxml, tim  dong <connector
protocol="AJP/...”> va chuyén sang dang ghi chu.

+ Restart lai Tomcat.
3. Thay d0i cac thanh phan mic dinh.
- Thay d6i thong bao 16i mic dinh cia Web Server.

+ Tao céc error.html ¢ thu muc gbc cta tmg dung véi ndi dung phu hop
voi1 tung g dung.

+ Mo file web.xml tai dudng dan CATALINA HOME/conf/web.xml,
thay doi thong bao 10i v6i cac ma 161 400, 401, 402, 403, 404, 500, 501, 502, 503,
bang cach thém céac ndi dung sau vao trude thé dong </web-app>

<error-page>
<error-code>400</error-code>
<location>/error.html</location>
</error-page>
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<error-page>
<error-code>401</error-code>
<location>/error.html</location>
</error-page>

<error-page>
<error-code>402</error-code>
<location>/error.html</location>
</error-page>

<error-page>
<error-code>403</error-code>
<location>/error.html</location>
</error-page>

<error-page>
<error-code>404</error-code>
<location>/error.html</location>
</error-page>

<error-page>
<error-code>500</error-code>
<location>/error.html</location>
</error-page>

<error-page>
<error-code>501</error-code>
<location>/error.html</location>
</error-page>

<error-page>
<error-code>502</error-code>
<location>/error.html</location>
</error-page>

<error-page>
<error-code>403</error-code>
<location>/error.html</location>
</error-page>
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+ Restart lai Tomcat.
- Chi cho phép thuc thi cac phuong thiuc GET, POST, HEAD.

+ Mo file web.xml tai duong dan CATALINA HOME/conf/web.xml
thém cac dong sau & cuoi file trude thé dong </web-app>

<security-constraint>
<web-resource-collection>

<web-resource-name>restricted methods</web-resource-
name>

<url-pattern>/*</url-pattern>
<http-method>PUT </http-method>
<http-method>DELETE</http-method>
<http-method>OPTIONS</http-method>
<http-method>TRACE</http-method>
</web-resource-collection>
<auth-constraint />

</security-constraint>

+ Restart lai Tomcat.
+ Chly: c6 thé bo sung st dung PUT, DELETE véi truong hop st dung
webservice RESTful va giao thirc push cua Apple.
4. Cau hinh giéi han truy cap.
- T4t chirc nang quan tri tir xa cho Web Server, gidi han dia chi IP truy cap
vao trang, chlrc nang quan tri.

+ Mo file server.xml tai dudng din CATALINA HOME/conf/server.xml
->Thém ky tu !-- va -- vao trudc va sau dong Server address ...... "SHUTDOWN"
deé v6 hiéu hoa truy cap tir xa:

<I--Server address="127.0.0.1" port="8005"
shutdown="SHUTDOWN"-->

+ Restart lai Tomcat.
- Khong cho phép liét ké file, thu muc.

+ Mo file web.xml tai dudng din CATALINA HOME/conf/web.xml tim

section  <init-param> trong section <servlet> v&i 7 <servlet-
name>default</servlet-name>" thay doi thudc tinh listings la false

<init-param>
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<param-name>listings</param-name>
<param-value>false</param-value>
</init-param>

+ Restart lai Tomcat.

+ D6i véi cac truong hop can cau hinh cho phép Domain khéc truy cap ndi
dung (Cross-origin resource sharing — CORS), chi dugc thém tirng domain cu the,
khéng dugc thém nhom domain hodc tat ca domain.

5. CAu hinh phéin quyén ving dung Web Server.

- Chay tién trinh Web Server véi tai khoan user dugc gii han quyén (khong
phai tai khoan quan tri, hodc c6 quyén tuong duong voi tai khoan quan tri).

+ Tao user riéng khong thudc nhém tai khoan quan tri (root).
+ Dang nhap va khoi chay tng dung st dung tai khoéan vira tao.

- Khong cho phép thuc thi cac cau 1énh CGI, SSI: Mdc dinh Tomcat da tat
CGl.

6. Sir dung co ché ma héa an toan.
- Khong stir dung SSL version 2.0, SSL version 3.0.

+ Mo file server.xml tai duong dan CATALINA HOME/conf/server.xml,
tim va g& bd ndi dung: sslProtocols="TLS”.

+ Thém noi dung:

sslEnabledProtocols="TLSv1, TLSvI1.1, TLSv1.2”

+ Restart lai Tomcat.

- Khong st dung cac SSLCipherSuite khong an toan: EXPORT, NULL,
MD?5, DES, RC4.

+ Mo file server.xml tai duong dan CATALINA HOME/conf/server.xml.
Tim dén phan cau hinh SSL.

+ Cau hinh truong ciphers chi str dung céc cipher an toan:

ciphers="TLS_ECDHE_RSA_WITH_AES_128 CBC_SHAZ256,

TLS _ECDHE_RSA_WITH_AES 128 CBC_SHA,TLS ECDHE_RSA_
WITH_AES 256 _CBC_SHA384,

TLS _ECDHE_RSA_WITH_AES 256 CBC_SHA,TLS ECDHE_RSA_
WITH_RC4 128 SHA,

TLS RSA_WITH_AES 128 CBC_SHA256,TLS_RSA WITH_AES 1
28 CBC_SHA,TLS RSA WITH_AES 256 CBC_SHA256,

TLS _RSA_WITH_AES 256 CBC_SHA,SSL_RSA_WITH_RC4 128
SHA"
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+ Restart lai Tomcat.
7. Cau hinh ghi log Web Server an toan

- Web Server can dugc thiét 1ap bat ché do ghi log, ghi luan phién/xoay vong
log file theo ngay

+ Mo file server.xml tai duong din CATALINA HOME/conf/server.xml.

+ B0 sung thém doan cau hinh sau vao server.xml néu chua co:

<Valve className="org.apache.catalina.valves.AccessLogValve"
directory="logs"

prefix="<TEN APP>_"

suffix=".log"

pattern="%h %{X-Forwarded-For}i %l %u %t &quot;%r&quot; %s %b
&quot;%{Referer}i&quot; &quot;%{User-Agent}i&quot;"

resolveHosts="false"
fileDateFormat="yyyy-MM-dd"
rotatable="true" />

+ Trong do:
o directory: Thu muc dat file log.
prefix: Tién t6 tén file.
suffix: Phan tén duodi file.
pattern: Pinh nghia cac truong ghi trong access log

resolveHosts: C6 phan giai IP thanh tén mién hay khong? (true, false)

© O O O O

fileDateFormat: La dinh dang in ngdy thang, mac dinh néu khong dat
thi mac dinh s¢€ 1a “yyyy-MM-dd”

o rotatable: la bién cho phep rotate log hang ngay, mac dinh la true, tuy
nhién néu la false thi bién fileDateFormat s€ khong co6 tdc dung.

+ Restart lai Tomcat.

- Dinh dang dir 1i€u log phai c6 du thong tin phuc vu cho viée diéu tra, truy
vét vi pham ATTT: Thyc hi¢n trong budc trén.
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- Log can dugc luu trit toi thiéu 03 thang trén may chu.

+ Dua vao dung luong log trung binh 01 ngay, can chuan bi dung luong 6
cung dé luu dugc log toi thi€u 90 ngay.

+ Dit lich x0a file log 1au hon 90 ngdy néu can thiét dé tranh day 6 cimg.

+ Cac don vi chu dong day log dinh ky hang ngay 1én file server chung,
dam bao luu trir 03 thang, nén dinh dang zip.
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Phu luc 07. )
HUONG DAN THIET LAP CAU HINH ATTT POI VOI WEB SERVER

Hwéng din ciu hinh véi Apache
1. Cai dat Web Server dam bao an toan

- Web Server phai dugc cai dat trén hé diéu hanh an toan, da duoc thiét 1ap
cau hinh chinh sach bao mat: Tham chi€éu muc 1 Tiéu chuan ATTT hé diéu hanh.

- Phién ban Web Server khong méc 16 héng bdo mat, dugc cap nhat tat ca
ban va security:

+ P6i v6i cac hé thong cai méi: Sir dung Apache phién ban mdi nhat (Tham
khdo tai: http://httpd.apache.org/download.cgi).

+ Cac Web Server Apache phai dugc cap nhat cac ban va security.
- Khong sir dung céac bo cai tich hop san nhu: xampp, wampp, appserver.

2. Go/tit bé cac thanh phan mic dinh khi cai dit Web Server

- G& bd cac thy myc/trang mic dinh nhu trang vi du, huéng dan, cic trang
quan tri web server tur xa, xac trang phuc vu dev, debug

+ Thuc hién x6a bo trang mac dinh cua apache khi cai dat trong thu muc
Ivariwww/html/

+ Xba cac trang vi dy, hudng dan, cdc trang quan tri web server tir xa, xac
trang phuc vu dev, debug,..

- Tat cac Module/Extension khong sir dung

+ Budc 1: Kiém tra cac modules duoc load:

Str dung Iénh:

# lusr/sbin/httpd -M

Hoac:

# grep LoadModule /etc/httpd/conf/httpd.conf

+ Két qua s hién thi cic module dugc load.

[root@localhost ~]#|/usr/sbin/hitpd -M
Loaded Modules:

core_module (static)
mpm_prefork_module {static)
http_module (static)
so_module (static)
auth_basic_module (shared)
auth_digest_module (shared)
authn_file module (shared})
authn_alias_meodule (shared)
authn_anon_module (shared)
authn_dbm_module (shared})
authn_default_module (shared)

authz_host_module {shared)
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[roct@localhost ~I#|grep LoadModule Jetc/hitpd/cont/hitpd.cont

# have to place corresponding LoadModule™ (1ines at this location so the
# LoadModule foo module modules/mod foo.so

LoadModule auth_basic_module modules/mod_auth_basic.so

LoadModule auth_digest_module modules/mod_auth_digest.so
LoadModule authn_file module modules/mod_authn_file.s
LoadModule authn_alias_module modules/mod_authn_alias.so
LoadModule authn_anon_module modules/mod_authn_anon.so
LoadModule authn dbm module modules/mod authn dbm.so

+ Mo file httpd.conf thém dau # vao dau dong load modules, ma khong can
st dung. Vi du mdt s6 modules c6 thé loai b6 nhu (mod info, mod_status,
mod_version, mod_autoindex, mod_dav)

dir module modules/mod dir.so
actions_module modules/mod_actions.s

substitute_module modules/mod_substitute.so
rewrite_module modules/mod_rewrite.so
proxy_module modules/mod_proxy.so
balancer module modules/mod proxy balancer.so
ftp_module modules/mod proxy ftp
http module modules/mod pre http.so
proxy_ajp_module modules/mod_proxy_ajp.so
proxy_connect_module modules/mod proxy connect.so
ache _module modules/mod_cache.so
exec_module modules/mod suexec.so
sk_cache module modules/mod disk cache.so
01 module modules/mod cai.so

od_wversion

+ Restart lai Apache.
3. Thay doi cac thanh phan mic dinh
- Thay d6i thong bao 16i mic dinh cia Web Server.

+ Tao file error.html tai thu muc géc cua website (Thu muc mac dinh la
Ivariwww/html).

+ Thém ni dung sau vao file httpd.conf:

ErrorDocument 400 /error.html
ErrorDocument 401 /error.html
ErrorDocument 402 /error.html
ErrorDocument 403 /error.htmi
ErrorDocument 404 /error.html
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ErrorDocument 500 /error.html
ErrorDocument 501 /error.html

ErrorDocument 502 /error.html

+ Restart lai Apache.

- Thay d6i thong tin banner cua dich vu HTTP, khong dé 16 thong tin phién
ban hé diéu hanh, Web Server.

+ Mo file httpd.conf va thém thudc tinh nhu sau:

ServerSignature Off

ServerTokens Prod

+ Restart lai Apache.
- Chi cho phep thuc thi cac phuong thiac GET, POST, HEAD:
+ M6 file httpd.conf va thém thugc tinh LimitExcept nhu sau:

<Directory "/var/www/web">
<LimitExcept GET POST HEAD>
Deny from all

</LimitExcept>

</Directory>

+ Restart lai Apache.

+ Cho phép st dung PUT, DELETE vé1 truong hop st dung Webservice
RESTHful va giao thiec PUSH cua Apple.

4. Cau hinh giéi han truy cap

- Gio1 han dia chi IP truy cé@p vao trang, chirc nang quan tri: Cac chirc nang
quan tri nhu: quan tri CMS, quan tri trang admin (cua Sharepoint) phai tlen hanh
gi01 han chinh xac cac IP dugc truy cap, khong cho phép truy cép truc tiép tir bat
ky dia chi IP nao ngoai Internet. Viéc gioi han co the thuc hién bang tinh nang
ctia ing dung web, hodc bang ciu hinh tudong lira mém trén hé diéu hanh (Tham
khao trong Baseline thiét 1ap ciu hinh an toan hé diéu hanh).

- Khong cho phép liét ké file, thu muc.
+ Thém thudc tinh ” -Indexes” vao thé (Directory) trong file httpd.conf:

<Directory "/var/www/web">
Options -Indexes
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</Directory>

+ Luu y: Puong dan t&i thu muc website “/var/www/web” tiy thudc vao
thu muc dat website trén server.

+ Restart lai Apache.

+ D6i véi cac truong hop can cau hinh cho phép Domain khac truy cip ndi
dung (Cross-origin resource sharing — CORS), chi dugc thém tirng domain cu the,
khong duoc thém nhom domain hodc tat ca domain.

5. Céiu hinh phan quyén wng dung Web Server

- Chay tién trinh Web Server vdi tai khoan user duoc giéi han quyén (khong
phai tai khoan quan tri, hodc c6 quyén tuong duong voi tai khoan quan tri).

+ Budc 1: Tao tai khoan www-data dé chay Apache

# useradd —M www-data —s /bin/false

hoac # useradd —d /dev/null —s /bin/false www-data

+ Khong cho phép dang nhap vao tai khoan chay Apache:

# passwd —| www-data

+ Phéan quyf%n cho thu muc web, chi cho phép tai khoan www-data va nhom
www-data c6 quyén thay doi trong thu muc /var/www.

# chown -R www-data: www-data /var/www
# find /var/www -type d | xargs chmod -R 755
# find /var/www -type f | xargs chmod -R 644

# _ chown -R www-data:www-data
[Buong dan tuyét doéi cache/session]

+ Buéc 2: Cau hinh tai khoan chay Apache: Thay d6i tai khoan dung dé
chay Apache trong file: /etc/httpd/cont/httpd.conf

+ Tim dén doan sau.

User root (thay doi t6i tai khoan www-data)
Group root (thay doi t6i nhém www-data)

User www-data
oup www-data

+ Restart lai Apache.
- Khong cho phép thuc thi cac cau 1énh CGI, SSI
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+ Thém thudc tinh ” —ExecCGI” vao thé (Directory) trong file httpd.conf:

<Directory /var/www/web>
Options —ExecCGl -Includes

</Directory>

+ Luu y: Puong dan toi thu muc website “/var/www/web” tiy thudc vao
thu muc dat website trén server.

+ Restart lai Apache.
6. Sir dung co ché ma hoa an toan
- S dung thu vién ma hoéa an toan:

+ Ddi v6i cac hé thong cai moi: St dung phién ban thu vién OpenSSL moi
nhat.

+ Céc hé théng str dung bd thu vién OpenSSL phai duoc nang cap, cip
nhat cac ban va security da dugc canh béo.

- Khong str dung SSL version 2.0, SSL version 3.0.
+ Budc 1: Tim file cau hinh SSL cho Apache: Sir dung 1énh:

#grep —i —r ”SSLProtocol” /etc/httpd

[root@localhost certsl#|grep -1 -r "SSLFro” /etc/httpd/
/etc/httpd/cont.d/ssl.conf:SSLProtocol all -SSLw2

Binary file fetc/httpd/modules/mod ssl.so matches

+ Trong d6 /etc/httpd 1a thu muc cai dat httpd. Két qua tra vé thu duoc
duong dan file cau hinh SSL: /etc/httpd/conf.d/ssl.conf.

+ Budc 2: Mo file /ete/httpd/conf.d/ssl.conf va thay ddi: SSLProtocol all
(c6 thé ¢c6 —SSLv2) thanh:

SSLProtocol all -SSLv2 —-SSLv3

+ Restart lai Apache.
- Thiét 1ap SSLCipherSuite an toan cho webserver.

+ Trong file ciu hinh SSL ciia Apache, cau hinh truong SSLCipherSuite
chi st dung céc cipher an toan va bé di cac cipher khong an toan:

SSLCipherSuite ECDHE-RSA-AES128-GCM-SHA256:ECDHE-
ECDSA-AES128-GCM-SHA256:ECDHE-RSA-AES256-GCM-
SHA384:ECDHE-ECDSA-AES256-GCM-SHA384:DHE-RSA-
AES128-GCM-SHA256:DHE-DSS-AES128-GCM-
SHA256:KEDH+AESGCM:ECDHE-RSA-AES128-SHA256:ECDHE-
ECDSA-AES128-SHA256:ECDHE-RSA-AES128-SHA:ECDHE-
ECDSA-AES128-SHA:ECDHE-RSA-AES256-SHA384:ECDHE-
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ECDSA-AES256-SHA384:ECDHE-RSA-AES256-SHA:ECDHE-
ECDSA-AES256-SHA:DHE-RSA-AES128-SHA256:DHE-RSA-
AES128-SHA:DHE-DSS-AES128-SHA256:DHE-RSA-AES256-
SHA256:DHE-DSS-AES256-SHA:DHE-RSA-AES256-
SHA:!aNULL:'eNULL:'EXPORT:IDES:!RC4:13DES:!MD5:!PSK:
ISSLV3:1SSLv2

+ Restart lai Apache.
7. Céu hinh ghi log Web Server an toan
- Ddng bo thoi gian cho may chu web voi may chu thoi gian, dam bao thoi
gian ghi trong log file la chinh x4c va dong nhat: Tham khéo cau hinh ATTT cho
hé di€u hanh.
- Dinh dang dit liéu log phai c6 du thong tin phuc vu cho viéc diéu tra, truy
vet vi pham ATTT.

+ M¢ file cau hinh httpd.conf, tim dén doan dinh nghia LogFormat, bo
sung thém mot LogFormat mai tén 1a vt_combined cho Apache:

LogFormat "%h %{X-Forwarded-For}i %l %u %t \"%r\" %>s %b
\"%{Referer}i\" \"%{User-agent}i\"" vt_combined

combined
common

agent

vt combined

+ Restart lai Apache.
- Web Server can dugc thiét 1ap bat ché do ghi log, ghi luan phién/xoay vong
log file theo ngay
+ Pé cu hinh xoay vong log theo ngiy, ta tim dén doan cau hinh log
access, log error cua Apache (tir khoa la CustomLog, ErrorLog), stra thanh:

CustomLog "|/path/to/rotatelogs /path/to/log/httpd/<Tén_APP> %Y -
%m-%d.log 86400" vt_combined

ErrorLog "|/path/to/rotatelogs
/path/to/log/httpd/<Tén_APP>_error_%Y-%m-%d.log 86400"

CustomLog
vt_combined

_ + Luuy: Méc dinh khi cai apache theo dang RPM hay APT-GET thi Linux
co san 1 chuong trinh xoay vong log ten la “logrotate httpd”. Tuy nhién khi dung
chuong trinh nay thi méi lan xoay vong log thi phai khéi dong lai apache server,
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do d6 ta thong nhét sir dung “rotatelogs” ctia apache va x6a cau hinh cua
“logrotate httpd” cta h¢ diéu hanh di.

+ Restart lai Apache.
- Log can duoc luu trit toi thiéu 03 thang trén may chu.

+ Dua vao dung luong log trung binh 01 ngay, can chuan bi dung luong 6
cing dé Iuu duoc log toi thiéu 90 ngay.

+ Dit lich x0a file log 1au hon 90 ngay néu can thiét dé tranh day 6 cimg.

+ Céc don vi chu dong day log dinh ky hang ngay 1én file server chung,
dam bao luu trir 03 thang, nén dinh dang zip.

8. Cau hinh bao mat cho PHP
- Ngan chan Remote code Execute:

+ M0 file php.ini, thiét lap:

allow_url_fopen = Off

+ Restart lai Apache.
- Gi61 han thu muc Php truy cap.
+ M file php.ini, thiét 1ap

open_basedir = /var/www:/path/to/first/folder:/path/to/second/folder

+ /var/www:/path/to/first/folder
- V6 hiéu hoa cac ham thyc thi t6i hé thdng khong can thiét.

+ M file php.ini, thiét 1ap cac ham can v hiéu hoa nhu bén dudi:

disable_functions =
exec,passthru,shell_exec,system,proc_open,popen,curl_exec,

curl_multi_exec,parse_ini_file,show_source, symlink

+ Restart lai Apache.
- Loai bo cac modules khong can thiét.

+ St dung 1énh sau dé xem cac module di duoc load

php -m

+ Sau d6 str dung 1énh

Locate tén_module (dé xac dinh vi tri cua module)

mv /dudng dan téi module can backup/newname.backup

+ Restart lai Apache.
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9. Yéu cAdu méi truong van hanh an toan
- User remote quan tri hé théng phai enable co ché x4c thuc da nhan t6
(token/OTP).

- Sir dung 1 may riéng dam bao toan b cac tiéu chuan ATTT cho méy nguoi
dung cuoi dé van hanh h¢ thong .

- Sir dung cic may riéng dé van hanh hé théng, khong dung cho céc cong
viéc thong thuong hang ngay (Duyét email, truy cap internet, doc file van ban

MSOffice/pdf.
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Phu luc 08.
HUONG DAN THIET LAP QUY TAC CAU HINH ATTT CHO HE
QUAN TRI CO CO DU LIEU

I. Hwong dén véi Oracle

1. Cai dat Hé quan tri CSDL an toan.
1.1.Hé quan tri CSDL phai dwoc cai diit trén hé diéu hanh an toan.
Yéu cau: Hé quan tri CSDL phai dugc cai dat trén h¢ diéu hanh an toan, da

dugc thiét 1ap clu hinh chinh sach bao mat (tham chiéu Huéng dan thiét 1p chinh
sach bao mat cho hé di€u hanh).

1.2. Hé quan tri CSDL phai dwoc cai dit trén hé diéu hanh an toan.

Phién ban Hé quan tri CSDL khong mic 16 hong bao mat da dugc cong b,
dugc cap nhat tat ca ban va security (néu co).

2. G& bé/tit cac thanh phan thira, thanh phan khong sir dung.
2.1.X0ba cac tai khoan, cac CSDL thira, khong sir dung.
Xba cac tai khoan, cac CSDL thtra, khong str dung.

- Tai khoan khong stir dung la tai khoan chua login vao database trong vong
3 thang gan nhat hoac céc tai khoan mac dinh trén oracle khong dung dén.

Buéc 1: Kiém tra toan b cac tai khoan dang ton tai trén hé théng.

SELECT * FROM dba_users;

Buwée 2: Kiém tra xem user ndo khong str dung thi thuc hién khoéa lai voéi
cau Iénh sau:

ALTER USER <user_name> ACCOUNT LOCK;
2.2.Thay doi tén mic dinh cua tai khoan quan tri.

Khong &p dung véi hé quan tri co s¢ dir liéu Oracle.
2.3.Tit cac ham twong tac véi tai nguyén hé diéu hanh (ham doc, ghi file,
thuc thi cau Iénh hé théng).
Tt cac ham tuong tac voi tai nguyén hé diéu hanh (ham doc, ghi file, thuc
thi cau I¢énh h¢ thong).
- Thu hoi quyén “Alter system”:

+ Kiém tra tai khoan c6 quyén “Alter system”

SELECT * FROM dba_sys_privs WHERE GRANTEE IN (SELECT
username FROM dba users WHERE account_status='OPEN') AND
PRIVILEGE ="'ALTER SYSTEM;
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+ Thu hoi quyén Alter system cua tai khoan khong can thiét.

REVOKE ALTER SYSTEM FROM username;

- Thu hdi quyén DBA:

+ Kiém tra tai khoan c6 quyén quan trj DBA:

SELECT * FROM dba_role_privs WHERE granted_role="DBA"' AND
GRANTEE IN (SELECT DISTINCT username FROM dba_users
WHERE account_status="OPEN";

+ Thu hdi quyén dba cta tai khoan:

REVOKE dba FROM username

3. Thiét 1ap chinh sach tai khoan.
3.1.C4c ng dung khong ding tai khoan ¢ quyén quan tri dé két noi dén
CSDL.

Cac ung dung khong dung tai khoan cé dba, alter system dé két ndi dén
CSDL.

Kiém tra tai khoan cia tmg dung khong va thu hoi quyén khong can thiét
nhu muc 2.3.

3.2.Tat ca céc tai khoan phai c6 mat khau.
Céc tai khodn trén co s¢ dir li¢u phai c6 mat khau.
- Pbi voi Oracle phién ban tir 10 trd xudng.

+ Kiém tra cac user mat khau khau rong.

select username,password from dba_users where password is null;

+ Dbat mat khau cho céac user khong c6 mat khau:

alter user username identified by "password_kho"

- Pbi voi Oracle phién ban tir 11 trg 1én.

+ Kiém tra cdc user mat khau rong.

select name, password from sys.user$

where name in (select username from dba_users) and PASSWORD
is null

+ Dat mat khau cho céc user khong c6 mat khau.

alter user username identified by "password_kho"
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3.3.CA4c tai khoan phai dwec dit mat khau theo ding quy dinh cia Tap doan.

Cac tai khoan trén co s¢ dir liéu phai c6 mat khau kho dam bao yéu cau cua
Tap doan bao gom: To6i thi€u 10 ky tu bao gom chit hoa, chir thuong, chir s6 va
ky tu dac biét chi ap dung cho Oracle 11g.

- Pbi v6i user tmg dung: Mat khau tdi thiéu 10 ky tw bao gdm chit, s6 va ky
tu dac biét.

-Dbi v6i user ca nhan: Thiét 1ap mot profile riéng cho cac user ca nhan,
profile ndy yéu cau bat budc dit mat khau manh bang cach st dung function c6
san cta Oracle.

Buéc 1: Tao Profile cho nguoi dung dé dam bao cac thudc tinh trén. Pang
nhap co so dit liéu voi quyén sys dé tao profile (Vi du dit tén profile 1a
NEW_USER PROFILE) nhu sau:

CREATE PROFILE NEW_USER_PROFILE LIMIT
CONNECT_TIME 3

IDLE_TIME 3

SESSIONS_PER_USER 3

CPU_PER_CALL UNLIMITED
FAILED_LOGIN_ATTEMPTS 10
PASSWORD_LIFE_TIME 30
PASSWORD_REUSE_MAX 1
PASSWORD_LOCK_TIME 60
PASSWORD_GRACE_TIME 30
PASSWORD_VERIFY _FUNCTION VERIFY_FUNCTION_11G;

Buwdc 2: Gan user vao profile mai tao

ALTER USER username
PROFILE NEW_USER_PROFILE;

4. Phan quyén an toan.
4.1.Khdng dung cac tai khoan quan tri, nhom quan tri: root, Administrator,
Local System,... dé chay dich vu CSDL.
- Vi CSDL méi can tao tai khoan hé diéu hanh riéng dé chay dich vu CSDL.

- V6i CSDL dang chay kiém tra tai khoan chay dich vu CSDL thudc nhém,
néu thudc nhém root, administrator hodc Local System can thuc hién tao tai khoan

hodc thu hoi quyén thudéc nhom root, administrator cta tai khoan chay dich vu
CSDL.
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- D61 vé1 Linux:
Trwong hgp 1: Véi céc co s¢ dir liu Oracle cai méi. Thyuc hién cac bude
Sau.

#groupadd oinstall
#groupadd dba
#groupadd oper
#groupadd asmadmin

#useradd -g oinstall -G dba,oper,asmadmin oracle

passwd <Nhap password manh ¢ day>

#mkdir -p /u01/app/oracle/product/11.2.0/db_1
#chown -R oracle:oinstall /u0l1

#chmod -R 775 /u01

# su — oracle

$ cd /u01/[Oracle Source]

$ ./runinstaller

Trwong hop 2: Vi cac co sé dir ligu Oracle da cai dat. Thuc hién cac budce
Sau.

usermod -g <normal group> oracle......

- Déi voi Windows:
+ St dung tién ich: Administration Assistant for Windows NT cuia Oracle

+ Click chudt phai vao sid cua instance dang chay chon ”’Startup/Shutdown
Options”. Chon tab ”Oracle NT Service”.
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| Startup/S hutdown Configuration for FOCHS92

Oracle Instahice  Dracle MT Service

Qracle NT Service Startup Options
Oracle MT Service Startup Tepe

&+ Automatic
" Manual

Log On Service Az HT User
' SYSTEM Account
" This Account |

Enter Pazswaord : |

Confirm Password |

k. | Cancel | | Help |

+ Trong tab "Oracle NT Service” chinh stra account chay oracle trong phan
”Log On Service As NT User”

4.2.Phan quyeén chi cho phép tai khoan chay dich vu CSDL dwgc phép truy
cap dén cac thu muc chira file dir liéu, file log ciia CSDL.

- Kiém tra, thay d6i1 dam bao chi c6 user oracle va group osdba c6 quyén trén
thu muc oracle home.

- Kiém tra chu sé hitu va nhém chu s& hitu ctia toan bd cac file trong thu muc
géc Oracle, dam bao chu sé hitu la tai khoan quan tri hé co s& dit liéu va nhom so
hitu 12 nhom cua osdba ddi v6i database chay single. Riéng d6i véi database chay
RAC, nhom quyén s& dic biét hon, mot sd file s& thuoc nhoém osdba, mét sd file
user root s€ quan 1y.

+ V&1 Linux/Unix:

#chown oracle:osdba <oracle_home_dir>

+ V61 Windows:

Budc 1: Click chudt phai vao thu muc home gbc ctia oracle/ Chon
thé Security.

Budc 2: Trong cura s6 “Permissions for...” hién ra, dam bao chi ¢6
user oracle, administrator va nhém osdba, Administrator, System co
quyén trén thu myc nay nhu hinh bén dudi:
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e S |

[ . Permissions for oracle

Security |

Object name:  C:\JzerzhbdministratorsDeskiophSETUP oracle

GTDUD or user names:

52 SYSTEM

.?, oracle [ATTT-APPOToracle]
52, ozdba [ATTT-APPO1 4osdba)
.?, Administrator [ATTT-APPO7 WAdministrator]

52, Administrators (AT T T-APPOT %A dministrators)

sdd. |

Remove I

Permissions for vinhby

o
3
=

Full control
b odify

Fead

Fead & exscute

Lizt folder contents

=
DOEEA[S

-

oooon

-

Leamn about access control and permizsions

o

Cancel I

Apply

4.3.V/61 mbi ing dung, tao mdt tai khoan két néi CSDL riéng va chi cip quyén
téi thiéu dam bao hoat dong cia wng dung.

- Ra soat dam bao user img dung dam bao cac yéu cau sau:

+ User ung dung phai dit riéng trén mot tablespace mac dinh, khong trung
vo1 tablespace SYSTEM, SYSAUX hoac cac tablespace mac dinh cua Oracle.

+ User ung dung tao ra chi c6 cac quyén co ban, can thiét cho ing dung

chay nhu: connect, resource, create view, create sequence.

+ Pbi voi cac tmg dung can quyén trén mot user tng dung khéc, thi quyén
dugc cap phai chinh xac dén doi1 tugng (table, view, sequence..) ma ing dung can,
khong duoc cap quyén any hodc quyén khong chinh xac.

APP;

GRANT SELECT on CM_PRE2.SUB_MB to APP;
GRANT UPDATE on PRODUCT.PRODUCT to APP;

CREATE USER APP identified by “PASSWORD ” default tablespace DATA;
GRANT CONNECT, RESOURCE, CREATE VIEW, CREATE SEQUENCE to

Ciu hinh ghi log cho hé quan tri CSDL.
Khong ap dung vé1 CSDL Oracle.

Céu hinh gi6i han truy cip.

G161 han chi dugc nhitng IP can thiét duoc két ndi dén CSDL. Tham chiéu
“Hudng dan thiét 1ap chinh sach bao mat cho hé diéu hanh™.

II. Hwéng ddn véi MySQL

1. Cai dat HE quan tri CSDL an toan.
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- Hé qqén tri CSDL MySQL phai dugc cai dat trén hé diéu hanh an toan,
ATTT hé diéu hanh.
- Phién ban MySQL khong mic 16 hong bao mat, dugc cap nhat tit ca ban
va security:
+ Pdi véi hé théng cai mai: St dung MySQL phién ban méi nhat (Tham
khao: http://dev.mysql.com/downloads/mysql).

+ Céc hé théng dang hoat dong phai dugc cip nhét cac ban va security.
- Khong str dung céac bd cai tich hop san nhu: xampp, wampp, appserver.
G& bo/tit cac thanh phan thira, thanh phan khong st dung
Xo0a cac tai khoan, cac CSDL thitra, khong str dung
- Liét ké danh sach cac CSDL:

| information schema |

| mysqgl |
| performance schema |

4 rows in set (B.00 sec)

mysqls> |
Hinh 1: Khong dugc x6a cac CSDL cuia hé thong: information_schema,
mysql, performance_schema.

- X6a cac CSDL thura:
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mysql= DROP DATABASE test;
Query 0K, O rows affected (0.16 sec)

mysql= [J

Hinh 2: X6a CSDL ‘test’

- Li¢t ké danh sach cac tai khoan c6 trong bang mysql:
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mysql= SELECT user, host FROM mysqgl.user;

root
root

127.0.0.1

1

localhost
localhost
localhost
localhost

|
|
|
root |
|
|
| localhost.localdomain
|
+

test
userapp
root localhost.localdomain

rows in set (0.00 sec)

Hinh 3: Danh sach tai khoan.
- X0Oa tai khoan thura:

Pbi vi phién ban tir 5.0 tré 1én c6 thé st dung:
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mysql> DELETE FROM mysql.user WHERE user = 'ten_user' and host = 'dia_chi_host';

mysql> FLUSH PRIVILEGES;

> select user,host from mysqgl.user;

| localhost |
| userapp | localhost |

2 rows in set (0.00 sec)

Hinh 4: Sau khi x6a tai khoan thura.
Thay ddi tén mac dinh cua tai khoan quan tri.
- Mic dinh tai khoan quan tri 1a *root’, dé thay doi sir dung cau 1énh:

Pbi véi phién ban tir 5.0.2 trd 1én:
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D61 v phién ban cii hon:
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mysql> UPDATE user SET user = 'ten_moi' WHERE user = 'root’;

mysql> FLUSH PRIVILEGES;

2. Tat cac ham twong tac v6i tai nguyén ciia hé diéu hanh

- V6 hiéu hoa, thu hdi cac quyén tuong tac véi file ctia hé diéu hanh (Xem
muc 4.3)

3. Thiét lap chinh sich tai khoén
Khong dung tai khoan quan tri cho cac tng dung dé két ndi dén CSDL.

- Khéng diing tai khoan quén tri root (tai khoan da doi tén co quyén tuong
duong tai khoan root) cho cac img dung két noi té1 CSDL.

Tat ca cac tai khoan phai c6 mat khau

- Liét ké danh sach céc tai khoan khong c6 mat khau
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1 row in set (0.00 sec)

Hinh 5: Liét ké tai khoan c6 mat khau rdng.
- b3t mat khau cho nhirng tai khoan liét ké dugc, mat khau phai tuan theo
ding quy dinh cua Tap doan (tham khao muc 3.3).
Céc tai khoan phai duoc dat mat khau theo dung quy dinh cta Tap doan:

- Céc tai khoan phai c6 mat khau, mat khau t6i thiéu 10 ky tu bao gém: ky
tu chit, s6 va ky tu dac biét.
- Bdi véi tao méi tai khoan:

- bat mat khau cho nhiing tai khoan da ton tai:
Déi véi phién ban tir 5.0 tré 1én

V61 phién ban cti hon:
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mysql> UPDATE mysql.user SET password = PASSWORD('mat_khau') WHERE user = 'ten_user"
AND host ='dia_chi_host';

mysql> FLUSH PRIVILEGES;

4. Phan quyén an toan
Khong dﬁng cac tai khoan quan tri, nhom quan tri: root, Administrator, Local
System,... d€ chay dich vu CSDL.

- Kiém tra tai khoan dang chay dich vu MySQL.:
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[root@localhost ~1# ps aux | grep /fusr/sbin/mysqld
mysql 3217 0.7 86.7 1142164 422448 pts/0 S1 14:18 0:00 /usr/sbin/mysqld -|-basedir=/usr

ar/1lib/mysg
root 37 g S+ 14:19 0:00 grep fusr/sbin/mysqld

Hinh 6: Thong tin tién trinh chay dich vu MySQL

- Kiém tra tai khoan c6 thuoc nhom quan tri khong:
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[root@localhost ~]# id mysql
uid=27(mysql) gid=27(mysqgl) groups=27{mysql)
[root@localhost ~]# I

Hinh 7: Thong tin tai khoan chay dich vu MySQL

- Kiém tra tai khoan c6 dugc ding nhap hay khong:

[root@localhost ~]# passwd -5 mysqgl
mysgl LK 2015-07-10 © 99999 /7 -1 (Password locked.)
[root@localhost ~]# []

Hinh 8: Pam bao rang tai khoan da bi khoa, khong duoc dang nhap
Phan quyép ti thiéu cho cac thu muc chira dit liéu, thu muc chira lo g, thu muc
backup (néu c6)

- Thu myc chtra dit liu s& dugce cAu hinh boi tham sd datadir trong file cdu
hinh cua MySQL (/etc/my.conf). Néu khong c6 cau hinh nay thi mac dinh s¢€ 1a
Ivar/lib/mysql/.

- Sir dung cau 1énh: Is —la duong_dan_thu muc. Pam bao rang céc file, thu
muc trong nay c6 owner la root hoac mysql (tai khoan chay dich vu), nhom other
khong duogc c6 quyén tac dong.
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[root@localhost ~]1# 1s -la fvar/lib/mysql/

total 20500

drwxr-xr-x. 5 mysgl mysql 4096 Jul 14

drwxr-xr-x. 17 root root 4096 Jul 14 .
-rw-rw----. 1 mysgl mysql 104857660 Jul 14 15:28 ibdatal
-rw-rw----. 1 mysgl mysql 5242880 Jul 14 15:283 ib logfile®

-rw-rw----. 1 mysgl mysql 5242880 Jul 14 15:28 ib logfilel
2 mysgl mysqgl 4096 Jul 14 15:28 mysql

srwxrwxrwx. 1 mysgl mysqgl 8 Jul 14 15:28 mysql.sock

drwx . 2 mysgl mysql 4096 Jul 14 15:28 test

drwx . 2 mysgl mysqgl 4896 Jul 14 15:28 testdb

[root@localhost ~]# D

- Kiém tra quyén cua file log: Mdc dinh MySQL ghi error log dugc cau hinh
trong file my.conf v4i cau hinh log-error, kiém tra quyén cia file nay:
[root@localhost ~]1# 1s -la /var/log/mysgld.log
1 mysgl mysgl 1279 Jul 14 15:28 /var/log/mysqgld.log
[root@localhost ~]# I

Véi mdi CSDL cua ing dung, tao tai khoan riéng va chi cap quyén tac dong
trén CSDL do.

- Kiém tra quyén cua tai khoan

mysqgl> show grants for ‘'userapp'@'localhost’;

| |GRANT USAGE 0 pp'@'localhost' IDENTIFIED 9FD49BA1F76BC
| GRANT SELEC DELETE, CREATE ON [web

Hinh 9: Xem thong tin quyén cta tai khoan.
- Pam bao quyén global (*.*) khong c6 cac quyén FILE, va cac quyén quan
tri nhuw GRANT, SUPPER, PROCESS, RELOAD, SHUTDOWN,... va chi c6
quyén tac dong trén mot CSDL.

- Bé loai bdé quyén cua 1 tai khoan:

mysql> REVOKE ten_quyen ON 'ten_csdl' FROM 'ten_tai_khoan'@'dia_chi_host';

1
1
1
1
' mysql> FLUSH PRIVILEGES;
1
1

5. Cau hinh ghi log cho hé quan tri CSDL
- Méc dinh MySQL khdng c6 tinh nang ghi auditlog.
6. Cau hinh giéi han truy cip
CAc tai khoan chi dugc két ndi tir mot host c6 dinh
- Liét ké danh sach tai khoan
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user | %

| userapp | 192.168.1.20 |
root | localhost

Hinh 10: Loai bé cac tai khoan co6 host 1a *%’
CAu hinh gi6i han truy cép trén tuong lira mém

- Cau hinh gid1 han chi nhitng ip ctiia nhiing tai khoan 1iét ké & muc trén duoc
két nd1 td1 cong cua dich vu.

7. Yéu cau moi trwomg van hanh an toan

- User remote quan tri hé théng phai enable co ché xac thuc da nhan t6
(token/OTP).

- Str dung 1 may riéng dam bao toan b cac tiéu chuan ATTT cho may ngudi
dung cuoi d€ van hanh h¢ thong .

- Str dung cac may riéng dé van hanh hé théng, khong dung cho céc cong
viéc thong thuong hang ngay (Duyét email, truy cdp internet, doc file van ban MS
Office/pdf.
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] ) ~ Phu luc 09.

- HUONG DA}N THIET LAP CAU HINH ATTT CHO HE
THONG EMAIL SU DUNG EXCHANGE 2016 VA MAIL GATEWAY
FORTIMAIL

1. Yéu ciu vé viéc cai dit Hé thong email server an toan
~ -May chu cai dat hé thong email phéi tuan theo tiéu chuan ATTT cho h¢
diéu hanh may chu

- Kiém tra céc ban hotfix st dung 1énh

Get-HotFix

Source Description  HotFixID  InstalledBy
InstalledOn

ServerQ1 Update KB4495590 NT
AUTHORITY\SYSTEM 5/16/2019 00:00:00

ServerO1  Security Update KB4470788 NT
AUTHORITY\SYSTEM 1/22/2019 00:00:00

ServerQ1l Update KB4480056 NT
AUTHORITY\SYSTEM 1/24/2019 00:00:00

2. Yéu cau moi trwomg van hanh an toan

- User remote quan tri h¢ thong email phai enable co ché xac thyc da nhan
to (token/OTP): Cac user sir dung d€ remote vao quan tri h¢ thong mail server
phai cai dat/enable xac thuc da nhén to. Chap nhan st dung cac h¢ thong
PIM/PAM tuy nhién hé thong nay phai enable x4c thuc data nhan t6 (OTP/Token)

- Str dung 1 may riéng dam bao toan b cac tiéu chuan ATTT cho may nguoi
dung cudi dé van hanh cac hé thong quan trong nhu AD, Proxy, Email.... Chép
nhan VDI (Virtual Desktop Infrastructure).

- Cac may riéng khong dung dé sir dung cho cac cong viéc thong thuong
hang ngay (Duy¢ét email, truy cap internet, doc file van ban MS Office/pdf) chi su
dung dé€ van hanh h¢ thong.

3. Yéu cau phén tich cac thanh phan trong hé thong email

- Phai c6 firewall quan ly chinh sach traffic giita internet va cac thanh phan
nhan/gui email

- Truong hop co sir dung Edge role cua exchange phai phén tach thanh phan
nay véi cac thanh phéan con lai bang firewall quan ly chinh sach

- Topo chung ¢ thé tham khao khuyén céo ctia microsoft

+ Truong hop st dung Edge Transport
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On-premises Exchange 2016 environment

Perimeter network Internal network

i Inbound and
i outbound mail
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25/TCP - E‘E

p— :
S0638/TCP Mailbox
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i Inbound and
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A

>
23/TCP Eﬁ 3
Edge Transport
server
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i Edgesync
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+ Truong hop khong stir dung edge transport

(1 | =
irewall Internet
1 ]

| ]
e y Perimeter
-+

network

Email gateway Firewall bién

\J
-
g2-—fa—Ffa o

Network
Mailbox Hub transpert CAS

‘\R PC

N

LA D

4. Yéu cau vé tinh san sang

- Céc Role email phai ¢ tinh dy phong. Mdi role phai duoc cai dat it nhat
trén 2 server riéng biét & muc vat 1y.

- Role Mailbox tham khao m6 hinh Database Availability Group (DAG) dé
dam bao kha nang HA cho hé thong.

- Hé thong mailbox phai dugc backup dinh ky: Tham khao cac giai phap
backup enterprise cua Sematic, Veeam backup,.. ddm bao kha nang khoi phuc
trong truong hop xay ra tham hoa.
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5. Yéu cAu ma héa dit liéu email
- Huéng dan enable TLS trén exchange connector

Vao EAD cua server mail exchange. Mail flow -> Receive Connector. Di
v&1 moi connector muon bat st dung TLS trong phan security -> Tich chon
Transport Layer Security -> Save d¢ luu lai

L Exchange Receive Connector - Google Chrome - o %
e delivery reports  accepted domains e

i A Not secure | 127.0.0.1/ecp/ConnectorMgmt/EditReceiveConnector.aspx?pwmcid=14&ReturnObjectType=1&id=1...

Select server: | MAILEXCHANGE.myexample.com

m 2 e
+swme » security

NAME - scoping

Client Frontend MAILEXCHANGE | Transport Layer Security (TLS)

Sttt sy MAILEXCHAR Enable domain security (mutual Auth TLS)
Default Frontend MAILEXCHANGE
Default MAILEXCHANGE

Outbound Proxy Frontend MAILEXCHANGE

¥l Basic authentication

W Offer basic authentication only after starting TLS

# Integrated Windo
@ Exchange Se

Externall

Parmission groups:
Specify who is allowed to connect to this receive connecto
@ Exchange servers
@l Legacy Exchange servers

Partners
@ Exchange users

Anonymous users

Save Cancel

6. Yéu cau vé chong email gia mao (phishing email)
- Huéng dan cdu hinh ban ghi SPF
+ Céch kiém tra ban ghi 1 tén mién c6 ban ghi SPF hay khong

Str dung 1énh nslookup trén Windows hodc Linux

# nslookup

Sau d6 chi ra 1 DNS server, c6 thé dung DNS server qudc té dé kiém tra
# server 8.8.8.8

Chi ra loai ban ghi SPF

# set type=txt

Chi ra tén mién can ki€m tra (Cht y nén dé dau . & cudi cung tén mién dé
truy van chinh xac do néu truy van tir cdc mdy dang join domain thi t€n mién
thuong hay thém hau t6 tén domain sau cung)

# abc.com.vn.

Néu tra két qua tra vé c6 doan “v=spfl ....” thi tirc 1a tén mién c6 ban ghi
SPF

+ Cach doc ni dung 1 ban ghi SPF

Mot ban ghi SPF bao gom 1 danh sach, chi ra nhitng may chi nao dugc phép,
khong duoc phép guri email.
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M&i thanh phan trong danh sach bao gdm 2 phan nho:

o Phan action: Mic dinh khong chi ra thi s& 1a +
= “+”: Cho phép
= “-”: Khong cho phép, hard fail
= “~”: Khong cho phép, soft fail

o Phan danh sach may chii, c6 nhidu cach dinh nghia méy chu:
= “ipv4: a.b.c.d”: Chi ra may chu c6 IP la a.b.c.d
= “a”: Chi ra may chu trung voi ban ghi a gbc cua tén mién, vi du

ban ghi a cua tén mién abc.com.vn

= “a:domain”: Chi ra 1 ban ghi a cu thé, vi du “a:mail-
in.abc.com.vn”

= “mx”: Chi ra may chu trung voi ban ghi mx cta tén mién.
= “all”: Tt ca IP
Vi du cach doc 1 s6 cach cau hinh ban ghi SPF pho bién:

o “v=spfl a:mail.example.com -all”:
= Cho phép may chu mail.example.com
= Cam tt ca con lai, hard fail.

o “v=spfl 1p4:192.168.0.2 ~all”:
= Cho phép c6é may chu co IP 1a 192.168.0.2
= CAm tat ca con lai, soft fail.

o “v=spfl ip4:192.168.0.2 a:mail.example.com -all”:
* Cho phép c6é may chi co IP 1a 192.168.0.2
= Cho phép may chu mail.example.com
= Cam tit ca con lai, hard fail.

o “v=spfl ip4:192.168.0.2”:
= Cho phép c6 may chu co IP 1a 192.168.0.2
= Cac IP con lai thi 1a trung 1ap (neutral), khong pass, khong fail.

+ Cach kiém tra ban ghi SPF cua tén mién khi giri email ra ngoai

Sau khi da c4u hinh chinh x4c ban ghi SPF cta 1 tén mién: gi thir nghiém
email ra 1 s6 email public nhu gmail, yahoo mail.

Dang nhap vao gmail, yahoo mail.

Mo email vira giri - vao phan Show - Original
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viettel. com.vn> Jul 23 - E|

4, Reply
= Forward
Filter mes=ages like this
Print
Add Le Minh Hung to Contacts list
Delete this message
Report spam
Report phishing
Show original

men

M.V

Kiém tra trudng Received-SPF: Néu két qua pass tirc 13 cAu hinh SPF cho
phép IP dugc phép guri email thanh cong.

Sau do stra ban ghi SPF, thay d6i IP hodc tén mién sao cho IP cua thanh phan
MTA-out khong nam trong danh sach. D¢i 30 phut d€ tén mién lan truyén trén
internet. Sau d6 guri lai email dén gmail, yahoo mail.

~ Khi day truong Received-SPF sé tra vé két qua hard fail 1 chinh xac. Néu
két qua hard fail thi email s€ bi dua vao muc SPAM trong gmail, yahoo mail.

+ Céu hinh ban ghi SPF trén DNS server Bind

Thém 1 ban ghi SPF cho tén mién vé6i ct phap nhu sau:

@ IN TXT "v=spflip4:1.1.1.1 ip4:2.2.2.2 a:mta-out-
0l1.abc.com.vn a:mta-out-02.abc.com.vn -all

Trong do:
o “@”: Tén domain hién tai
“IN TXT”: Loai ban ghi SPF 1a TXT
“"v=spfl ...."”: Noi dung chinh ban ghi SPF
“ip4:1.1.1.1 ip4:2.2.2.2”: Danh sach IP cta thanh phan MTA -out

“a:mta-out-Ol.an.com.Vn a:mta-out-02.abc.com.vn”: Danh sach
tén cua thanh phan MTA-out.

© O O O

o “-all”: Tat ca IP con lai déu khong duge phép gtri mail, hard fail.

- Huong ddn yéu cdu xac thuc truoc khi gui mail trong luong email noi bo

+ Vao EAD cua server mail exchange. Mail flow -> Receive Connector.
D61 vo1 moi connector nhan email can auth vao phan Security -> Tich chon
Exchange Users -> Save d¢ luu lai
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[} Enterprise  Office 365

Exchange admin center

rules  delivery reports  accepted domains  email

& management Select server: | MAILEXCHANGE myexample.com

+ a0 -
NAME -
I Client Frontend MAILEXCHANGE

Client Proxy MAILEXCHANGE
Default Frontend MAILEXCHANGE

Default MAILEXCHANGE
Outbound Proxy Frentend MAILEXCHANGE

4 Bxchange Receive Connector - Google Chrome C

A Not secur’e\ 127.0.0.1/ecp/ConnectorMgmt/EditReceiveConnector.aspx?pwmcid=198ReturnObject Type=1

Client Frontend MAILEXCHANGE

Authentication:

Specify the security mechanism or mechanisms for incoming
scoping cannections,
¥ Transport rity (TLS)

ity (mutual Auth TLS)
authentication only after starting TLS
¥ Integrated Windows authentication
Exchange Server authentication

Externally secured (for example, with [Psec)

Permission groups:
Specity wha is allowed to connect to this receive connector,

Exchange servers

Legacy Exchange servers

Porine
¥ Exchange users

Anonymeus users

Chu ¥: Tuyét doi khong tich chon Anonymous users trir khi 14 Connector

nhan mail tir mail gateway

- Hudng ddn cdu hinh check SPF khi nhdn dwoc email tiv email server bén

ngoai

+ Pdi v6i thanh phan MTA-in 13 Fortimail

Vao Profile - Antispam - chon Tab Action

Néu chua c6 action 1a co Direction 1a Incoming va Action 1a Reject thi can
tao moi 1 action nhu Véy, luu ¥ Direction 1a Incoming va Action la Reject

lanitor

wisen [T

ail Settings Profile name: (i

Session
T [Tlinsert new header
Antivirus
["IDeliver to alternate host
Content
Authentication [ »BCC
LDAP -
[Tl Archive to account None—
Dictionary
[ZInotify with profile —None—

Security

Group [CIDiscard

_ MNofification ] » Personal quarantme

[71 - Rewrite recipient email address
-

Antispam Action Profile

With value:

With value:

Mew...
-

Stra Antispam profile dang sir dung hoac néu chua sir dung Antispam profile
nao thi can tao mai (Trong Profile - AntiSpam) va ap dung.

Céch kiém tra Antispam profile dang sir dung thi vao phan Policy

- Policies - Recipient Policies. Tim kiém theo Direction la
Incomming, domain can cau hinh profile, Receipient Pattern la *
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khi d6 trong muc Antispam profile s& hién thi profile hién tai dang
duoc ap dung hién tai.
=3

+ =~ 1P Policies
F | Ef new.. | = (+] o
paisetons: )
I Page 1 il b Records per page: | 25 v Total:
b O
foiy Sl Authenticaten | Excil |
203.113. 0.0.0.0/0 session blac. antivirus def
Access Control
2 203.113. 0.0.0.0/0 session antivirus _def SMTP @
Pn\lmas
3 203.113. 0.0.0.0/0 session antivirus _def SMTP @
_: 4 0.0.0.0/0 0.0.0.0/0 session SPF check antivirus def ldap a
65 +
ail Archiving +
0 and Report +
- Recipient Policies
Efnew... | B edr.. | © move v | T pelete
Page 1 il b Records per page: | 100 ~ || Domain: | viettel.com vn ~ || Direction | Incoming - Total: 1
E”“‘“‘ _ RECPETTE Avtnenteaton |
Incoming duongmn@viet . duongmn viettel com vn SPF_profie
1 Incoming @ huyennt_vi_.  viettel com.vn KNQT antivirus_def content basic idap
2 Incoming @t maihong viettel comvn KNOT antivirus def content basic . ldap
3 Incoming @ ngocquyen viettel.com.vn KNQT antivirus def content basic. Idap
4 Incoming @t vudm viettel.com.vn KNQT antivirus def content basic. Idap
5 Incoming @ kykhoi_td viettel com vn KNQT antivirus_def content _basic idap
3 Incoming @ hoattts. viettel com vn KNQT antivirus_def content _basic idap
7 Incoming @t lande viettel comvn KNOT antivirus def content basic . ldap
& Incoming 2 trampg viettel.com.vn KNQT antivirus def content basic. Idap
9 Incoming @t hiendt10 viettel.com.vn KNQT antivirus def content basic. Idap
10 Incoming @ truongdvs viettel com vn KNQT antivirus_def content _basic idap
n Incoming @ viettel com.vn antivirus_def Test idap

Trong Antispam profile can stra tich chon Treat SPF checking failed email
as spam va Action la reject action da tao ¢ trén.

pe
Profile name: | in_medium
Direction: -
Default action: | in_medium
_ 4 | Scan Configurations

Session

AntiSpam Profile

¥ || New... Edit...

Action

» FortiGuard _Defaul— v
AntiSpam _
Antivirus DG[EY'ISt
[¥|DNSBL [Confiquration..] Action
Content —Default— v
Authentication Op Deep header
LDAP [V|SURBL [Confiquration..] Action: | oot
Dictiona "
- L ] p Bayesian Acion: | _pefayf—
Security
P Pool P Heuristic Action: | _pafayt— v
Group P Dictionary ACtiON: | _pafayt—- ~
Notificati
L [“IBannedword [Configuration... Action reject_action v
AntiSpam i
[“Iwhitelist word [Configuration...
ES Image spam Action: | _pafayl— w
and Report
Treat SPF checking failed email@ Action E¥3
[¥|Forged IP Action: | _pafaii_ v

- | Scan Conditions

- | Other Settings

oK Cancel

Mic dinh Fortimail chi coi néu kiém tra SPF tra vé hard fail thi méi coi la
spam, con soft fail thi chua coi la spam, do d6 can cau hinh Fortimail dé€ coi soft
fail cling 1a spam bang cach go Iénh sau trén CGI:

config antispam settings

set spf-checking aggressive
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Chu ¥ dé kiém tra duoc ban ghi SPF cho Fortimail thi can ciu hinh chinh
xéc thong tin vé DNS server cho Fortimail, néu cau hinh sai DNS hodc Fortimail
khong truy van duoc ban ghi DNS thi s& khong kiém tra dugc SPF. Pé kiém tra
cAu hinh DNS vao phan System - Network - DNS

Interface Routing E DDMS Port Forwarding
Network Seing
SN | -y ons sener: (5,66

MNetwork

Secondary DMNS server. 203.113.188.2
Configuration

Customization Apply ] Cancel
RAID

High Availability
Certificate

Encryption

ail Settings +|
7. Yéu cau vé chong email spam
- Khéng cho phép open relay
+ P6i voi thanh phan MTA-in la Fortimail

Vao phan Mail Settings - Domain, tao nhitmg domain ma thiét bi MTA-in chi
nhan emaﬂ gu:l dén nhitng domain nay.

Dren., | B W
{ Page 1 /1 kl Records per page: | 25 v
Mail Settings D FQDN Relay Ty SMTP
omain server
Settngs |I:|_
5 =) imuzik.com.vn Host 203.113.131.27:25
Domains.
eer n D = mobimail viettel. com.vn Host 203113 131 27:28
olicy e [T] = mrs2 mobimail.viettel.com.vn Host 203.113.131.27:25
_ ] = pixshare vn Host 203.113.131.27:25
m [ 3vietel.comwvn Host 203.113.13127:25
] = vietteLcomvn Host 203113.431.27:25
(2] —— o 203 113 1312728
[T] 3 viettelpost.com.vn Host 203.113.131.27:25
] = viettelus.com Host 203.113.131.27:25

Viéc tl}iét lap xem MTA-in Fortimail chi nhan nhitng email gui dén domain
nao dugc cau hinh trong phan Policy - Access Control.

= Néu khong co luat nao trong Access Control thi mic dinh
Fortimail chi nhan nhiing email giri dén domain trong phan Mail
Settings - Domain. Néu nhan duoc email guri dén domain khac thi
mac dinh Fortimail s€ chan.

= Néu c6 luat trong Access Control thi phai ddm bao tao 1 luat &
cudi cung dé chan nhiing email gui dén domain khéc, chu y phan
Recipient Pattern phai dé 1a * va Action phai la Reject.
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onitor m Delivery

i__ = +

Access Control Rule

Enabled

Sender pattern User Defined =

iser + = [[] Regular expression
Policy ¥ [ | mes Edit

_AceessContrdl | Recipient pattern: User Defibed v
Policies .
* [7] Regular expression

] 2L = caic

Sender IPinetmask: User Defined w
0.0.0.0 o
og and Report + =
R e Edit

Reverse DNS pattern: | "] Regular expression
Authentication status: | Any e
TLS profile —Hone— > | | Mew... Edit

Action: »

OK Cancel

* Hodc phai dam bao khong c6 luat nao co phan Recipient Pattern
la * ma Action d¢ 1a RELAY.

- Cau hinh kiém tra IP, domain blacklist (reputation) theo t6 chtrc uy tin trén
thanh phan nhan mail

+ Pdi v6i thanh phan MTA-in 13 Fortimail

Stra Antispam profile dang sir dung hodc néu chua st dung Antispam profile
nao thi can tao médi (Trong Profile - AntiSpam) va ap dung.

= Céch kiém tra Antispam profile dang sir dung thi vao phan Policy
- Policies - Recipient Policies. Tim kiém theo Direction 1a
Incomming, domain can cu hinh profile, Receipient Pattern 13 *,
khi d6 trong muc Antispam profile s& hién thi profile hién tai dang
dugc ap dung hién tai.

1P Policies
EY ew, . | B O o - | T
[0 4 Page1 {10 b bl | i Recordsper page:| 25 v Total:
e s e e i G
1 203413... 0.0.000 session biac. anfvius def )
2 203.113. 0.0.0.0/0 55 SMTP B
3 203.113. 0.0.0.0/0 session SMTP Q
4 00000 00000 ssi SPF check  antivius def ap @
~| Recipient Policies
ET Nen... | 2 Edt. | © move v | T Delete
[0 4 Page1 10 b bl | Records perpage:| 100 ~ || Domain: | vietzicomvn || Direction | mcoming v Total: 1
e e e e e i
n uongmn@viel... duongmn  vielielcomvn  SPF profle
v
@ huyennt_vi. viettelcomyn  KNOT antivirus def content basic . ldap
@ maihong vittelcomwn  KNOT idap
@ ngocquyen  vistieloomyn  KNOT Jdap
‘@ wudm vietelcomvn KNOT idap
@ ipknoild  vietielomyn  KNOT idap
@ hoatts vittelcomwn  KNOT idap
@ Jande KnaT idap
@t trampa Knot Jdap
@ hiendtio Knot Jdap
@ fruongavs KngT idap
a idap

Trong Antispam profile can stra, Click DNSBL va nhdp vao danh sach
website chira thong tin vé danh sach IP blacklist.
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prontor "B antspar [

prantenance &3] AntiSpam Profilz
Bsten O
U ¢+ Profile name:

N | Direction -
L A ¢, Default action: | in_medium > | new... || Edt..
p - + | Scan Configurations
Session % p Foricuad DNSBL Configuration x
AntiSpam _ (=3 New... r
G [Confiquration... || DHSBL Server Adress ]
Content
Authentication > Deep header ] bl.spamcop.net
LDAP V/SURBL [Confiquration...] 2 sbkxblspamhaus.org
R P S oc ] onat )
IP Pool Y b Heuristic
_Gowp || M p Dictionary
Notification

Banned word [Configuration...

‘Whitelistword [Confiquration....
Yl p image spam

| Treat SPF checking failed email 3

YIForged P

~| Scan Conditions
| Other Settings

oK Cancel

Click OK.

- Phai hd tro cAu hinh chan loc theo cac tiéu chi: IP, domain, dia chi email,
tiéu de, tor khoa trong ludng mail st dung truc ti€p ndi bo
+ Pdi v6i cac thanh phan 1a Fortimail
= Sira Dictionary profile dang st dung hodc néu chua st dung

Dictionary profile nao thi cin tao méi (Trong Profile - Dictionary)
va ap dung.

= Cach kiém tra Dictionary profile dang sir dung thi vao phan
Policy - Policies - Recipient Policies. Tim kiém theo Direction 1a
Incomming, domain can ciu hinh profile, Receipient Pattern 13 *
khi d6 trong muc Content, click vao phan Content dé xem thém
chi tiét.

=« 1P Policies

panterence €
N | .. o | O veer | W
paiSetivs G

pagel  [1| b Kl Records per page: 25 v Total:

S

203.113....  0.0.0.0/0 session blac... antivirus def
Acce.&s Control

s 2 203013, 00008 session antvirus def TR @
3 203113 00000 session antivirus def SMTR P
4 00008 00000 session SPF check  antiirus def idap P
and Report
«| Recipient Policies
El New... | B Edt... | © Move v | W Delete
i Page 1 1] b bl Records per pags: 100 | Domain: visttslcomun |~ | Direction| Incoming - Total: 1
mcomng  duongmn@viet.. duongmn  vieielcomwn  SPF orofie
1 Incoming @ huyennt_vi.. viettelcomwvn  KNOT antivirus def content basic... ldap
2 neomng @ mahong vistslcomwn  KNOT antivius def  content basic  dap
3 ncomng @ ngocquyen  vielelcomwn  KNGT antivius def  content basic.. dap
4 neomng @ vudm visttslcomwn  KNOT antivius def  content basic  dap
s neomng @ kyiheitd  vieielcomwvn  KNOT antivius def  content basic.. dap
[ ncomng @ noattts vieielcomwn  KNOT antivius def  content basic.. dap
7 neomng @ lande: vistslcomwn  KNOT antivius def  content basic  dap
E ncomng @ trampg vieielcomwn KT antivius def  content basic.. dap
3 neomng @ hisndt10 visttslcomwn  KNOT antivius def  content basic  dap
0 neomng @ truongdve  vistslcomwn  KNOT antivirus def  content basic.. Kap
" ncomng @ . vieelcomwn  in_medium antivius def idap
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= Khi click vao phan Content dang st dung, trong phan Content
Monitor and Filtering s€ hién thi Dictionary Group dang st dung

FortiMail

Domain: ettel.com.vn
Profile name: | Test
Direction:

Action: Test

| Attachment Filtering

~ | File Type Filtering

~ | Other Setting

~ | Scan Conditions

| Content Monitor and Filtering

El New... | Z edit.. | © Move v | T pelete

| Enable | Miiunary Group

Content Profile

New...

Test_m1

= Sau d6 vao phan Profile -

‘ Dictionary - Group, chon Group dang
st dung, trong phan Members s& thay dugc thu vién dang sir dung

Edit.....

®

-

m

trong group do
Group name: | dungld
System +
Available dictionaries:
_ dungld
GLE_predefined
HIPAA_predefined

ST |50 predefined

Session system

AntiSpam

AntVirus

Content

Authentication
LDAP— ﬂ Cancel

Dictionary
Cseouty |
K
K
Nefification |

* Vao tab Dictionary chon Dictionary thudc group dang sir dung -
click Edit dé chinh sira subject can chan.
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Records per page: 25

GLB_predefined
HIPAA_predefined
S0¥_predefined

AntiSpam |:| Saenda]
Antivirus .@
Content

Authentication
LDAP
Dictionary
Security

IP Pool

Session

Group
= Trong Dictionary dang sir dung, click New dé thém méi 1 subject
can chan, dién ndi dung subject vao phan Pattern, néu can chan
trong ca ndi dung email thi click vao phan Search body

FortiMail *
Enable |
my new photo ;)
Pattern:
Pattern type: Regex =
Comments:
Pattern weight: 1

Pattern maximum weight: | 1

Enable pattern maximum weight limit
Search header
Search body

oK Cancel

- Phai gi6i han tbc d6 giri nhan email trén cac thiét bi trén thanh phan gui
email MTA
+ D6i voi thanh phan 13 Fortimail
Stra Session profile dang str dung hodc néu chua str dung Session profile nao
thi can tao mai (Trong Profile - Session) va ap dung.

= Céch kiém tra Session profile dang st dung thi vao phan Policy -
Policies - IP Policies, kiém tra Policy nao c6 Source 1a 0.0.0.0/0
khi d6 trong muc Session chinh 1a Session profile dang str dung.
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rew. | B i |© s | W

ail Settings ol

AntiSpam

4 | Page 1 11| b Records per page: 25 »
Liser +
o —
= 1 203.113.131.49/32  0.0.0.040 session blackberry

Access Control
o 2 203.113.131.26032  0.0.0.040 session

3 2031131312732 0.0.0.040 session

4 0.0.0.0:40 0.0.0.0:40

+H+N+

og and Repart +

= Trong Session Profile, stra phan Connection Settings, cht ¥ cac
tham so:

Restric the number of connections per client to: Gidi han tde do
tao session tur 1 IP client. Vi du t6i da 200 session / 5 phut.

Maximum concurrent connections for each client: Gidi han sb
session dong thoi tir 1 IP Client. Vi du 4 session dong thoi / 1 1P.

= Cung trong Session Profile, stra phan SMTP Limits, cha ¥ tham
sO:

Restrict number of email per session to: Gidi han s6 email to1 da c6 thé g
trong 1 session. Vi du 10 email / 1 session.

Restric number of recipients per email to: Gidi han trong 1 email thi c¢6 tdi
da bao nhiéu nguoi nhan. Vi du 150 ngudi nhan / 1 email.

- Hd tro phét hién email spam theo ndi dung (Khuyén céo)
8. Yéu ciu vé chong mi déc
- Toan bd email gri/nhan phai duoc chan loc spam va quét virus
+ DP6i voi cac thanh phan 1a Fortimail huéng dan enable chin loc virus
Vao Profile - Antivirus - chon Tab Action

Néu chua c6 action 13 ¢6 Action 1a Reject thi can tao moi 1 action nhu vay,
luu ¥ Action 1a Reject
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B o |

m Profe name: ro.-

_ [Tinsert new header With value:

Session DDeIivertu alternate host

AntiSpam |:| » BCC

Antivirus

e [“Inatify with profile None— o =

Authentication Reject

LDAP || Discard

Dictionary ["Isystem quarantine

Securty [TIReplace infected / suspicious body or attachment(s)
CPreel | [ p Rewrite recipient email address

Group ["IRepackage email with customised content *

_ Mofification | ["|Repackage email with original text content

_: *Original email will be wrapped as attachment
=

and Report

Stra Antivirus profile dang sir dung hoac néu chua sir dung Antivirus profile
nao thi can tao mai (Trong Profile - Antivirus) va ap dung.

Céch kiém tra Antivirus profile dang str dung thi vao phan Policy - Policies
- Recipient Policies. Tim kiém theo Direction 1 Incoming, domain can cau hinh
profile, Recipient Pattern 1a *, khi do trong muc Antivirus la Profile Antivirus
dang st dung

| 1P Policies
EF new... | B (4] - | T
| Page1l 1| » o | Recordsperpage: 25 v Total:
ser -+
ity — l 1 203.113... 0.0.0.00 session biac... antvirus def ) -
Access Cantrol
T 2 203113, 0.0.0.00 session antvirus def TP P
3 203113, 0.0.0.00 session antvirus def suTP P
_ 4 00000  0.0.000 session SPF check  anfivinus def idap P
| Recipient Policies
EF New... | B edit., | © move v | T Delete
I Page 1 1] » o | Recordsperpage: 100 ~ || Domain: | vistiel comvn | | Direction| Incoming - Totsl: 1
IW_I
& Incoming  duongmn@viel.. duongmn  vietelcemyn  SPF profie
1 ncoming  "@" huyenntvi.. viettelcomyn  KNOT anfivius def  confent basic.. lap
2 ncoming  "@" maihang viettelcomyn  KNOT anfivius def  confent basic.. lap
3 ncoming  "@" ngecquyen  vietelcomwn  KNOT anfivius def  confent basic.. lap
4 ncoming  "@" vudm viettelcomyn  KNOT anfivius def  confent basic.. lap
s ncoming  *@* kykholtd  viettelcomwn  KNOT anfivius def  confent basic.. ap
& ncoming  *@* hoattts vietelcomyn  KNGT anfivius def  confent basic.. ap
7 ncoming  *@* ande vietelcomyn  KNGT anfivius def  confent basic.. ap
f] ncoming  *@* trampg vietelcomyn  KNGT anfivius def  confent basic.. ap
] neoming *@* hiendtin vietelcomyn  KNOT anfivirus def  content basic.. ap
1 neoming *@* truongdvs  vietelcomwn  KNOT anfivius def  content basic.. ap
i neoming *@* . viettelcomyn i medium def }Test dap

Trong Antivirus profile can sta, tich chon Virus scanning va Heuristic
scanning, trong muc Default Action chon Action reject da tao.

187



| Ancivirus [0
Antiirus Profie
Domain

ail Settings + | Profile name:

ault action: predefined_av_reject v || New.. || Edi..

Heugétic scanning

Session Action: | —pefautt— w
AntiSpam &J Cancel

AntiVirus

Content

Authentication
LOAP

Dictionary
Security
IP Pool

Group

Notification

.
Email Archiving
og and Report

+0M+0+

Pé cap nhat miu Virus thuong xuyén thi vao phﬁp Maintenance -
FortiGuard, chinh auto update trong phan Scheduled update, to1 thiéu 1 ngay / 1
lan. C6 thé xem trang thai update trong phan Last Update Attempt va Last Update
Status

- H¢ thong email server can phai c6 co ché chan loc ma doc, APT

Céc loai mail gateway thong thuong hau hét chi chin loc cac loai ma doc
thong thuong. DPdi véi cac loai APT can sir dung cac thiét bi chuyén dung vi du:
Email Security Gateway Viettel, Email Security for Advanced Threat Protection
Fireeye, ... Khuyén cdo st dung bd sung cac dong san pham nay tich hop vao hé
théng email.

- Cap nhat mau virus hang ngay

bam bao license hop 1€ dé cap nhat mau virus lién tuc cho cac loai mail
security, mail anti APT

- Hé thdng email server khong cho phép giri nhan email c6 dinh kém file thuc
thi ké ca trong file nén: .exe, .msi, .bat, .cmd, .com, .bin, .vb, .vbs, .vbe
+ Pdi v6i cac thanh phan 1a Fortimail
Stra Content profile dang sir dung hodc néu chua sir dung Content profile
nao thi can tao mai (Trong Profile - Content) va &p dung.

Céch kiém tra Content profile dang sir dung thi vao phan Policy - Policies -
Recipient Policies. Tim kiém theo Direction 1a Incoming, domain can cau hinh
profile, Recipient Pattern 1a *, khi d6 trong muc Content, click vao phan Content
dé xem thém chi tiét.
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lonitor
laintenance

Policies

Profile

Sy
ai 05
ser
iPolicy =

Access Control

-

B Poiicies
+| |~ IP Policies
2 Ef New... | &
m

Page 1
n

and Report

[+]

1l b

v | W

bl Records per page: 25 v

1 203413... 0.0.008 session blac..
2 203013, 00008 session
3 203113 00000 session
4 00008 00.000 session SPF check
+| Recipient Policies
El New... | B Edt... | © Move v | W Delete

Page 1 1] b bl Records per pags: 100

antivirus def

antivirus def

antivirus def

antivirus def

~ | Domain: | viettel com vn

~ || Direction| Incoming

Total:

SHTP @
SHTP @
ldsp Q

~ Total: 1

nc
1 Inc
2 ne
3 Inc
4 ne
5 Inc
& Inc
7 ne
g Inc
9 ne
10 nc
11 Inc

oming
oming
oming
oming
oming
oming
oming
oming
oming
oming
oming

oming

duongmn@viet..

duongmn viettel com.vn
huyennt_vi_.  viettel comwn
mahong viettelcom.vn
ngocquyen  viettel.comvn
vudm viettelcomvn
kykho_td viettelcom.vn
hoattts viettelcom.vn
lande: viettelcom.vn
trampg viettelcom.vn
higndt10 viettelcomvn
truongdvs  viettelcomvn
= viettelcom.vn

SPF profie
KNOT
KNOT
Knat
KnOT
KnaT
Knat
KNOT
Knat
KnOT
KnaT

in_medium

antivirus def
antivirus _def
antivirus def
antivirus _def

antivirus def

antivirus def

antivirus _def

antivirus def

antivirus _def
antivirus def

antivirus def

content basic.

content basic.

content basic..

content basic.

content basic..

content basic..

content basic.

content basic..

content basic.

content basic..

Khi click vao phan Content dang sir dung, trong phan Attachment Filtering
chon Block va tich chon nhiing dinh dang file dinh kém can chédn, néu chua c6
dinh dang thi dién méi va click vao Create.

lonitor

+1+

laintenance

&

Access Control

¥

Policies

tSpam +
ail Archiving +
og and Report +

1P Policies —

EF New..

page 1 Profile name: Test

\“ prection:

Action:

Block

EEEE
PO

| Recipient Pol
Ef New... | 24
Page 1

[FaesTo ]

5
OOOCOo0OCOoOOCOo0OOOEOOOE

© B N o s W o o

ENEEEEEEEEEE

n Incoming

@

% Domain: et

«| Attachment Filtering

Content Profile

¥ | New...

viettel.com.vn

Edit...

in_medium

m

antivirus def

_ Authentication

suTP
SMTP
ldap

content basic predefi..

content basic predefi

content basic predefi..

content basic predefi

content basic predefi

content basic predefi..

content basic predefi

content basic predefi..

content basic predefi

content basic predefi..
Test

Ciing trong phan Content Profile chon Check Archive Content dé quét file
nén nhu ZIP, PKZIP, LHA, ARJ, RAR va chon Max Level of Compression la 5.

9. Yéu cau vé xac thwe da nhén t6 khi sir dung email (Khuyén cdo)

- Phai x4c thuc da nhan t6 khi nguoi dung sir dung email qua web mail

-Pbi v6i tmg dung email client khong hd trg xac thyc da nhan t6 nhu:
thi sit dung co ché App-

Outlook, thunderbird, email client trén dién thoai, ...
specific passwords (App passwords)
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Hién tai chi c6 1 s6 san pham hd trg tinh ning nay: Zimbra. Riéng Exchange
chi ho tro & ban Cloud (365) khong ho tro & ban On-Primes

10.Chéng ra quét mat khau trong ludng mail ndi bd

- Péi voi ding nhap qua web mail ndi bo: Néu 1 account dang nhép sai 5 1an

lién tuc thi s€ yéu cau nhap captcha

+ Tinh nang mac dinh cua hau hét cac loai Webmail: Exchange, Zimbra,

- Di tu dong block tai khoan néu nhép sai qua nhiéu lan

+ D01 véi email server exchange tinh nang nay dugc cau hinh trén GPO

cau hinh trén Active Directory.

11.Céu hinh log truy vét hé thong email

- Huéng din cau hinh enable Protocol log trén Exchange server

+ Vao EAD cua server mail exchange. Mail flow -> Receive Connector.
Poi véi moi connector nhan email can auth vao phan General -> Protocol login
level -> Tich chon verbose -> Chon Save d€ luu lai

<« C A MNotsecure | 127.0.0.1/ecp/

[J Enterprise  Office 365 4 Exchange Receive Connector - Google Chrome

Exchange admin center

nent Select server:

ation + _" m

NAME

Errrr—

el ey Client Proxy MAILEXCHANGE
Default Frontend MAILEXCHANGE
o Default MAILEXCHANGE
- de Cutbound Proxy Frontend MAILEXCHANGE
unified messaging
cerye
hybrid

MAILEXCHAMNGE.myexample.com

A Not secure

127.0.0.1/ecp/ConnectorMgmt/EditReceiveConnector.aspx?pwmaid= 198

Client Frontend MAILEXCHANGE

general

Llient Frontend MAILEALHANGE

Version:

Version 15.1 (Build 2106.2)

Connector status
¥ Enable

Comment:

Frotorotogomo

None

®) \erbose

Mazximum receive message size (MB):
36 v
*Maximum local hap count:

12

Sa

- Tét ca cac log dugc luu tap trung, luu téi thiéu 3 thang

+ St dung agent security dé déy,log yé cac loai SIEM hoac Log Center
System dé¢ luu trir trong thoi gian dai (T61 thiéu 3 thang)

12.Yéu ciu vé viéc danh gia ATTT dinh ky
Vi¢c danh gia ATTT cho hé théng Email phai duogc thyc hién dinh ky theo

quy dinh ctia don vi phu trach ATTT.
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] ) _ Phuluc10.
HUONG DAN THIET LAP CAU HINH ATTT CHO HE
THONG ACTIVE DIRECTORY

1. Yéu cau vé viéc cai dit hé thong Active Directory (AD) an toan
1.1. Cai @it hé diéu hanh an toan

Xem huéng dan Quy tic cau hinh ATTT cho hé diéu hanh may chu.
1.2. Cai @it H¢ thong active directory an toan

- Sau khi cai dit may chu AD phai update cdc ban vé 16i thuong xuyén.

Chu y: Déi voi truong hop st dung WSUS phai enable update cac ban cép
nhat Security cho Active Directory. Trén may cha WSUS cau hinh nhu sau.

4 5 WsUs
b & Updates
b & Computers
25 Downstresm Servers

i= | This view allows you to configure settings on your server.

Products and Classifications .

Products:
Al Products ~
ft
e Directory

Directory Rights Management Services Client 2.0

QE

«[[] Antigen for Exchange/SMTP
[JASP.NET Web and Data Frameworks
[CIASP.NET Web Framewerks
[[] Azure File Sync
+.[] Azure File Sync agent updates for Windows Server 2012 R2
[[]Azure File Sync agent updates for Windows Server 2016
[IBing
[JBing Bar
..[TSearch Enkancement Pack:
[

<

Al products, including products that are added in the future.

2. Yéu cdu mdi treong van hanh an toan
- M4y sir dung dé remote vao van hanh hé thong Active Directory phai 14 1
may riéng (co thé 1a may do, VDI hodc may PC). May tinh nay phai dép ting cac
yéu cau sau.
+ Pap tng day du cac tiéu chuan ATTT cuia to chirc cho may nguoi dung
cuoi.
+ Khong str dung cho cac muc dich thong thudong nhu: Truy cap internet,
check email, xoan thao/doc cac van ban dang Word, PDF.
+ Co thé sur dung 1 may VDI dé remote va dit lich restore lai trang thai
sach dinh ky hang ngay.
3. Yéu cdu bao vé tai khoan diic quyén, nhém dic quyén
- Yéu cau khong str dung tai khoan thudc nhém c6 quyén cao trong AD trong
mot sO cong viéc khong yéu cau quyén dic biét.
+ C4c tai khoan c6 quyén cao trong AD 13 cac tai khoan thudc nhém

Domain Admins, Schema Admins, Enterprise Admins va tai khoan Administrator
AD.
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+ Khong st dung céc tai khoan thudc nhém c6 quyén cao dé lam tai khoan
Email, tai khoan két n6i LDAP xac thuc vao cac hé thong khac.

+ Cac tai khoan str dung van hanh phai dugc tach ra khong duoc trung voi
tai khoan dang nhap may tinh hang ngay.

- Yéu céu chi str dung tai khoan thugc nhom c6 quyén cao trong viéc xir Iy
su ¢ hodc cai dit cac hé théng yéu cau quyén tuong tmg

+ Trudng hop cai dit cac hé thong yéu cau quyén dic biét (VD: exchange)
thi chi sir dung tai khoan quyén cao trong qua trinh cai dit, khong dung trong van
hanh hang ngay. Sau khi cai dit tao 1 account thuong (Normal Users) gan quyén
quan trj cho account nay dé van hanh hang ngay.

+ Céc budc qua trinh cai dit sir dung tai khoan c6 quyén cao phai tuan th
trinh ty sau: Thiét 1ap log on to -> Cai dat -> Thu hoi log on to.

Vi du: & day 1 sir dung tai khoan ex_install dé cai dit Exchange email server
tén la EX.

B1. Thiét lap log on to ta chon account ex_install
Tao account ex_install, thiét 14p cac quyén can thiét dé cai dit.

Trong Active Directory Users and Groups -> chon Tab Account -> Log on

ex_install Properties 2| x|
Dial-in I Erwironment I Sessions I Remate contral I
Remote Desktop Services Prafile I Perzanal Virtual Desktop I COM+ I
Ganerall fddiess  Account |F'roh|e I Talephonesl Drganlzatlonl Member Dfl
Uszer logon name:
|ex_|nst<' Logon Workstations HE

Uzer lo
VISC\g In Computer name, type the computer's NetBIOS or Domain Mame

Syztem [DNS] name.

Lagm Thiz user can lag on ta:

Al computers

™ Unlc —(* The following computers
Computer name:

Aecounl || Axdd
F U | e Edt |
s || peay
[ Fe Ex FRemove |
[~ 5t

Acco.
N
CE

- |

Chon The following computers va dién vao cac may gom: cac DC (& day la
DCO01 va DC02) va may muodn cho account login vao cai diat EX.

B2: Cai dit hé thong.
B3: Thu hdi log on to: Lam nhu B1 nhung remove may EX di.

~ + Truong hop bét budc phai sir dung account ¢ quyén cao dé xir 1y thi phai
thiét 1ap logon to. Lam nhu trén nhung bo B3.
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- Yéu cau ra soat cac account thuéc nhém cd quyén cao. Loai bo céc tai
khoan khong sur dung

+ Danh sach user cta 1 s6 nhém c6 dic quyén cao mic dinh sau khi cai
xong Active Directory.

Nhom Danh sach member mac dinh

Domain Admins Administrator

Schema Admins Administrator

Enterprise Admins Administrator

Administrators Administrators, Domain Admins,
Enterprise Admins,

Duya vao danh sach mac dinh trén ta s€ loai bo di cac account quan tri thém
vao khong stir dung.

-Yéu cau gidi han cac tai khoan thudc cac nhém cd quyén cao trén AD.
(Thiét 1ap trén Default Domain Controller Group policy.)

+ St dung tinh ning Restricted Group trong Group Policy dé gidi han cac

account thuoc nhém nguodi dung cé dac quyén cao

Str dung cong cu Group Policy Management dé edit Default Domain
Controller Policy

Vao phan Computer Configuration -> Windows Setting -> Security Setting
-> Restricted Group. Chudt phai chon New

Trong hop thoai hién 1én Phan Add Group thém vao Group dinh gidi han.

Phan Member of this group 1a danh sach céac user s& gi6i han thudc group
nay.
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i

Configure Membership for VISC\Domain Admin... |

Members of this group:

VISChadmin_duongmn Add
VISChadmin_namth8

WVISChadmin_ninhnvg
VISChadmin_toannng
VISChadmin_tuanvm3

Fiemoye

I

VISC'wbm_service
VISChwisc_admin

This group is @ member of

Add...

Femayve

Thuc hién gidi han user vdi cac nhom dac quyén

- Yéu cau st dung tai khoan thuong (Domain users) duoc Gy quyén dé thyc
hién mdt s tac vu hang ngay.

+ Su dung tai khoan thuong dé join/unjoin may tinh.

+ Tao 1 tai khoan/nhom tai khoan c6 quyén administrator local dé cai dat
phan mém cho may tinh nguoi dung.

4. Chong tan cong leo thang trén hé thong AD

- Gi6i han céc tai khoan Administrator (AD) khong c6 quyén dang nhép tir
xa dén cac may chu Domain Controller

+ Tao mdi policy cia Domain Controller:

+ Vao Computer Configuration\Policies\Windows Settings\Security
Settings\Local Settings\User Rights Assignments. Chinh stra cac gia tri sau:

+ Luuy:
o O muc 4: Deny log on locally khong dinh nghia.

o Chi ap dung d6i véi tai khoan Administrator (AD), khong ap dung
voi cac tai khoan thugc nhom Domain Admins, Enterprise Admins,
Schema Admins.

STT | Policy Value

1 Deny access to this | DOMAIN\Administrator: La tai  khoan
computer from the ac}ministrator mac dinh cia DOMAIN. Néu da
network doi tén tai khodn nay thi nhép tén tai khoan sau

khi d6i (vi du EVNGROUP\AD_Admin).

Luu ¥: Trong truong hop AD cua to chire theo
mo hinh subdomain thi:
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Trén GPO cua cac may chu DC thuoc AD
sub: add thém ca tai khoan administrator
cua AD root( Vi du la
EVNAD\AD_Admin).

Deny access to this computer from the network Pr... |L-

Security Policy Setting | Explain

;:.‘E. Deny access to this computer from the netwark

Define these policy settings:

evuGrOURad_admin
evnap ‘ad_admin

Add User or Group... Remove

| QK || Cancel | Apply

Trén GPO cua cac may chu DC thugec AD

root: Chi add tai khoan administrator cua
AD root.

Deny access to this computer from the network Pr... _

Security Policy Setting | Explain

;:.'E' Deny access to this computer from the network

Diefine these policy settings:

EVNAD “ad_admin

Add User or Group... lemove

oK | | Cancel Apply

Deny log on as a batch
job

Nhu muc 1
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Deny log on as a
service

Nhw muc 1

Deny log on locally

Not defined

Deny log on through
Remote Desktop
Services

Nhuw muc 1 nhung thém cic nhom sau:

Administrators: La nhom Administrators mac
dinh cua AD.

DOMAIN\Domain Admins: La nhém Domain
Admins (Vi du EVNGROUP\Domain
Admins). Luu y Trong trudng hop AD cua to
chirc theo mo6 hinh subdomain thi:

- Trén GPO cua cic may chu DC cua AD
sub: add thém c4 nhom Domain Admins
cua AD root (Vi du la EVNAD\Domain
Admins).

- Trén GPO cua cic may chu DC cua AD
root: chi add nhom Domain Admins cua
AD root chit khong add nhém Domain
Admins ctia AD sub.

DOMAIN\Enterprise  Admins: La nhom
Enterprise Admins ctia domain. Luu y Trong
truong hop AD cia tO chitc theo md hinh
subdomain thi chi add nhom Enterprise
Admins cua AD root (Vi du la
EVNAD\Enterprise Admins) trén ca GPO cho
cac may chu DC cua AD root va GPO cua cac
may chu DC cua AD sub.

DOMAIN\Schema Admins: Tuong tu nhém
Enterprise Admins. Luu y Trong truong hop
AD cua t chirc theo moé hinh subdomain thi
chi add nhém Schema Admins cua AD root (Vi
du Ia EVNAD\ Schema Admins) trén ca GPO
cho cac may chu DC cua AD root va GPO cua
cac may chu DC ctua AD sub.

Vi du GPO trén AD sub:
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Deny log on through Remote Desktop Services Pr... \L-

Security Policy Setting | Explain

i‘El Deny log on through Remote Desktop Services

Define these policy settings:

Administrators
EviAD‘ad_admin
evnan\Domain Admins
EVNAD'\Enterprise Admins
EVNAD, Schema Admins
EVNGROUP ‘ad_admin
EvNGROUP Domain Admins

| Add User or Group... | Remove

2000 Service Pack 1 or eadier. Apply Group Policy objects
containing this setting only to computers running a later version of
the operating system.

o This setting iz not compatible with computers unning Windows

Vi du GPO trén AD root:

Deny log on through Remote Desktop Services Pr... \L-

Security Policy Setting | Explain

Eﬁl Deny log on through Remote Desktop Services

Define these policy settings:

Administrators
eviap‘ad_admin
evnan\Domain Admins
EVNAD\Enterprise Admins
EVNADSchema Admins
EVNGROUP ‘ad_admin
evngroUP YDomain Admins

| Add User or Group.. | Remove

2000 Service Pack 1 or eadier. Apply Group Policy objects
cortaining this setting only to computers running a later version of
the operating system.

o This setting is not compatible with computers nunning Windows

| 0K || Cancel | Apply

- Gi61 han Logon to dbi vai cac tai khoan thudoc nhom Domain Admins,
Enterprise Admins, Schema Admins

-Dbi v6i cac tai khoan thudc nhém Domain Admins, Enterprise Admins,
Schema Admins thi phai giéi han logon to chi trén cac may DC
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nv07 Properties RS

| General | Addressl Accourt |Prafile | Telephones | Crnganization I Mem ¢ | *

User logon name:

[ |nvD?

| | @viettelgroup viettelad .com W |

! VIETTH

Accourt]

User logon niame {pre-Windows 2000):

Logof  In Computer name, type the computer's NetBIOS or Domain Name
System (DNS) name.

[ Unla This user can log onto:

() Ml computers

(®) The following computers

Logon Workstations

[ Computer name:
Clug |
P3
st DCSUBO1 =%
DCSUBD2
Accoy Remove
® N

Cancel

5. Chong tan cong chéo (ngang hang) trong hé thong AD

- G161 han céc tai khoan quan tri cia domain khong c6 quyén dang nhap trén
may tinh nguo1 dung binh thuong va member server.

+ Tao hoac stra 1 GPO chtra cdc may tinh nguo1 dung va member server

+ Vao Computer Configuration\Policies\Windows

Settings\Security

Settings\Local Settings\User Rights Assignments. Chinh stra cac gia tri sau:

STT | Policy Value

1 Deny access to this | DOMAIN\Administrator: ~ La tai  khoan
computer from the administrator mac dinh cia DOMAIN. Néu da
network doi tén tai khoan nay thi nhap tén tai khoan sau

khi doi (vi du EVNGROUP\AD_Admin). Luu
y Trong truong hop AD cua td chirc theo mo
hinh subdomain thi add thém cé4 tai khoan

administrator cua AD root( Vi du Ila
EVNAD\AD_Admin).

DOMAIN\Domain Admins: La nhdm Domain
Admins (Vi du EVNGROUP\Domain
Admins). Luu y Trong truong hop AD cua to
chic theo mo hinh subdomain thi add thém ca

nhém Domain Admins cua AD root (Vi du la
EVNAD\Domain Admins).

DOMAIN\Enterprise Admins: La nhom
Enterprise Admins ctia domain. Luu y Trong
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truong hop AD cia to chirc theo mé hinh
subdomain thi chi add nhém Enterprise Admins
cua AD root (Vi du la EVNAD\Enterprise
Admins) vi AD sub khdng c6 nhém Enterprise
Admins.

DOMAIN\Schema Admins: Tuong tu nhoém
Enterprise Admins. Néu hoat dong theo md
hinh subdomain thi chi add nhém Schema
Admins cua AD root vi AD sub khong ¢ nhom
Schema Admins.

Tai khoan Administrator local: Néu da doi tén
thi nhap tén tai khoan sau khi da doi.

Nhom Administrators: Nhém Administrators
local trén may nguoi dung, member server.

Deny access to this computer from the network Pr... _

Securty Policy Setting | Explain |

_—_g. Deny access to this computer from the netwark

Define these policy settings:

admin_local_vinet

Administrators

VIETTELAD ad_admin
VIETTELADDomain Admins
VIETTELADErterprise Admins
VIETTELADYSchema Admins
VIETTELGROUPad_admin
VIETTELGROUPDomain Admins

Add User or Group... Remove

OK || cCancel || Apply

Deny log on as a| Nhwmuc 1
batch job
Deny log on as a| Nhw muc 1

service

Deny log on locally

DOMAIN\Domain Admins: La nhdm Domain
Admins (Vi du EVNGROUP\Domain
Admins). Luu y Trong trudng hop AD cua to
churc theo moé hinh subdomain thi add thém ca
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nhém Domain Admins cua AD root (Vi du la
EVNAD\Domain Admins).

DOMAIN\Enterprise Admins: La nhom
Enterprise Admins cia domain. Luu y Trong
truong hop AD cua to chirc theo mé hinh
subdomain thi chi add nhém Enterprise Admins
cia AD root (Vi du la EVNAD\Enterprise
Admins) vi AD sub khdng c6 nhém Enterprise
Admins.

DOMAIN\Schema Admins: Twong ty nhom
Enterprise Admins. Néu hoat dong theo mo
hinh subdomain thi chi add nhém Schema
Admins cua AD root vi AD sub khong ¢ nhom
Schema Admins.

Deny log on locally Properties K

Securty Policy Setting | Bxplain

'g' Dierry bog on localy

[w# Diefine thase pobcy settings

VIETTELAD \Damain Admins
VIETTELAD"Ertemdse Admins
VIETTELADSchema Admins
VIETTELGROUP \Domar Admins

Add Uiser or Group._..

ok | [ Conesl

Deny log on through
Remote Desktop
Services

DOMAIN\Administrator: La tai  khoan
administrator mic dinh cia DOMAIN. Néu da
dbi tén tai khoan nay thi nhdp tén tai khoan sau
khi d6i (vi du EVNGROUP\AD Admin). Luu
y Trong trudng hop AD cia to chirc theo mo
hinh subdomain thi add thém ca tai khoan

administrator cia AD root (Vi du Ila
EVNAD\AD_Admin).
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DOMAIN\Domain Admins: La nhom Domain
Admins (Vi du EVNGROUP\Domain
Admins). Luu y Trong trudng hop AD cua to
churc theo moé hinh subdomain thi add thém ca

nhém Domain Admins cua AD root (Vi du la
EVNAD\Domain Admins).

DOMAIN\Enterprise Admins: La nhom
Enterprise Admins ctia domain. Luu y Trong
truong hop AD cia to chirc theo mé hinh
subdomain thi chi add nhém Enterprise Admins
cia AD root (Vi du la EVNAD\Enterprise
Admins) vi AD sub khéng c6 nhom Enterprise
Admins.

DOMAIN\Schema Admins: Tuong tu nhoém
Enterprise Admins. Néu hoat dong theo md
hinh subdomain thi chi add nhém Schema
Admins cua AD root vi AD sub khong ¢6 nhom
Schema Admins.

Deny log on through Remote Desktop Services Pr... _

Security Policy Setting | Explain |

:—_{g' Dery log on through Remote Desktop Services

Define these policy settings:

VIETTELAD ad_admin
VIETTELAD Domain Admins
VIETTELADErtemprise Admins
WVIETTELAD Schema Admins
VIETTELGRCUP ad_admin
VIETTELGROUP\Domain Admins

| Add User or Group... | Remove

2000 Service Pack 1 or earier. Apply Group Policy ohjects
containing this setting anly to computers running a later version of
the operating system.

o Thiz setting is not compatible with computers running Windows

OK || Camcel || mpply |

6. Sao luu log dang nhap
- Thiét 1ap theo phan cau hinh log cua Guideline theo hé diéu hanh méy chu
- Pay log vé hé thdng SIEM cua t6 chiic

7. Danh gia ATTT dinh ky
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- Pua céac yéu cau danh gia ATTT dinh ky vao chinh sach ATTT cua t chirc
dinh ky.
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) ~ Phuluc 11.
HUONG DAN THIET LAP CAU HINH ATTT CHO HE
THONG WEB SECURITY BLUECOAT

1. Yéu céu vé viéc cai dit hé thong proxy server an toan

- Pam bao License cta hé thong phai con thoi han sir dung

Truy cap vao portal, System Administration > Feature Keys check thoi
han con lai & phan Time Remaining
Feature Keys

Feature Keys for Serial Number: 42071BC5FF78DE9C222D-C2FBD701AD99

Description Status Time Remaining Expiration Date

File Reputation Dormant 314 days 12 May 2015 20:10 (GMT +00:00)

File Analysis . Dormant . 314 days I 12 May 2015 20:10 (GMT +00:00)

IronPort Image Analysis Dormant 314 days I 12 May 2015 20:10 (GMT +00:00)

IronPort Anti-Spam Dormant 314 days | 12 May 2015 20:10 (GMT +00:00)

OQutbreak Filters Dorrnant . 314 days l 12 May 2015 20:10 (GMT +00:00)

Cloudmark Service Provider Edition Dormant 314 days I 12 May 2015 20:10 (GMT +00:00)

Bounce Verification Dormant . 314 days I 12 May 2015 20:10 (GMT +00:00)

Incormning Mail Handling Dormant 314 days 12 May 2015 20:10 (GMT +00:00)

Intelligent Multi-Scan . Dormant . 314 days : 12 May 2015 20:10 (GMT +00:00)

IronPort Email Encryption . Dormant . 314 days . 12 May 2015 20:10 (GMT +00:00)

RSA Email Data Loss Prevention Dormant 314 days . 12 May 2015 20:10 (GMT +00:00)

Sophos Anti-Virus [ Dormant 314 days 12 May 2015 20:10 (GMT +00:00)

Mcafee [ Dormant [ 314 days . 12 May 2015 20:10 (GMT +00:00)

Mo feature key activations are pending.

Check for New Keys
Feature Key: | ]

- Pam bao phién ban OS cta hé théng khong ton tai cac 16 hong CVE

Truy cép vao portal, lya chon phan Monitor> System Status dé kiém tra
Version cua Software cuia hé thong

System Status

Mail System Status [+ | version Information [+
System Status: Online Model: C600V
Status as of: 25 Oct 2018 08:29 (GMT +00:00) Operating Systemn: 9.8.1-015
24 Oct 2018 11:22 (GMT +00:00) Build Date: 05 Jun 2017 00:00 (GMT +00:00)
Up Since: h
(2Lh 7m 255) Install Date: 24 Oct 2018 11:22 (GMT +00:00)
Oldest Message: No Messages waiting for delivery Serial Number: 422DF476E2680FESCFAE-D347A35D69B1

2. Yéu cdu mdi treong van hanh an toan

- Sir dung 1 may riéng dam bao toan bd cac tiéu chudn ATTT cho may ngudi
dung cudi dé van hanh cac hé thong quan trong nhu AD, Proxy, Email. Khuyén
nghi st dung may tinh VDI ¢6 chirc nang tu dong reset vé trang thai sach dé quan
tri cdc may chu tap trung tai don vi
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- Cac may riéng khong dung dé sir dung cho cac cong viéc thong thuong
hang ngay (Duyét email, truy cap internet, doc file van ban MS Office/pdf) chi st
dung d€ van hanh h¢ thong
3. Yéu ciu vé thiét 1ap hé thong proxy

- Thiét 1ap trén cac thiét bi network. Khong ndm trong pham vi tai liéu nay
4. Yéu cau vé giéi han diang nhap va chinh sich mit khau

- C6 gidi han s6 1an nhap password khong cho phép nhap sai qua 5 lan
Truy cp vao portal, System Administration > User > phan Local User Account

& Password Settings click vao Edit Settings > & phan User Account Lock tich
vao 2 6 nhu bén dudi va dit s6 1an dang nhap sai la 5

Local User Account & Password Settings

User Account Lock: . .
Lock accounts after |5 failed login attempts.

Display Locked Account Message if Administrator has manually locked a user account.

Your account is not available due to administrative action. Please
centact your Administrator.

This message appears on the login page if an Administrator manually locks & user sccount.

- C6 gi6i han thoi gian time-out ctia phién két ndi quan trj toi da 1a 15 phat
Truy cap vao portal, System Administration > Network Access > click vao Edit

Settings > & phan Web Ul Inactivity Timeout va CLI Inactivity Timeout dién
thanh 15 nhu anh va Submit

Network Access

- Yéu cau chinh sach mat khau
+ Tat ca cac tai khoan phai c6 mat khau.
+ Mat khau c6 d6 dai tbi thiéu 10 ky tu.
+ Mat kl}éu bao gdm tbi thiéu 3 trong 4 loai ky tu sau: chir cai viét hoa (A
- 7); chit cai viét thuong (a - z); chir s0 (0 - 9); cac ky tu khac trén ban phim may
tnh (" ~1@#$% " "&*() _-+={}[]\]:;"'<>,.?/)vadau cach.
+ Mat khau khong chura tén tai khoan.
- Thoi gian hiéu lyc ctia mat khau d6i véi tai khoan ca nhan t6i da 1a 90 ngay.
Pé thiét 1ap rule cho mét khau, truy cap vao portal, System Administration
> User > phan Local User Account & Password Settings click vao Edit

Settings > & phan Password Reset va Password Rules tich va dién cac thong s6
nhu bén duoi
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Password Reset: O Reguire a password reset whenever a user's password is set or changed by an admin

(Recommended).

Require users to reset passwords after |90 days.
O Display reminder |14 days before expiration.

O allow a grace period of I days to reset the password after the password expiry.
Note: Not configuring this ensures infinte grace period.

Password Rules: .

Require at least IB characters.

Require at least one upper (A-Z) and one lower (a-z) case letter.

Reguire at least one number (0-9). _

Require at least one special character. (2)

Ban usernames and their variations as passwords.

Ban reuse of the |ast |3 passwords.

[ List of words to dicallow in passwords @

Add account mai hoac edit chinh lai password
5. Yéu cau ciu hinh dong bd thoi gian
- C6 cu hinh cip nhat thoi gian theo giao thitc NTP téi NTP Server

Chinh time zone cho thiét bj vao phan System Administration > Time zone
> click vao Edit Settings ..> DBiéu chinh Time zone vé Ho_Chi_Minh

Edit Time Zone

Time Zone Setting

Time Zone: (2) Region:

Country: | [viet Nam v

Time Zone: | |Ho_chi_Minh
-

- C6 céu hinh cip nhat thoi gian theo giao thirc NTP téi NTP Server

Vao phan System Administration > Time Settings > click vao Edit
Settings...

Tich vao phan Use Network Time Protocol dién NTP server va Interface
giao ti€p vo1 NTP server

Edit Time Settings

Time Settings

Time kKeeping Method: ® | Use Network Time Protocol
NTP Server Add Row

[192.168.25.32 m}

Interface for NTP Server Queries: | Management (192.168.30.92/24: ironport.example.com) v|

O | set Time Manually

MM/DD/YYYY HH:MM: S,

Local Time: I:::;---- I-:.-_-.:_

Note: manual time set will take place immediately when the Submit button is clicked — it
is not necessary to "commit” these changes.

An New dé khai bao NTP server méi sau d6 an OK

6. Khuyén cdo ciu hinh SNMP
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- C4u hinh ddy SNMP t6i hé théng SNMP tp trung

SNMP cua thié"g bi khong thé ciu hinh trén giao dién web ma bat budc phai
thuc hién cau hinh bang cach go 1€nh truc tiép qua SSH

Thuc hién SSH vao thiét bi ciu hinh tham khéo theo mau nhu sau

snmpconfig
Do you want to enable SNMP? [Y]> Y

Please choose an IP interface for SNMP requests.
1. Interface 1 (1.1.1.1/24)

2. Management (2.2.2.2/24)

[2]> 2

Enter the SNMPv3 passphrase.
> (Your SNMPv3 Passphrase)

Which port shall the SNMP daemon listen on?
[161]>161

Service SNMP V1/V2c requests? [N]> Y

Enter the SNMP V1/V2c community string.
[ironport]> (Your SNMP String)

From which networks shall SNMP V1/V2c requests be allowed? Separate
multiple

networks with commas.

[2.2.2.2/24]>

Enter the Trap target as a host name, IP address or list of IP addresses

separated by commas (IP address preferred). Enter “None” to disable traps.
[127.0.0.1]> 2.2.2.10 (IP of Monitoring Server)

Enter the Trap Community string.
[ironport]> (Your SNMP String)

7. Yéu ciu vé sir dung mi héa

- C6 str dung tinh nang SSL Inspection (néu hé thong hd trg)

- C4u hinh trén proxy/web security gateway bypass khong giai mi cac trang
web tin cay v€ vé tai chinh ngan hang, cac web chira thong tin ca nhan cua nguoi
dung nhu céac trang mang xa hdi, email.

- Cac budc thuc hién nhu sau

B1: ¢ phan Security Services > HTTPS Proxy. Click Enable and Edit
Settings.

B2: Thuyc hién tao Certificate dé chén vao giita giai ma cac truy cap web sir
dung https Iya chon Use Generated Certificate and Key.

206



B3: Click Generated Certificate and Key dién cac thong tin tuy chon va 4n
Generated

Generate Certificate and Key

Common Name: |Cisco

Organization: [IronPort

Organizational Unit: |WebTeam

Country: |

. JUS
Duration before expiration: |>1_;I” | months

Basic Constraints: | get X509v3 Basic Constraints
Extension to Critical

Generate | Cancel

B4: Thyc hién Submit va Commit dé save lai

B5: Download certificate vé

& Use Generated Certificate and Key Generate New Certificate and Key

Common name: Cisco
Organization: IronPort
Organizational Unit: WebTeam
Country: US
Expiration Date: Dec 24 18:17:25 2017 GMT
Basic Constraints: Not Critical

Download Certificate... | Download Certificate Signing Request...

B6: Tao Policy dé giai ma cac traffic HTTPS bang cac truy cip vao Web
Security Manager > Decryption Policies.

B7: Lya chon URL Categories muén s& giai ma traffic HTTPS (Khuyén céo
khong nén gidi tich vao cac category lién quan dén linh vyc tai chinh ngan hang
hoac linh vuc nhay cam chtra thong tin nguoi dung )
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Predefined URL Category Filtering

Pass Through Monitor Decrypt Drop (7 Quots-Based | Time-Based
o o o o ©
Category Select all Select all Select all Select all | (Unavailable) | (Unavailable)
© Nature v - - =
© MNews v - -
© Non-governmental Organizations v - -
©) Non-sexual Nudity v T =
© Online Communi ties ./ - -
© Online Storage and Backup v 4 - -
€ Online Trading v == -
@ organizational Email ,J - =
©) parked Domains by = =
€ Peer File Transfer ,‘/ - -
© Personal Sites vy - -
€ Photo Search and Images v o =
© politics A
© pormography v
©) professional Networking vy
© Real Estate v -
© Reference - | - -
©) Religion > - =
© sass and B2B v | - =
© safe for Kids i JE= 2
© Science and Technology v i =%
© Search Engines and Portals v - -
© Sex Education ,/ - =
© shopping < _ _
€ social Networking _J = =
© social Science < = =
© Society and Culture of - - -

BS8: Sau khi da Iua chon xong thuc hién Submit va Commit
8. Yéu cdu vé ngin chin cac C&C server diéu khién ma doc
- Thuc hién cap nhat thuong xuyén danh sach C&C.

- Thue hién chin két ndi dén IP va domain cua may chu diéu khién ma doc
C&C theo cac thong bao cua bd phan ATTT tai don vi

- Khuyén cao nén thyc hién cai dat policy theo hudng mac dinh block all, chi
mo nhiing trang web nao can mé

- Trong truong hop nguoc lai, hoac mudn chén cu thé céc trang web, server
thuc hién cac budc sau:

B1: Pinh nghia Category mdi bang cach vao Web Security Manager >
Custom URL Categories > click vao Add Custom Category

~ B2: Tao tén cho Custom Category va dién cac IP hoic URL mudn block sau
do an Submit
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Custom URL Categories: Add Category

Edit Custom URL Category

Category Mame: ICNC

List Order: I]_

Sites: (2) 14.23.1.23 LSort URLs |
34.28.3.2 Click the Sort URLs

button to sort all sits
URLs in Alpha-numerical
order.

(e.g. 10.0.0.1, 2001:420:80:1::5, example.com,)

~ Advanced | Regular Expressions: (%)

Enter one regular expression per line.

B3: Thuc hién vao Web Security Manager > Access Policies > An vao Add
Policy hoac chon policy can di¢u chinh.

B4: bat tén cho Policy va gan Profiles hoac nhém Users s€ dung sau do
Submit

Access Policy: Add Group

Error  —  Errors have occurred. Please see below for details.

Policy Settings

|#! Enable Policy

Policy Name: (2) | [gLock cnC
(e.g. my IT policy)

Description: | |BLOCK CRC server

Insert Above Policy: | | 1 (Glebal Policy) ¥
Policy Member Definition

Membership is defined by the combination of the following options. All criteria must be met for the policy to take effect.
Please define at least one of the following: a specific iden... more

Identification Profiles and Users: | | Select One or More Identification Profiles ¥ |

Identification Profile Authorized Users and Groups [ Add 1dentification Profile |

IT Test v Mo authentication required i}

b Advanced | Define additiona! group membership criteria.

B5: Thyc hién Click vao phan URL Filtering ctia Policy muén thay dbi

Add Policy... l

Protocols and Web Reputation and
Order | Group User Agents URL Filtering | Applications Objects Anti-Malware Filtering Delete
policy1 ’ Block: 1 :
1 Tdentity: intarnalnet (global policy) Monitor: 78 (global policy) | (global policy) (global policy) 171
Global Policy S S < | Web Reputation: Enabled
| Identity: Al No blocked items | Monitor: 78 | Monitor: 146 No blocked items | Anti-Malware Scanning: Enabled
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B6: Click vao phan Select Custom Categories Category nao mudn thém vao
thi chon Include in policy va an apply

Select Custom Categories for this Policy

Category Setting Selection

CNC | Include in palicy v |

[ Cancel

B7: Thyc hién cac tuy chon nhu Block hodc Allow cho Category mdi tao va
Submit

Custom URL Category Filtering

These URL Categories are defined as group membership criteria. All other categories are not applicable for this policy.

Use Override Global Settings
Global B B -
Settings Block Redirect | Allow (? Monitor Warn (2 Quotz-Based Time-Based
L] o @
Category Select all | Select all | Select all | Select all | Select all | Select all | (Unavailable) | {Unavailable)

€ cne - | v, — —

| Select Custom Categories... |

9. Yéu cau veé kiém soat irng dung
- C¢ bat tinh nang kiém soat két noi dén g dung (néu c6 ho tro)

- Thye hién chan két ndi dén cac may chu diéu khién tir xa (nhu Teamviewer,
Logmein, Ultraviewer)

Cach thuc hién nhu sau
B1: Thuc hién vao Web Security Manager > Access Policies > An vao Add
Policy hoac chon policy can di€u chinh.

B2: Dit tén cho Policy va gan Profiles hoac nhom Users s€ dung sau do
Submit

Access Policy: Add Group

Error  — Errors have occurred. Please see below for details.

Policy Settings

#| Enable Policy

Palicy Name: |7/ | [BLOCK CNC
(e.g. my IT policy)

Description: | |BLOCK C&C server

Insert Above Policy: | [ 1 (Global Policy) ¥

Policy Member Definition

Membership is defined by the combination of the following options. All criteria must be met for the policy to take effect.

Please define at least one of the following: a specific iden... more

Tdentification Profiles and Users: | | Select One or More Identification Profiles ¥

Identification Profile Authorized Users and Groups Add Identification Profile
IT Test v No authentication required g

b Advanced | Define additional group membership criteria.
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B3: Thuyc hién Click vao phan Applictions ctia Policy mudn thay d6i

Add Policy... I

Protocols and Web Reputation and
Order | Group User Agents URL Filtering | Applications Objects Anti-Malware Filtering Delete
licy1 ’ lock: 1
3 [EERY (global policy) 2 (global policy) | (global palicy) (global policy) u

Identity: internalnet Monitor: 78

Web Reputation: Enabled
Anti-Malware Scanning: Enabled

Global Policy

Identity: All No blocked items | Monitor: 79 Monitor: 146 No blocked items

B4: O phan Presentation/conferencing lya chon application mudn block va
submit

10. Yéu céu vé chiin loc cac website (URL Filtering)

- C6 dinh nghia céac loai trang web, cac trang web ddc hai, khong phu hop
khong duoc truy cap to.

- C6 dinh nghia cac loai trang web, cic trang web c6 tinh chat khong phu
hop véi cong viée, khong dugce truy cap hodc gidgi han truy cap trong gio lam viéce
hanh chinh.

- C6 cap nhat cac loai trang web, danh sach trang web thuong xuyén bao gom
cac loai trang web dugc phép va khong dugce phép truy cap toi.

- Cau hinh chi duoc két ndi dén cac trang web dugc phép truy cap.

- C4u hinh chin khong cho két ndi t6i cac trang web khong duge phép truy
cap

Mudn chin hodc mé cu thé céc trang web, server thuc hién cac budc sau:

B1: Thuce hién vao Web Security Manager > Access Policies > Anvao Add
Policy hodc chon policy can di¢u chinh.

B2: Dat tén cho Policy va gan Profiles hodac nhém Users s€ dung sau do
Submit

Access Policy: Add Group

Errer  —  Errors have occurred. Please see below for details.

Policy Settings

“| Enable Policy

Policy Name: {2/ | [sLock cuc
(2.g. my IT policy)

Description: | |BLOCK C&C server

Insert Above Policy: || 1 (Global Policy) ¥

Policy Member Definition

Membership is defined by the combination of the following eptions, All criteria must be met for the policy to take effect.

Please define at least one of the following: a specific iden... more

Identification Profiles and Users: | | Select One or More Identification Profiles ¥

Identification Profile Authorized Users and Groups Add Identification Profile
IT Test v Mo authentication required i

b Advanced | Define additional group membership criteria.
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B3: Thuc hién Click vao phan URL Filtering ctia Policy muén thay dbi

Add Policy... I

Protocols and Web Reputation and
Order | Group User Agents URL Filtering | Applications Objects Anti-Malware Filtering Delete
policy1 . Block: 1
1 | Identity: internalnet | (9lobal policy) Monitor: 78 | (9lobal policy) | (global policy) (global policy) &

Web Reputation: Enabled
Anti-Malware Scanning: Enabled

Global Policy

Identity: All No blocked items = Monitor: 79 Monitor: 146 No blocked items

B4: Tich vao block cac Category va Web mudn chin
Access Policies: URL Filtering: Global Policy

Custom and External URL Category Filtaring

No Custom Categovies are included for this Poficy.

Select C;stomrcal.egormsn. '
Predefined URL Category Filtering

These URL Categories are defined as group membership critena. All other categories are not applicabie for this poficy.

Block Monitor Warn (7 Quota-Based | Time-Based
%) [z} (0] ) ©

Category Sciect all Sciect a8 Select ail (Unavailable) | (Unavailable)
w - -

IR VST Ry
© Real Estate

€) Reference

© Religion

) 5285 an¢ B28

©) safe for Kids

€) sdence and Technology

€) Search Engines and Portals

€) Sex Education

AL NI NI L L N L L
|
|

€ snopping
€ Social Networking v - -
€) Socia! Science

© society and Cuture
€) Software Updates

€) Sports and Recreation

LKL L4
|
|

€) Streaming Audio

11. Yéu cau vé chan loc Virus

- Céc yéu cau nay thuc hién danh cho céc thiét bi c6 tich hop va hd tro tinh
nang AntiVirus

- Cap nhat thudng xuyén cac mau virus mai nhat.
- C6 bat tinh nang quét virus, phat hi¢n file ddc hai duoc tai Xuéng tur website.
B1:Vao phan Security Services > Anti-Malware and Reputation

bam bao thiét bi co license anti virus va dugc cap nhat moi nhat
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Anti-Malware and Reputation

Anti-Malware and Reputation Settings

Reputation Services

Web Reputation Filtering:

Web Reputation Filtering is currently disabled globally.

Adaptive Scanning:
Advanced Malware Protection Services

File Reputation Filtering:

Adaptive Scanning is only available when Web Reputstion Filtering is enabled.

Feature Key for File Reputation Filtering has expired or is unavailable.
For information on enabling this feature with a new key, contact your Cisco sales representative.

File Analysis:

DV'S Engine Object Scanning Limits:

Anti-Malware Scanning Services

Feature Key for File Analysis has expired or is unavailable.
For information on enabling this feature with & new key, contact your Cisco sales representative.

Max. Object Size: 32 MB

Sophos: | Enabled
McAfee: | Feature Key for McAfee has expired or is unavailable.
For information on enabling this feature with a new key, contact your Cisco sales representative.
Webroot: | Enabled

Threat Risk Threshaold: 90

Edit Global Settings...

Anti-Malware Engine and Web Reputation Rules Updates

Attention - Updates in progress.

File Type Last Update Current Version New Update

Cisco DVS Engine Never Updated 1.0 Mot Available
Cisco DVS Malware User Agent Rules Never Updated 0.554 Mot Available
Cisco DVS Object Type Rules Never Updated 0.554 Mot Available
Sophos Engine Success - Thu Sep 20 22:48:20 2018 3.2.07.373.0_5.54 Mot Available
Sophos IDE Success - Mon Oct 29 12:24:04 2018 2018102901 Mot Available
Webroot Anti-Malware Engine MNewver Updated 2.1.5.8 Mot Available
Webroot Engine Definition Mewver Updated 2.1.5.8 Mot Available
Webroot Malware Categories DATs Success - Mon Oct 29 12:15:48 2018 979 Mot Available

Update Now

B2: Thyc hién vao Web Security Manager > Access Policies > Anvao Add
Policy hoac chon policy can

B3: Dit tén cho Policy va gan Profiles hoac nhom Users s€ dung sau do
Submit

Access Policy: Add Group

diéu chinh.

Error

Errors have occurred. Please see below for details.

Policy Settings

¥ Enable Policy

Policy Mame: @

|BLOCK cnC
(e.g. my IT policy)

Description:

BLOCK CAC server

Insert Above Policy:

1 (Glebal Policy) ¥

Policy Member Definition

Membership is defined by the combination of the following options. All criteria must be met for the policy to take effect.

Flease define at lzast one of the following: a specific iden... more

Identification Profiles and Users:

| Select One or More Identification Profiles ¥ |

Identification Profile Authorized Users and Groups

| Add Identification Profile |

v | Mo authentication required i}

IT Test

I+ Advanced

Define additional group membership criteria.

Cancel

~B4: Thyc hién Click vao phan Anti-Malware and Reputation cta Policy
muon thay doéi
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Add Policy... I
Protocols and Web Reputation and
Order | Group User Agents URL Filtering | Applications Objects Anti-Malware Filtering Delete
policy1 o Block: 1 <
1 Identity: intarnalnet (global policy) Monitor: 78 (global policy) | (global policy) (global policy) 7]
Global Policy . . : Web Reputation: Enabled
Identity: All No blocked items | Monitor: 7 | Monitor: 146 No blocked items | \ v i are Scanning: Enabled

B5: O phan Web Reputation and Anti-Malware Settings thuc hién chon
nhu bén dudi > Tich vao Enable Suspect User Agent Scanning > Chgn action
Block hoac monitor va submit

Access Policies: Anti-Malware and Reputation Settings: BLOCK CNC

Web Reputation and Anti-Malware Settings

Define Web Reputation and Anti-Malware Custom Settings ¥

Web Reputation Settings

Festure key for this setting has expired or is unavailable. For information on enabling this feature with 3 new key, contact your Cisco sales representative.

Advanced Malware Protection Settings

Feature key for this setting has expired or is unavailable. For information on enabling this feature with 2 new key, contact your Cisco sales representative.

Cisco DVS Anti-Malware Settings

Feature Key for Webroot has expired or is unavailable.

Festure Key for McAfee has expired or i izble.

Feature Key for Sophos has expired or ble.

w key, contact your Cisco sales representative.

For information on enabling this feature

Webroot, McAfee and Sophos are currently disabled globally.

#| Enable Suspect User Agent Scanning
Monitor Block
3]

Q

Other Categories Select all | Select all

6 Suspect User Agents V

[Concal |

12. Yéu cau chin file upload
- Thuc hién chan nguoi dung upload tai liéu Ién cac trang chia sé dit li¢u truc

tuyén, truy cap public email, mang xa hoi
Vi du thuc hién chan upload 1én Google Drive thyc hién nhu sau, cac trang khéc
lam tuong tu

B1: vao phan Security Services > Cisco Data Security Filters > Edit
Settings

bam bao Cisco Data Security Filters Status da dugc Enables

Cisco Data Security Filters

Cisco Data Security Settings

Cisco Data Security Filters Status: | Enabled

Edit Settings...

B2: Vao phan Web Security Manager > Cisco Data Security> Tao m&i
Policy bang cach Add Policy > dat tén va lya chon Group user s€ ap Policy
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Cisco Data Security Policy: Add Group

Policy Settings

¥ Enable Policy

Policy Name: ([ |B|c-c|< fupload
(e.g. my IT policy)

Description: | | glock fupload|

Insert Above Policy: | | 1 (Global Palicy) ¥

Policy Member Definition

Membership is defined by the combination of the following options. All criteria must be met for the policy fo take effect.

Identification Profiles and Users: | | Select One or More Identification Profiles ¥

Identification Profile Authorized Users and Groups | Add Identification Profile |

IT Test v Mo authentication required i}

I Advanced | Define additional group membership criteria.

[Cance |

B3: O phﬁnl Policy click vao phan URL Filtering dé lya chon cac web
site/category muon chan upload file

Custom URL Category Filtering

These URL Categories are defined a5 group membership criteria. All other categories are not spplicable for this policy.
Use Override Global Settings
Global = B
Settings Allow |7 Monitor Block
L] Q LX)

Category Select all | Select all | Select all | Select all
€3 cne — | vy
| Select Custom Categories... |

B4: Tich vao phan category mudn block upload file va submit
13. Yéu cu vé luu log hé thong

- Luu day du log truy cdp ctia ngudi dung, thong tin log bao gom dia chi IP
nguon, [P dich, tén user, thoi gian, URL truy cép, method, ma trd vé, content type
trd v€, User Agent, Referer.

- Vao phan System Administration > Log Subscriptions> click Add Log
Subscription

- C4u hinh cac tham sb nhu sau:
, + Log Type: Lya chon loai log sé& déy, khuyén c4o lya chon nhiéu loai log,
to1 thi€u phai c6 céc loai sau:
o Access Logs
Audit Logs
Proxy Bypass Logs
GUI Logs
CLI Audit Logs
Configuration Logs

© O o O O
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Logging Logs

Data Security Logs
Default Proxy Logs
McAfee Logs (Néu c6 mua license check virus ciia McAfee)
System Logs

Traffic Monitor Error Logs
Traffic Monitor Logs
Updater Logs

Upgrade Logs

Web Categorization Logs
Reporting Query Logs
OCSP Log

+ Log Name: Pién tén tuy chon

o o o o o o o o o o o o

+ File Name: Pé mic dinh hodc dit tén riéng
+ Maximum File Size: St dung cdu hinh Default

Tich vao phan Syslog Push dién thong tin IP server luu log, protocol va
Facility

Sau d6 submit

O] Syslog Push

Hostname: | |195.35.2.35

Protocel: | ® upp O TCE

Facilty:

- Tét ca log duogc luu tdi thiéu 3 thang dé ra soat trong truong hop can thiét.
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) ~ Phuluc 12.
HUONG DAN THIET LAP CAU HINH ATTT CHO HE
THONG KASPERSKY SECURITY CENTER
1. Yéu ciu vé viéc cai dit Hé thong antivirus tap trung an toan
- Cac thanh phan cua hé théng Antivirus tap trung phai duoc cai dat trén hé
djéu hémh an toan, da duoc thiét 1ap cau hinh chinh sach bao mat dam bao Quy
tac cau hinh ATTT cho hé diéu hanh.

- Phién ban cai dat phai 1a phién ban van duy tri cac ban va c@p nhat boi nha
san xuat, du’gc cap nhat ban va va ddm bao khong mac cac 16 hong bao mat da
dugc cong bo.

- Khong str dung cac account thugc nhém Domain Admins, Schema Admins
hoac Enterprise Admin cai dat.

2. Yéu cau moi trwomg van hanh an toan

- User remote quan tri h¢ théng Antivirus phai enable co ché xac thuc da
nhan t0 (token/OTP).

- Su dung 1 may riéng dam bao toan bo cac tiéu chuan ATTT cho may ngudi
dung cudi dé van hanh céc hé thong antivirus.

- Cac may riéng khong dung dé sir dung cho cac cong viéc thong thuong
hang ngay (Duyét email, truy cap internet, doc file van ban MS Office/pdf) chi su
dung dé€ van hanh h¢ thong.

3. Yéu cau vé thiét 1ap chinh sach trén hé thong antivirus tip trung
3.1. Phan quyén cho user quén tri tir xa (remote console)
-Ddi voi quan tri vién toan bo hé théng Antivirus tap trung

+ Dung tool Kaspersky Security Center — chon Server — Chudt phai —
Properties — Add tai khoan quan tri toan bo hé thong vao va click Full quyén cho
User nay trong muc Rights.

=10l x|
Fie Acton View Help
X Fallis) ofll ? oo
l? Kaspersky Security Center . vz
(M Properties: Administration Server KAV 2| -10f x|
('§] Administration Server KAV = . & x
Security
ters
Names of roups or users:
A BULTIN\Administrators Add -
&AKAVKLAdmnS
A KAVOperators Remove
& VIETTEL KLAdmins
& VIETTEL WL Operators
& duongmn
# () Reposton Events storage S
() Repositones Permissions for duongmn:

Web server Rohs | |
Security Name Alow Deny
User roles = Kaspersky Security Center Adn
=) General features
e

(2 Deploy acperhy Lab 2ppc
& Keys

# Herarchy of Servers

@ User rights

EEEEEEEEREE|
AL

X8

Help oK

fo)
5
8
\

| .

© Change task settings

- Dbi v6i quan tri vién 1 Group trong hé thdng Antivirus tip trung
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+ Dung tool Kaspersky Security Center — chon Server — Chudt phai —
Properties — Add tai khoan quan tri 1 Group vao va chon nhitng quyén sau:

o Kaspersky Security Center Admin — General features — Basic
functionality: Read

o Kaspersky Security Center Admin — General features — Deploy
Kaspersky Lab applications — Read, Modify, Execute, Manage
Kaspersky Lab patches

o Kaspersky Security Center Admin — System Management —
Remote installation — Read, Modify, Execute

- Sau d6 néu mudn phan quyén cho 1 user duoc phép quan tri 1 nhom bat ky,
thi str dung cong cu Kaspersky Security Center — Managed computers — chon
Group can phan quyén — Properties — Security, bo chon Inherit, add thém user can

phan quyén, va trong muc Rights click cac quyen can thiét.

m Action View Help

les |z B0 XE=de=|

General

K.Kaspe kys:utvc nter
KAV

2l =10l

I” Inherit
Client computers

S | Automatic installation R e

BUILTI!
&AKAV\KLAmins
£AKAV\KLOperators

duongmn

Computer status

Update Agents
or  Security

8 ff\ Repositories Permissions for duongmn:

Rights | Roles |
_Name
 Kas perskySec ltv( nter Adn
& General feature:
] s ic fun cu nality
[ Event processing
[ Deploy Kaspersky Lab applice
[ Keys
[ Hierarchy of Servers
[ User rights
[ Virtual Server
=] Mobie Device
[ General |

| Allow Deny

<IRS|

Management

Il

o
g

il &
§

N

- Trong truong hop khong c6 tab Security thi sit dung cong cu Kaspersky
Security Center chon vao Server — View — Configure interface — click toan b cac
option co thé.

Fie Acton | View Help
&9 [ FEIREE [ HE

(== T
U Managed computers
D %} Administration Servers [V Display Systems Management
P.CNTT
3 Administration Server tasks ¥ Display data encryption and protection
4 Tasks for specific computers [V Display endpoint control settings i
J; User accounts : : _ ]
& [12) Reports and notifications IV Display Mobile Device Management
& [@] Application management [V Display slave Administration Servers
] A Remote installation
[ |@| Data encryption and protectior [V Display security settings sections p
= % Mobile Device Management =]
[ i@ Unassigned devices i
2] E\ Repositories E Cancel

- Cai dat ty dong Net Agent cho cac may join AD
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+ Trén Kaspersky Security Center tao 1 g6i stand-alone chi bao gdm
Network agent néu chua c6: Vao Remote Installation — Installation packages —
Chon Kaspersky Security Center Network Agent va click vao Create stand-alone
installation package. Trong budc tiép theo chon Move unassigned computers to
groups vao Group computer, mic dinh 13 "Managed computers". Cac budc tiép
theo chon mac dinh

7Y
[ €] Stand-alone Installation Package Creation Wizard

Moving to the list of managed computers

Select the group to which computers will be moved after installation:

" Do not move computers

{¢ Move unassigned computers to the group:

Managed computers Select...

+ Sau khi tao duoc goi cai dat stand-alone thi s& c6 duong din dén file nay,
vi du: "\192.168.30.34\kIshare\PkgInst\NetAgent_10.2.434\setup.exe", c6 thé
stra lai tén file, thu muc hodc chuyén sang 1 thu muc chia sé khac ma may tinh
nguoi dung c6 thé két ndi dén duoc.

+ Tao 1 script .bat v6i ndi dung sau dé cai dit cho cac mdy join Active
Directory ma chua cai dat Net Agent. Néu da cai Net Agent roi thi chinh lai server
cho chinh xac (Trong truong hop cai Net Agent tir don vi khac chuyén sang)

@echo off

if exist "C:\Program Files\Kaspersky Lab\NetworkAgent\" (
pushd "C:\Program Files\Kaspersky Lab\NetworkAgent"
klmover.exe -address 192.168.30.34
net start AVP
sc config AVP start=auto
net start klnagent
sc config klnagent start=auto
exit

) else if exist "C:\Program Files (x86)\Kaspersky
Lab\NetworkAgent\" (

pushd "C:\Program Files (x86)\Kaspersky
Lab\NetworkAgent"

kimover.exe -address 192.168.30.34
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net start AVP

sc config AVP start=auto
net start kinagent

sc config klnagent start=auto

exit
)
set
SHARE PATH=\\192.168.30.34\klIshare\PkglInst\NetAgent_10.2.4
34

set DEST_PATH="C:\KES_KCQ"

if exist %DEST_PATH% goto :caidat
mkdir %DEST_PATH%%
copy %SHARE_PATH%\setup.exe %DEST PATH%
%DEST_PATH%\setup.exe /s
exit

-caidat
copy %SHARE_PATH%\setup.exe %DEST PATH%
%DEST_PATH%\setup.exe /s

exit

+ Luu y: Stra lai dia chi IP ctia Kaspersky Security Center va duong dan
download file cai dat net Agent cho chinh xéc

+ Sau do6 vao Active Directory tao hodc stra GPO &p dung cho cac may tinh
join vao AD, vao phan Computer Configuration — Policies — Windows Settings —
Scripts — Startup. Mo tab Scripts va add Script phia trén vao. Luu y Script cling
phai & thu myc share méa cac may tinh trong AD c6 thé két ndi dugc
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£ Group Policy Management
& File Acton View Window Help

&5 |m|R c|HE
=, Group Policy . = —
o
[ (£ Dom| File Acton View Help
EF

=10lx|

¢9[2p|0=H5m 20|
=/ Install Net_agent pcoLviETTEL« ™ o - _
E || B % Computer Configuration Silfcs IP°"’5' el Scripts |
1 Polices 5l
| Software Settings = Startup Scripts for Install Net_Agent
B[] Windows Settings Dist
__| Name Resolution Pt
f Site: ) Sapts (Startupjsh | Des [ ]

< g o

3 Grot =, seaurity Settings \\192.168 30 33\Shared\NetAgert._install bat

% Grot iy Policy-based Qos

| Administrative Templat
=] Preferences
B 4% User Configuration
] Policies
| Preferences

< | | Remove

To view the script files stored in this Group Policy Object, press
the button below.

ok | Cancel | appp |

K 2|\ Extended £ Standard /.

[ l

| This GPO is linked to the following WMIfilter:

- Cai dat ty dong Kaspersky endpoint security (Chi ap dung cho may da cai
Network Agent)

+ Trong Kaspersky Security Center — vao Group computer mudn tu dong
cai dat Kaspersky endpoint security (vi du trong thue myc Managed computers) —

Properties — Automatic installation - Chon Kaspersky Endpoint Security (Iuu y
chon phién ban cho phu hgp) — click OK.

3

e 2molD olH
o Kaspersky Secunity Center
= ¢ Administration Server KAV
=2 Managed computers
2] %\ Admnistration Servers
® i pontT e =
s Administration Server tasks || Client computers L] tothe
& Tasks for specific computers || 5 et S
A User accounts Learnmore...
@ (%) Reports and notifications Computer status
@ [& Application management
@ 0t

Automatic installation 1
General

Dptaciaenis [ [ Kaspersky Endpoint Security 10 for Windows (10.2.4.674)
& 2 encryption and protection] Security O |1} Exchange ActiveSync Mobie Device Server (10.2.434)

@ (S Moble Device Management
# g Unassigned de:

® “f Rabosinies s O |1 Kespersky Security Center Network Agent (10.2.434)

(=l

O [ i05 MOM Mobile Device Server (10.2.434)

duongmn

+ Sau khi thuc hién thi Kaspersky Security Center sé& tw dong tao thém Task
la "Automatic installation — Kaspersky Endpoint Security 10 for Windows". Chon

Properties cua task nay — Schedule — chon chay 1 tiéng 1 1an va tich vao "Run
missed tasks"
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[ Properties: Automatic installation - Kaspersky Endpoint Security 10 for Windows (10.2.4.674) 2| 1ol x|
Sections Schedule
General
— -, Scheduled start:
Notification [Every Nhours |
Schedule
Settings -
Startinterval (hours): & =
Account
05 Festint Starting from point in time:
r 0 =
Exclusions from task scope Endays ;. Aot 2% 2017 > Jeoxs2am =
) : =
Advanced
Help oK | Cancel | apl |
A

3.3. Thiét 1ap cau hinh cap nhat cho antivirus
- Cap nhat mau virus vé may chu antivirus tip trung
+ Vao phan Administration Server Tasks

o4 Néu di co task voi task type: Download updates to the repository roi thi
kiém tra lai cac tham s sau:
o Schedule: Téi thiéu phai 1 ngay 1 lé}n "chon Every N days va chon
interval 1a 01 days. Recommend dé€ 1 tiéng 1 1an (Mdc dinh).

[N Properties: Download updates to the repository 2| =10l x|
Sections Schedule
General 1
Notificatios
Schedule
Settings -
Startinterval (hours): 1 3
Updates verification
Acc t Starting from point in time:
Sty [ Frday , Api 14,2017 =] [osesam =
I~ Run missed tasks
I™ Define tesklunchid
e b 1 =
Advanced
Help oK l Cancel ] I
4

o Settings:
o Phan Update Sources — Chon Kaspersky Lab update servers (Mic

dinh).
21
List of available sources that will be used to download updates:

Pa Kaspersky Lab update servers ﬂ

3

x|
Add... Properties |

[

o Phan Connection Settings: Bo tich Define proxy .. va tich chon
Use passive FTP mode (Mac dinh)
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2ix|

I Define proxy server settings automatically

If proxy settings are not defined the connecti of the
Server are used.

[V Use passive FTP mode

Connection timeout (sec): . |
T

o Phan Updates list: Chon Auto Detect Updates list (Mic dinh)
- Thiét 1ap update qua Proxy:

+ Trong Kaspersky Security Center — Chon server Antivirus tap trung —
Properties — Advance — Configure Internet access. Nhap dia chi IP va port cta
proxy, click Bypass proxy server for local address

¥ Kaspersky Security Center Bl . ! =t

2ol xjh,

Configuring Internet access

¥ Use proxy server

oo 192.168.30.31
Port rumber: 3128 |
I Bypass proxy server for local adcresses.

I™ Proxy server authorization

Facsiyord

e o | |

- Néu chua c6 task nao véi task type: Download updates to the repository thi
tao 1 task moi

+ Create New task

51
{ ) New task wizard

Define the task name

Name:

Download updates to the repository

o

+ Chon Download updates to the repository. Luu ¥ néu da c6 task update
ro0i thi s€ khong c6 lya chon nay.
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W New task wizard i x|

@ New task wizard

Select the task type

= |@ Kaspersky Security Center Administration Server
& Create installation package based on the OS image of the reference computer
@ Deliver reports

@ Download updates to the repository

&” Perform Windows Update synchronization

o

+ Tat ca cac option dé mic dinh. Sau d6 chinh stra lai cac option theo nhu
muc " Néu da c6 task Download updates to the repository" phia trén.
x4

@ New task wizard

Configure task scheduling settings
Scheduled start: [Every N days =
Startinterval (days): 1 _]::'
Starting from point in time: 7:00:38 AM 3:

IV Run missed tasks
I= [ Defi

3.3. Cap nhat miu virus vé antivirus client trén may tram

- Vao phan Managed Computers — Chon Group mudn céu hinh — Task (Hozc
c6 thé cau hinh tai Managed Computers — Task dé ké thtra cau hinh xudng céc
Group con)

- Néu di c6 task véi task type: Update rdi thi kiém tra lai cac tham s6 sau:
+ Phan Schedule dé tbi thiéu 1 ngay 1 lan.

+ Recommend: Every N hours va chon interval 6h. Tich chon Run missed
tasks
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e 2m0|0c|dm
WA Kaspersiy Secuity Center Properties: Tasiall et X
& (5 Admnistration Server KAV L m'w ox i 2 1ol x|
= [} Managed computers Sections Schedule
@ (4] Adminstration Servers | copoy
Bl 5 P.ONTT
{5 Administration Server tasks Motification

4 Tasks for specfic computers | gopedule B

Eé User accounts onai
@ [[2) Reports and notifications perties . . [6—,;]
&1 [©] Applcation management o St b e =
ication cal ies = Lo
i Kmm ,:::y Exclusions from task scope Stariing fom pointin time:
= Executable fies [ Tuesday , Al 13,2017 =] [7ouam
) Software vulnerabiiites
E Software updates
[T} Kaspersky Lab licenses
‘) Third-party licenses usage
& (i Remote instalation
& Deploy computer images.
| Installation packages
@ [©] Data encryption and protectior
(5 Mobie Device Management
B g Unassigned devices  Runmissed tasks
& Q) Repositoies

% Hardware I Define task launch delay automatically

R b : e
(& Quarantine ™ Randomize the task start with interval (min): 1 =
Badup advanced
Unprocessed files

!
!

tielo o | coa | s |
YA

+ Phan Properties — Application Update Settings — Update Source —
Settings

P& update

Sourcel

'%' Add & Edit ¥ Delete @ Moveup & Move down
[ Kaspersky Security Center

Kaspersky Lab update servers

¢ Detect automatically
" Select from the list:

IAfghanistan

+ Click chon:

o Kaspersky Security Center: Update tir Antivirus server.

o Kaspersky Lab update servers: Update tir Internet (thong qua
proxy theo budc tiép theo)

+ Chon thur ty wu tién trude sau tuy theo don vi.
- Tuy chon update qua Proxy
+ Vao phan Policy dang quan Iy may tinh — Properties — Advanced Settings

— Application Settings — Proxy Server Settings — Click Use Proxy server — Use

specific proxy server address and port (Nhap dia chi IP proxy, port), click Bypass
proxy server for local address.
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PZ% Proxy Server Settings

" Automatically detect proxy server settings

¢ Use spedified proxy server address and port
Address: Port:
|192.168.30.31 :f 31284

[~ Setuser name and password for authentication
User name: Password:

[V Bypass proxy server for local addresses

- Néu chua c6 task voi task type: Update thi tao 1 task méi
+ Chon tao 1 task moi

+ Task type chon Update

X
e New task wizard

Select the task type

=] ' Kaspersky Endpoint Security 10 Service Pack 1 Maintenance Release 2 for Windows
& Add key
@’J Change application components
@7 Integrity check
.3}"3’ Inventory
& Manage authentication agent accounts
& Rollback
'
@7 Virus scan
=] ﬁ Kaspersky Security Center Administration Server
"% Advanced
\;}“/ Install application remotely
y Install required updates and fix vulnerabilities

[ ] o |

+ Update source chon thém Kaspersky Lab update server (Phan nay c6 thé
tuy chinh sau)

226



B New task wizard N

@ New task wizard

Update sources

#‘ Add / Edit ¥ Delete @ Move up & Move down

Kaspersky Security Center

Cancel

+ Céc tiy chon khac dé mic dinh. Sau khi tao task xong tuy chinh lai task
nhu muc "Néu da co task véi task type: Update”

3.4. Quan ly license key tap trung

- Trong Kaspersky Security Center vao phan Application management —
Kaspersky Lab License add cac license da co vao

W4 Kaspersky Security Center
& (F Administration Server KAV
= U‘ Managed computers
[%] Administration Servers
W p.onTT
;»ﬂ) Administration Server tasks
g Tasks for specific computers
4 User accounts
[1Z) Reports and notifications
T; Application management
[E Application categories
¢ Applications registry
= Executable files
[ Software vulnerabiities
i Software updates
[ Kaspersky Lab licenses
) Third-party licenses usage

o«

Key =

Kaspersky Lab licenses
Keys in storage.
3 Add key

@ Synchronize subscription settings with
Licensing Server )

|, Deploy key to managed computers
| View key usage report

|, Add/Remove columns

| Refresh

I License type | Restriction I License term (days

m

Q Remote installation
gli—-" Deploy computer images
I?j Installation packages
T: Data encryption and protectior
@ Mobile Device Management
1w Unassigned devices
]_‘a Repositories

HEH

.E;] 078B6-0... Commerdal

2000 1170

- Pé license ty dong active cho cac may cai dit Kaspersky endpoint security
thi chon License — Properties — General — click vao Automatically deployed key
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[N Properties: 07B6-000451-2D4C8C7A 2| -0 x|

General
Restrictions {:I r_
About the client
Technical Support Service Application information: | kespersiy Endpoint seciriy for Busiess
Computers License type: Commercial
License term (days): 1170
End date of key validity period: 6/29/2017 3:00:00 PM
License expiration date: 6/29/2017 3:00:00 PM
Restriction: 2000
Computers on which it is active: £l
Computers on which it is additional: 0
Service information:
icenceNumber: 0786 cuMIRRRRIND _“J
L]
v Automatically deployed key
Help ITI Cancel | Apply |
£

3.5. Khong cho ngudi ding thay d6i tham sé ciu hinh va uninstall
- Bao vé Kaspersky Endpoint Security khong cho nguoi dung tiy chinh cau
hinh va g& cai dat:
+ Vao phan Policy dang quan Iy may tinh — Properties — Advanced Settings
- Interface - Tich vao Enable password protection — Settings: nhdp username,
password bao v¢ va chon All operations

[% Password protection

Password protection allows you to set restrictions on the management of some or all
features and settings of Kaspersky Endpoint Security 10 for Windows. This reduces the
risk of unauthorized or unintended changes in the functioning of the application.
Recommended default value for the user name is KLAdmin.

User name: lkav_admin

New password: I..llll..

Confirm password: Ioooo.ooo

¢ Al operations (except notifications of dangerous events)
(" Selected operations

D Configure application settings

B rRemove / modify / restore the application
—

- Bdo vé NetAgent khong cho nguoi dung g bo cai dat

+ Chinh stra Policy danh cho Network Agent (Néu chua co policy nay thi
tao thém) — Settings — Use uninstall password — Modify — Nhap password bao vé
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[ Kaspersky Securty Center =

File Acton View Help ‘
e AEl & 0(XE-|HED |
[IR sty Sy cenir EREDY |

& (5 Administration Server KAV

= ) Managed computers Sections Settings 5=
= ) ar General
Administration Server tasks #|™ Download updates through Update Agents only
4 Tasks for specific computers | Events
5 | Enable NAP
| 4 User accounts Settings
Reports and notifications [& Maximum size of event queue, MB: : =
[ [&/ Application management Repositories
CJi Remote installation software uptatesand Jiti o
Eﬁ Mobile Device Management ¥ Use uninstall password
1= Unassigned devices Restart management
@ [§) Repositoies Desktop sharing Status:
et Password set Modify |
Update Agents licies
Network Access Control (NAC)
=

3.6. Céu hinh chin cac thiét bi ngoai vi

- Vao phan Policy dang quan Iy may tinh — Properties — Device Control -
Tich vao Device Control — ¢ muc Types of devices chon Block nhitng loai device
Sau:

+ Removable drivers

+ Floppy disks

+ CD/DVD drivers

+ Modems

+ Tape devices

+ Multifunctional devices
+ Smart card readers

+ Windows CE USB ActiveSync devices
+ Wifi

+ Portable devices (MTP)
+ Bluetooth

olicy For Users GP1 MR2

Sections Device Control

E==] I¥ Device Control [@
Events The component allows controling the connection of removable drives.
Endpoint cartol
v - Device Control Settng &
‘pplication Startup Contral — — -
Types of devices | Connection buses | Trusted devices
pplication Priviege Contral e
Edit
Wulnerabilicy Monitor
Devices Access l
Device Cortrol Hard drives -
Web Control fi Removable drives )
L, -
Anti-Virus protection = Printers
[B)Fioppy disks %))
General Protection Settings ~CD/OVD drves )
File Anti-tirus & Modems )
Mal Ant-4irus B Tepe devices 2
5 Multifunctional deviees %)
Web Ant-irus [ smart card readers %)
I Anti-vinus (&) Windowss CE UISB ActiveSync devices ?
Frowal 1A e
¥ External network adapters a
Network Attack Backer ©Portable devices (MTP) )
System Wiatcher @ Bluetooth @
)
L (&) Cameras and scanners
pplication Settings
Protection Settings
I¥ llow request for temporary access
Reports and Storages

KSH Setings "Advanced o ‘

Interface | Templates.... | Configure the templates of messages that are displayed when access s blocked to a device orts contents, and the template of the complaint letter to the LAN admirisirator.

Policy profiles

el oK I Cancel Apply |
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3.7. Cau hinh twong lira mém trén may nguodi ding
-Luu y:
+ C6 thé quan 1y tap trung firewall trén may ngudi ding bang 2 cach:
o Quan ly Kaspersky Firewall bang Kaspersky Security center
o Quén Iy Windows Firewall bang Active Directory

+ Chi dung 1 trong 2 loai Windows Firewall hoac Kaspersky Firewall. Néu
da quan tri Kaspersky Firewall bang Kaspersky Security center thi khong quan tri
Windows Firewall bang Active Directory va nguoc lai.

- Vao phan Policy dang quan 1y mdy tinh — Properties — Firewall Tich vao
Firewall va & trong muc Firewall rules click vao Settings & muc Configure rules
for network packets and data stream:

- O ctra s6 m&i mo ra, vao tab Network packet rules
- X6a hét toan bd nhitng rule dang co, chi add thém cac rule sau:

+ Rule 1: Allow outbound

P& Network rule

Action:
Name: IAIIow outhound [€]
I protocol: Il‘-lot defined =
Direction: IOuﬂmund j
Name | Interfacet... | IP addresses | MAC addre... |
Metwork adapters:
o Add 2 Edit ¥ Delete
=1

Maximum packet me to | 50
ive:
Remote addresses: IAny address j
Local addresses: IAny address j

r Log events

o Chu ¥ phan Direction Outbound va Action: Allow
+ Rule2-5:

[% Network rule

Action:

Name: IICMP Destination Unreachable incoming responses {:}
¥ Protocol: IICMP j
Direction: IInbuund f Outbound j
F7 10MP type: IDeshnahon Unreachable j
™ 1cmp code: I[ﬂde 0 j

Name Interface t... | IP addresses | MAC addre... I

Network adapters:

b Add & Edit ¥ Delete

Maximum packet time to I ZESﬁ
live:
Remote addresses: IAny address j
Local addresses: IAny’ address j
™ Log events
e
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Action:

L

Name: IICMP Echo Reply incoming packets [8

¥ Protocol: IICMP

Direction: IInhound / Outbound

=l
[~
¥ 1cMP type: [Eche Regly =l
=

I 1ovp code: [code 0

Name | Interfacet... | IP addresses | MAC addre...

MNetwork adapters:
oF Add &7 Edit ¥ Delete
—|
Maximum packet time to I 25534
live:
Remote addresses: IArw address j
Local addresses: IAny address j

r Log events

Mame: |ICMP Echo Request outging packets [e]
[# Protocol: [rewe =]
Direction: IInbound | Outbound j
¥ 1CMP type: [eche =]
I 1avp code: Jcode 0 |
MName Ilnterhcet... 1P addresses MACadde...I |
Metwork adapters:
b Add 7 Edit 3 Delete
Maximum packet time to I 255::1I
live:
Remote addresses: IArw address j
Local addresses: IArw address j
r Log events

Mame: IICMP Time Exceeded incoming responses (:}
¥ Protocol: IICMP j
Direction: IInbuund J Outbound j
[V 1CMP type: IT\ma Exceeded j
I 1cmp code: Jcode 0 =l

|

Name ILnberﬁoet..‘ IP addresses | MAC addre...

Metwork adapters:
gk add 27 Edit ¥ Delet=
Maximum packet time to I zssﬁ
ive:
Remote addresses: IAny address j
Local addresses: IAny address j
r Log events

+ Rule 6: Cho phép két ndi tir AD
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P& Network rule

Action: INIow j
Mame: |Alluw AD 9
™ Protocal: INDt defined j
Direction: IInbaund j

Neme | Interface t... | IP addresses | MAC addre... | |

Metwork adapters:

gk add & Edit 3K Delete

Maximum packet time to I
ive:

Remote addresses: I.ﬂddresses from the list j

192.168.30.38/32

o fdd 7 Edic 3 Delete

Local addresses: I.ﬂmy address j
r Log events

o Luu y: Trong phan Direction: Inbound, Action: Allow; Remote
Address: add cac dia chi ctia DC vao, Local address: any address.

+ Rule 7: Cho phép két ndi tir Kas

[% Network rule

Action: INIaw d
Name: [atlows caef 9
I Protocol: [Not defined [
Direction: [nbound =

Name | Interfacet... | IP addresses | MAC addre... | |

MNetwork adapters:

b Add g7 Edit 3 Delete

Maximum packet time to I zssj
live:
Remote addresses: IAddrEssEs from the list j
192.168.30.34/32
b add 7 Edit ¥ Delete
Local addresses: IArw address j
[ Log events

o Luu y: Trong phan Direction: Inbound, Action: Allow; Remote
Address: add céac dia chi cua Kaspersky Security Center vao,
Local address: any address.

+ Rule cudi cung: Block toan bo Inbound
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Application control rules  Metwork packet rules. | Netnarks |

Configure network packet rules

1 Kaspersky Endpeint Security 10 for Windows menitors inbound and outbound network activities by using network packet
rules created by default. You can create a new set of conditions and actions to take on network packets and data streams
by adding or editing network packet rules.

% Add ﬂ Edit 3 Delete f Move up & Move down
Network service I Permission Address

Allow outbound

ICMP Destination Unreachable incoming responses
ICMP Echo Reply incoming packets

ICMP Echo Request outging packets

ICMP Time Exceeded incoming responses

Allow AD

Allow Kas

() RSCSESESESESES

+f -allowed @ -blocked - process according to the application rule

- Luu y: D61 voi nhitng trudong hop ngoai 1¢ can md két noi vao may tinh
nguoi dung can tao luat chi rd cong dich vy, dia chi nguon, dia chi dich va cac
luat ngoai 1€ nay dat trén luat Block Inbound cu6i cung, vi du:

+ D6i v6i cac may tinh dung dé chia sé may in: md thém chiéu inbound
port 445 (TCP), 139 (TCP), 137 (UDP), 138 (UDP). Luu y phai chi rd dia chi
nguon (remote address), dia chi dich (local address). Vi du:

o Luéat cho phép cac may tinh trong dai 192.168.1.0/24 dugc truy
cap may in share tr mdy 192.168.1.10/32.

% Network rule eS|
Action: IAlIow EI
Name: IChia se may in TCP (€]

V' Protocol:
¥ pro [ree =
Direction: Ilnbound EI
Remote ports: |
Local ports: |445, 138
Name | Interface t... | IP addresses | MAC addre... | |
Network adapters:
9k Add 2 Edit XK Delete
Maximum packet time to I Zssﬁ
live:
Remote addresses: |Addresses from the list ;‘
192.168.1.0/24
dFAdd /P Edit ¥ Delete
Local addresses: IAddresses from the list ;I I
192.168.1.10/32
op add 2 Edit X Delete
™ Logevents [ff*
oK Cancel
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[% Network rule 3

Action:
Name:
¥ Protocal:

Direction:

Local ports:

live:

| |
ICh\a se may in UDP [e]
-
Ilnbound j
|137, 138
Name | Interfacet... | IP addresses | MAC addre... | |
o9 Add 7 Edt X Delete
255
IAddresses from the list j
192.168.1.0/24 |
ok add 7 Edit 3 Delete
|addresses from the st =l
192.168.1.10/32
db add 4 Edit 3 Delete
[ Logevents [ff

Remote ports:

Metwork adapters:

Remote addresses:

Local addresses:

Maximum packet time to |

o Luuy: Chia sé may in gdm 2 luat: 1 ludt permit port 445, 139 theo
TCP, 1 luat permit port 137, 138 theo UDP

+ P6i véi may tinh VDI: phai mé thém chiéu inbound port 4172

(TCP/UDP), 32111 (TCP)

3.8. Cau hinh cai dit phan mém trén may tram

- Khi deploy 1 b cai trén may tram, tai budc chon user luu y khong chon
User nao cd, vi mac dinh Net Agent trén may tram da cd quyén Administrators

roi.

[l Remote Installation Wizard i x|

@ Remote Installation Wizard

Selecting account to access a remote computer

: », Add accounts that have administrator rights on the target computers. If the computers already
.‘ have Network Agent installed and running, you may skip this step.

Learn more...

Add

s

Properties

4| ¥ x|

3.9. CAu hinh sao luu cAu hinh

- Vao phan Administration Server Tasks.

- Néu da c6 task voi task type: "Backup of Administration server data" roi

thi kiém tra lai cac tham sé sau:
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+ Settings: Chon duong dan file backup (Luu ¥ chon noi luu trit khong
cung 6 dia voi HDH) va chon password bao v¢ file backup va chon luu gitr t61
thiéu 3 file backup gan nhat

[N Properties: Backup of Administration Server data 21 18]

Settings
General ! L S . S T
Notification et S S
Schedule | O: WasperskysCisC_Badun Browse...
Settings
e Password:

Password
Confirm password:
% Linitthe number of backup copes saved: - 4
. 4 . . 2
+ Shedule: Chon thyc hi¢n backup t61 thiéu 1a hang ngay
: 20181
o Scheduled start:
Notification oy [Every Ndars |
Schedule
z"‘:’ Startinterval days): 1 =
Y Starting from pont in time: 3:00:00 AM 3:
¥ Run messed tasks
Advanced

- Néu chua c6 task voi task type task type: "Backup of Administration server
data" thi tao 1 task moi

+ Create New task

+ Chon Task type la "Backup of Administration Server data"
]

@ New task wizard

Select the task type

[ |@ Kaspersky Security Center Administration Server
2 Backup of Administration Server data

Create installation package based on the OS image of the reference computer
Deliver reports
Perform Windows Update synchronization

Next Cancel |
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+ Tat ca cac option dé mic dinh. Sau d6 chinh stra lai cac option theo nhu
muc " Néu da co task véi task type: "Backup of Administration server data"" phia
trén.

x

@ New task wizard

Configure task scheduling settings

Scheduled start: |Every N days =l
Startinterval (days): 1 _,::I
Starting from point in time: 7:00:38 AM 3:

IV Run missed tasks
I” | Define t
™ Randon

T R

4. Céu hinh luu log
- Log Kaserskype Endpoint luu ra windows event log.

- Cai dit agent day log windows event vé server log tap trung theo hudng
dan cua agent

- Log phai dugc luu thoi gian theo quy dinh cta don vi ban hanh tiéu chuan
5. Yéu cau gia ATTT dinh ky

- Panh gia cdu hinh dya trén cac hudng dan cta phuy luc nay
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] ) _ Phuluc13.
HUON G DAN TH{ET LAP CAU HINH ATTT CHO HE
THONG VPN SU DUNG FIREWALL PALOALTO

1. Pam bao tinh xac thuc

- Hé théng VPN phai sir dung phuong phap xac thuc tap trung nhu TACACS,
RADIUS, LADP...

- Cau hinh:
+ Céu hinh profile server dé xac thuc

o Chon muc Device > Server Profile > C6 thé chon LDAP,
RADIUS...

Name  dc.acme.local

_| Acmnistrator Use Cnly
Servers | Name lLDAPSeNef Port ‘ Domain | acme
: Type actve-directory \L
Base DC=acme,DC=local v
Bind DN | admin@acme) local
== 2nd Passward  sssssses
Badd [=loeiets
5 ConfrmBING  sssssses
Cater the 17 adcress o PO Password
[_JssL
Time Umit 30

8ind Time Umit 30

Retry Interval

-
o Dién cac thong tin can thiét > OK
+ CAu hinh Authentication Profile
o Chon muc Device > Authentication Profile > Add
o Trong Authentication chon loai server (LDAP, RADIUS...)
o Trong Server Profile chon Profile vira tao
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MName  CorpLDAP
Lockout
Ladkout Time: {min)
Falled Attempis
|_|' Alow List &
[l @ all
A:H E]Deiel:e
Authentication | LDAP v
Server Profile | dc.aome.local —
Login Attribute | sam]| I
Password Expiry Warning 7
Pumbar of danys baé = = = =

o Click OK > Click = Commit. 44 apply cAu hinh
2. Nang mirc bao mat lén mirc cao nhét dwoc hd tro
2.1. Po6i véi VPN site to site
- C4u hinh:
+ Cau hinh IKE Crypto Profile cho IKE Gateway

o Chon muc I\]etwork > Network Profiles > IKE theways >
Click Add d¢ tao méi hodc chon IKE gateway da co san

IKE Gateway

Acheancead O ptlons

Ganaral

Mame  dmz-ike-gateway

Version  IKEvw1 only mode =
Address Type (®) IPv4 [ ) IPwG
Interface  ethernetl s S
Local IF address | 192.168.50.1/24 =
Peer IP fiddress Type (®) IP () FQDM () Dynamic
-

Peer Address | 192.165.50.10

Authentication (®) Pre-Shared Key () Certificate

Pre-shared Key  ssssssss
Confirm Pre-shared Key  ssssssss
Local Identification  Mone -
e

Feer Identification  Mone

D =N

o Chon cac thong sb can thiét > Advanced Options
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o Trong tab IKEv1 > IKE Crypto Profile > chon cac thong sb nhur
sau:

o DH Group: Add Group 2
o Authentication: add sha256
o Encryption: Add aes-256-chbc

IKE Crypto Profile

Mame  AES256-DH2-SHAZ

W oH Group ! Encryption

V] group2 aes-256-che

€ Add G Delete €3 ) Cen €3 Add G Delete €3 O Movelim

| -
M| Authentication Timers
@] shazse Key Lifetime Hours 5
8
Minimurn lifetime = 3 mins

IKEvZ Authentication Multiple 0

@ Add @ Delete €340 5]

=
o Click OK 2 14an dé luu ciu hinh

+ Tao IPsec Crypto Profile

o Chon myc Network > Network Profiles > IPSec Crypto >
Click Add > chon cac thong so6 nhu sau > OK

IPSec Protocol: ESP
Encryption: Add aes-256-chc
Authentication: Add sha256
Dh Group: chon group 2

o O O O
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IPSec Crypto Prafile
Mane  AESZSE-SHAZSG
IPSec Protocol ESP - DH Group group2 -

B | Encryption Lifetime: | Hours |

'aes-256-cbc Minirnurn lifetire = 2 mins
|_| Enable

Lifesize MB v

Add @) Delete

[ shazsa

EF Add @ Delete 3

o =D

+ Gan IPSec profile vao Tunnel

o Chon muc Network > IPSec Tunnel > Click Add dé thém moi
hoic chon Tunnel d3 co san

o Trong IKE Gateway chon Gateway da cu hinh profile &

o Trong IPSec Crypto Profile chon Profile vira tao & trén.

IPSec Tunnel

Ganaral

Mame  dmz-tunnel

Tunnel Interface  tunnel,12 =
Type (® auto Key () Manualkey ) GlobalProkect Satelite
Address Type (®) Ipvd ) IFrve
IKE Gateway  drz-ike-gakeway sl
IPSec Crypto Profile  AES2S6-SHAZSE g

@ Show Advanced Options
[ Enable Replay Protection
D Copy ToS Header
|:| Add GRE Encapsulation
|#| Tunnel Monitor
Destination IP 172.16.2.11

Profile  Mone w

]

> Click OK > Click = Commit

o Kiém tra: Trong muc tuong tu
2.2.  Doi véi SSL VPN Client to Site (Global Protect)
- Cau hinh ma hoéa Certificate. (Trong truong hop FW 1am server khoi tao

dé apply cdu hinh

cert)
+ Céau hinh:
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o Chon muc Device > Device Certificate > Generate

o Trong Cryptographic Settings: Chon cac thong sd nhu sau >
Click Generate

Number of Bits: 2048 tr¢ 1én
Digets: sha256

Generate Certificate ®

Certificate Name

Common Name
P FOQDM 1

Signed By v

|| Certificate autharity

CCSP Responder v
~ Cryptographic Settings
Number of Bits ' 2048 v
Digest sha2ss \f

Expiration (days)

Certificate Attributes

Type Vaks

(+)Add [=)Delete

g ———
: Cancel

o Kiém tra: Trong muc tuong tu
- C4u hinh SSL/TLS service profile
+ Céu hinh:

o Chon muc Device > Certificate Management > SSL/TLS Service
Profile
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S5L/TLS Service Profile

Name | S5L-TLS-Server
Certificate | serverCert ~
Protocol Settings
Min Version  TLSv1.0 e

Max Version | Max

o Trong Certificate: Chon Certificate da tao ¢ trén hoac Certificate
bén thir 3 da dugc import.

o Min version: Chon TLSv1.2
o Max version: Chon Max

o Click OK > Click &2 Commit

o Kiém tra: Trong muc tuwong tu

3. Kiém soat két noi

dé apply cu hinh

3.1. Khai b4o rule phat hién va chin két ndi port quan tri, port két néi dén
database...

- Palo Alto c6 rule mic dinh interzone-default chin két ndi gitra cac zone voi
nhau.

3 | interzone-defauf none interzone.  any any any any any any any any @Den‘y‘ none none
@

- Interface tunnel VPN can dugc cau hinh vao 1 zone riéng biét
- Cu hinh

+ Chon muc Network > Interfaces > Tunnel > Click Add dé tao méi
hoac chon Tunnel interface da tao san

+ Trong tab Config > Security Zone > chon New
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Interface Mame |tunne oz
MNetflow Profle | Mone -
Comment
B vt | e | Advonced.

Assign Interface To

Wirtual Router | default el
Seounty Zone |N-:-nz

Mone

oMz | _—

|3-trust

+ Trong tab Config > Security Zone > chon New

Name -:u:-r|:|-\'|:|"] | user 1dentification ACL

Tyme 4 j Inchude List &

v—| Interfaces a

[Fadd [“)Dekete
-] Exdude List &
[Fadd [Sloekete -
Zone Protecton Profile  Mome -
Log Setting Mone ¥  [Hadd [=)Deiste
| Erbile Lisar Tdentfication Lsemrs foper Preme addnmvses isybrets wil not be idecsFed

+ Pién Name > tick chon Enable User Identification > OK > OK

+ Click = Commit

3.2.  Y&u ciu rule khai bao Policy mé két ndi chinh xac cac dia chi ngudn,
dia chi dich va port dich vu

- C4u hinh
+ Tao Address dai IP VPN
o Chon muc Objects > Address > Add

dé apply cdu hinh
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Address

Mame  Admin
Description | Admin

Type 1P Metmask w | 192.168.0.0/24 Resolve

Enter an IP address or a network using the slash
notation (Ex. 192.168.80.150 or 192.168.80.0/24). You
can also enter an IPvE address or an IPvE address with
its prefix {Ex, 2001:dbB:123:1::1 or

2001 :db8:123:1::/64)

o Dién dai IP VPN > OK
+ Khai bao Policy
o Chon muc Policies > Security > Add
o Tab General: Rule Type chon universal

o Tab Source: Source Zone chon Zone VPN, Source Address chon
Address VPN vira tao.

Security Policy Rule
Destination | Application | Service/URL Category | Actions

M Ay
Source fone M| source Address

r% Admin

o Tab Destination: Destination Zone chon cac Zone ndi bd can két
noi , Destination Address chon chinh xac IP can két noi. Khong mo
theo range

o Tab Application va Service chon chinh x4c cac port service can két
noi. Khong mé thep range

o Tab Action: chon allow, tick chon Log at Session Start > OK >

2 Commit

Click dé apply cau hinh
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o Kiém tra: Trong muc tuong tu

4. Tit cac tinh niing hd trg khong dam bio an toan

- Chi bat cac tinh ning hd trg dd dam bao an toan va thong ké cac tinh ning
nay trong checklist d¢ danh gia chi bat 1én khi c6 y€u cau st dung
5. Yéu cAu méi truwong van hanh an toan (véi hé thong phan mém VPN trién

khai trén cac may chi)

- User remote quén trj hé théng phai enable co ché xic thuc da nhan t6
(token/OTP).

- Str dung 1 may riéng dam béao toan bo cac tiéu chuan ATTT cho may ngudi
dung cudi d€ van hanh h¢ thong .

- Sir dung cac may riéng dé van hanh hé théng, khong dung cho cic cong

viéc thong thuong hang ngay (Duy¢t email, truy cép internet, doc file van ban
MSOffice/pdf.
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] ) ) Phu lyc 14. )
HUONG DAN THIET LAP CAU HINH ATTT CHO THIET BI
FIREWALL

I. Hwong dén cho firewall PALO ALTO

1. Yéu cau chung
1.1. Yéu cau phat hién va chong tan cong tir internet

- Phai dat IPS/IDS tai cac ving mang ma monitor dugc tit ca cac traffic
in/out internet

o bit tai ving DMZ két ndi internet
o bait tai vung nguodi dung truy cap Internet.

- Phai dat Firewall gitra két ndi tir Internet vao mang ndi bd, dam bao toan
b traffic in/out internet phai di qua Firewall

o bait tai ving DMZ két ndi internet

o Dat tai ving nguoi dung truy cédp Internet.

Internet servers Intranet servers Production servers

BEE(EEE

. ~ HQ domain Web and DNS Intranet mail
l Dial-up SE‘:_'ir Irﬁ::::‘:e?vtnss '""es':re‘;""‘a" controller intranetservers  server W N corver  sarver  server
PR ——

IP5 (2 V5)
MNetwork security
supporting systems
E Perimeter Firewsal I —
nemet =
router —
I
— =
Authenticat Certificate
eeeee Authority
HQ users
workstations
WAN
— e
E-commerce
SEIVETS

WAN

- IT system resources requering IPS protection

O - threat sources |

Office

networks

N

1.2. Yéu cau phat hién va chdng tin cong tir ndi bd
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- Phai dat IPS/IDS tai cac vung mang ma monitor dugc tat ca traffice in/out
cac h¢ thong can bao vé

o Dat tai vung Office két ndi vao mang ndi bo.

o bDat tai ving WAN két ndi vao mang ndi ba.

o Dat tai ving Server Farm két ndi vao mang ndi ba.
o bDat tai vung Partner két ndi vao mang ndi bo.

- Phai dat Firewall gitra két ndi tir cac hé théng khac té1 hé théng can béo vé,
dam bao toan bg traffic in/out ciia ving mang can bao v¢ di qua Firewall

o bait tai vung Office két nd1 vao mang ndi bo.
o bait tai ving WAN két néi vao mang noi bg.
o bait tai vung Server Farm két n61 vao mang ndi bo.

o bait tai vung Partner két n61 vao mang ndi bo.

Internet servers Intranet servers Production servers
= = = = HQ d i N HNSI 'I
\ - omain Web an ntranet mail | § Application  Files  Database
l Dial-up sE:ir Ir'::l:rl:::‘:e?v!?s Inl.esr::’:nall controller  intranet servers  server R e —
———

IPS (2 VS)

MNetwork security
supporting systems

=
=

Authentication  Certificate
SEerver Authority

S5L Accalerator

HQ users
workstations
[ WAN
- e

E-commerce
SErvers

WAN
D - IT system resources requering IPS protection
O - threat sources |

Office
networks

N

2. CAu hinh an ninh 16p 1
2.1. Yéu ciu shutdown port khong sir dung

- Shutdown tét ca cac port khong st dung trén thiét bi, chi bat 1én khi co yéu
cau st dung
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o Trén GUI:
o Céu hinh:
* Chon muc Network > Interface

» Chon Interface mudn shutdown

Interface Name
Interface Type  Layer3 :
Netflow Profile  Mone -
Comment
Advanced ]
Link Info
Link Speed  auto bl Link Duplex | auto = e ?‘ =
auto
Other Info ‘ .
Other Info m
Management Profile None e :
D Adjust TCP MSS
|| Untagged Subinterface

=N

= Trong tab Advanced > Link State chon down

= Click OK > Click 2 Commit

dé apply cau hinh
o Kiém tra: Trong muc tuong tu
2.2. Yéu ciu md ta két ndi ré rang

- Cong dang bat phai c6 mo ta két ndi rd rang xac dinh dugc thong tin ddu
no1 cua thiét b1 dau xa

o Trén GUI:
o Cau hinh:
* Chon muc Network > Interface

»  Chon Interface mudn thém mo ta
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=, Commit

= Nhép mé ti vio 6 Comment > OK > Click dé
apply cau hinh
e
Interface Mame
Interface Type  Layer3 -
Netflow Profile ' None -
(Comment)

o Kiém tra: Trong muc twong tu
3. Céu hinh an ninh 16p 3
3.1. Xac thuc cho cac giao thire 16p 3
- VRRP, HSRP, GLBP, NSRP phai c4u hinh x4c thyc cho giao thurc gitra cac
thiét bi
Firewall Palo Alto khong hf) tro riéng tung giao thtc VRRP/HSRP/GLBP/NSRP
ma sir dung mo hinh HA dé backup gitra 02 Firewall.

o Trén GUI:
o Céu hinh:
= Chon muc Device > High Availability > Control Link (HA1)
= Tick chon Encryption Enabled > OK> Click = Commit dé

apply cdu hinh

Control Link {HA1)

Port | management

B Encryption Enabled

Maonitor Hold Time {ms) | 3000

o Kiém tra: Trong muc tuong tu
- OSPF phai thiét 1ap chudi xac thuc c6 ma hoa giira 2 thiét bi
o Trén GUI:
o Cau hinh:

= Chon muc Network > Virtual Router > Chon tén cua Virtual
Router dang sir dung > OSPF
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Virtual Router - default

Router Settings [ Enable [+ Reject Default Route
Static Routes Router ID | 1P Address

BFD Mone

Redistribution Profile
RIP Areas = AuthProfiles | ExportRules ~ Advanced

o

0SPFv3

BGP

Multicast

» Chon tab Auth Profiles > OSPF > Click Add

Virtual Router - OSPF - Auth Profile
Profile Name

Password Type () Simple Password (®) MDS

M| Key-ID Key Preferred

- Pién Profile Name > Tick chon MD5 > Click Add
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Virtual Router - OSPF - Auth Profile - MD5
Key-ID |
Key

Confirm Key

@ Preferred

= Pién Key ID va Key > Click OK > Click & Commit

cau hinh

dé apply

o Kiém tra: Trong muc twong tu
4. Céu hinh quan tri
4.1. Yéu cau vé sao luu ciu hinh

- Thiét bi phai dugc st dung phién ban hé diéu hanh va cap nhat cac ban va
dam bdo an toan theo yéu cau ctia bo phan ATTT.

o Trén GUI:
o Kiém tra:

* Chon muc Dashboard > General Information

251



General Information

Device Name

MGT IF Address

MGT Metmask

MGT Default Gateway
MGT IPvE Address

MGT IPv6 Link Local Address
MGT IPvG Default Gateway
MGT MAC Address

Model

Serial #

CPU ID

uuID

VM License

VM Mode

Software Version
GlobalProtect Agent
Application Version

URL Filtering Version

GlobalProtect Clientless VPN
Version

Time

Uptime

PA-VM
192.168.0.106
255.255.255.0

unknown

fed0::ed3:73ff:fe3c: 7b00/ /54

0c:d3:73:3c:7b:00

PA-VM

unknown
kKVM:63060000FDFBRBOY
BAS3EAS3-9ERC-41D3-BYED-6B8F714C5C7E
none

KVM

8.0.5

0.0.0

695-3002
0000.00.00.000

0

Tue Apr 7 21:16:00 2020
0 days, 1:04:36

- Luu ciu hinh trudc khi tac dong va dinh ki téi thiéu 01 1an/tuan. Luu tdi
thiéu 02 ban gan nhat. Khong luu ban sao luu trén may tinh ca nhan ctia quan tri

vién.
o Trén GUI:

o Chu hinh:

o Backup thu cong:

= Chon muc Device > Setup > Operations > Configuration
Management

Configuration Management

Revert Revert to last saved configuration

Rewvert to running configuration

Save

Save named configuration snapshot

Save candidate configuration

Load Load named configuration snapshot

Load configuration version

Export

Export named configuration snapshot

Export configuration version

Export device state
Import
Import device state

Import named configuration snapshot
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= Click Export configuration version > Chon bin méi nhat >

& Commit

OK > Click dé apply cau hinh

Export Versioned Configuration

2 (2020/04/07 21:21:13)
1 (2020/04/07 20:15:32)

o Backup ty dong: Yéu cau phai c6 may chii Panorama

o Kiém tra: Kiém tra file cau hinh duoc luu trén may tinh dich.
4.2. Yéu cau vé quan Iy tai khoan

- Str dung h¢ thong AAA dé quéan ly tai khoan nguoi dung tap trung (xac
thue, phan quyen, ghi lich sir tac dong). T61 da 02 tai khoan quan tri local dung
cho truong hop khan cap
o Trén GUI:
o Céau hinh:

= Chon muc Device > Server Profile > C6 thé chon 1 trong cac
kiéu svr AAA tuy nhu cau: Radius, Tacacs+, Kerberos... > Click
Add

TACACS+ Server Profile
Profile Name |

D Administrator Use Only
Server Settings
Timeout {sec) 3

Authentication Protocol  CHAP

[ use single connection for all authentication

Enter the IP address or FQDN of the TACACS+ server
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= Nhap céc thong sd ciia AAA Server > OK
= Chon muc Device > Authentication Profile > Click Add

Authentication Profile
MName Test

Authentication | Factors ~ Advanced

Type | TACACS+

Server Profile | Test

@ Retrieve user group from TACACS+

User Domain
Username Modifier | 25USERINPUT:
Single Sign On
Kerberos Realm

Kerberos Keytab | Click "Import” to configure this field ¥ Import

= Type va Server profile chon theo profile vira tao & trén > tick
chon Retrieve user group from... > OK. C6 thé config thém yéu
t xac thuc & tab Factor va gii han cac user truy cép trong tab
Advance

» Chon muc Device > Setup > Management > Authentication
Settings > Click vao biéu tugng E’ dé edit

Authentication Settings

Authentication Profile

Authentication profile to use for non-local admins, Only RADIUS, TACACS+ and SAML
methods are supported.

Certificate Profile | None
Idlz Timeout {min} 15

Failed Attempts 5

Lockout Time {min) | 10|

= Authentication Profile: chon profile vira tao > Dién cac tham sd
nhu dudi > OK

Idle Timeout: 15 min
Failed Attempts: 5
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Lockout Time: 10
» Tao user local: Chon muc Device > Administrator

Administrator

Mame
Authentication Profile | Mone i
D Use only client certificate authentication (Web)
Password
Confirm Password
D IUse Public Key Authentication (55H)

Administrator Type () Dynamic (® Role Based

Profile | securityadmin ot

Password Profile  Mone

= Pién cic thong tin > Administrator Type: chon Role Based >
chon Profile thich hop ¢6 san(audit, crypto, security) hodc tu tao

= Commit

profile theo ¥ muén > OK > Click dé apply céu

hinh
o Kiém tra: Trong muc tuong tu

- Quan tri vién phai sir dung tai khoan duoc cép riéng, phan quyén phu hop
trén local/AAA

Déi véi tai khodn Local
o Trén GUI:
o Céau hinh:
= Chon muc Device > Admin Role > Add

= Chon cac quyén thich hop cho User
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Admin Role Profile ®

Name

Description

Web Ul XMLAPI  Command Ling

@ Dashboard -~
@ACC
@ Monitor
@ Logs
@ Traffic
@ Threat
(@ URL Filtering
@ WildFire Submissions
(® Data Filtering
@ HIP Match
@ User-ID
@ Tunnel Inspection
@ Configuration
@ System

@ Alarms
4 3

Legend: () Enable (E) Read Only (& Disable

o Kiém tra: Trong muc tuwong tu
Déi vdi tai khodn AAA

o Kiém tra truc tiép chinh sach trén may chit AAA

- P6i mat khau mic dinh cac tai khoan local cia thiét bi
o Trén GUI:
o Céu hinh:

» Chon muc Device > Administrator > Click vao admin trong cot
Name

Administrators

Name  admin
Old Password  «
Hew Password  »

Confirm New Password | »

|:| Use Public Key Authentication (55H)
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+ Déi mat khiu mic dinh > OK > Click =2 COMM’

hinh
o Kiém tra: Trong muc tuong tu

- Thiét 13p chinh sach mat khau manh cho cdc tai khoan trén local/AAA.
Khéa sau 5 lan dang nhap sai, thoi gian khoa tai khoan do dang nhap sai la 10
phat

dé apply cau

Déi véi account local
o Trén GUI:
o Cau hinh:
* Chon muc Chon muc Device > Setup > Minimum Password
h deé edit
= Tick chon Enabled > Dién cac théng sd phu hop > OK

Complexity > Click vao biéu tuong

Minimum Password Complexity

[V Enabled
Password Format Requirements
Minimum Length &
Minimum Uppercase Letters 1
Minimum Lowercase Letters | 1
Minimum Mumeric Letters |1
Mimimum Special Characters | 1

Block Repeated Characters 1

B Block Username Indusion (including reversed)

Functionality Requirements

Mew Password Differs By Characters | 1

B Require Password Change on First Login

Prevent Password Reuse Limit

Block Password Change Period (days)
Fequired Password Change Period (days)
Expiration Warning Period (days)

Post Expiration Admin Login Count

Post Expiration Grace Peried (days)

10 phdt: Pa trinh bay 6 trén

1

1

30

7

0

0

Functionality requirements can be overridden by password profiles

m

- Khoa sau 5 lan dang nhép sai, thoi gian khoa tai khoan do dang nhap sai 1a
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o Kiém tra: Trong muc tuong tu

Doi voi account AAA

o Kiém tra tryc tiép chinh sach trén may chu AAA
4.3. Yéu cau vé két néi quan tri
- Quan tri thiét bi qua VLAN quan tri danh riéng.
o Kiém tra trén cau hinh, ddu ndi IP, quy hoach VLAN quan tri

- Quan tri thiét bi qua két ndi truc tiép Console hodc két ndi tir xa an toan, c6
ma hoa (SSHv2, HTTPS). Tat cac giao thirc quan tri tir xa khong an toan (Telnet,
HTTP)

o Chu hinh:

= Chon muc Device > Setup > Interfaces > Management
Interfaces Settings

Management Interface Settings

IP Type (®) Static () DHCP Client
IP Address | 192.168.0.106 B | Permitted IP Addresses

Netmask 255.255.255.0

Default Gateway
IPv6 Address/Prefix Length
Default IPvG Gateway
Speed  auto-negotiate hd
MTU | 1500

Network Connectivity Services

[ wre [] vrTe ocse
[ HTTRS [ Telnet

[+ ssH [+ Ping

[] sume [ ] userp

D User-ID Syslog Listener-UDP

D User-1D Syslog Listener-S5L

= BOo tick chon Telnetva HTTP
- G161 han chi cho phép quan tri tir cac IP theo danh sach dang ki
* Tick chon Permitted IP Addresses > Add
= Pién IP may quan trj > Tick chon IP vira add > OK > Click

= Commit

dé apply cu hinh
o Kiém tra: Trong muc tuong tu
4.4. Yéu ciu cAu hinh NTP

- Thiét bi phai duoc dong bd thoi gian theo t6i thiéu 01 may chi thoi gian
(NTP server)
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o Trén GUI:
o CAu hinh:

= Chon muc Device > Setup > Services > Click vao biéu tuong

E>NTP

Primary NTP Server Ssecondary NTP Server
NTP Server Address NTP Server Address
Authentication Type | Symmetric Key - Authentication Type | Mone -
Key ID | [1 - 65534]

Algorithm () sHa1 () MDs

Authentication Key [ |

Confirm Authentication Key [

= Dién IP NTP server, Authentication type chon Symmetric Key
2, Commit

(optional) > OK > Click

o Kiém tra: Trong muc tuwong tu

dé apply cau hinh

4.5. Yéu cau ciu hinh log

- :Fhiét bi phai dugc thiét 1ap bat ché do ghi log va cAu hinh luu log tap trung
t61 thiéu 06 thang. Trong truong hop khong co hé thong luu log tap trung thuc
hién thiét 1ap luu trén local

o Trén GUI:
o Céhu hinh:
» Chon muc Device > Server Profiles > Syslog > Add

= Pién cac thong tin vé Syslog svr > OK
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Syslog Server Profile

Name

Servers  Custom Log Format

LOG_USER

Entar the IP address or FQDM of the Syslog server

= (C6 thé chinh stra cac trudng cho log entry > chon tab Custom
Log Format (Optional)

Edit Log Format (]

System Log F it
Fields e e
actionflags a
cef-formatted-receive_time
cef-formatied-time_generated

sdg_hier_level_2 sdg_hier_level_4

cef-number-of-severity
device_name
dg_hier_level_1
dg_hier_level_2
dg_hier_level_3
dg_hier_level_4
eventid

module
number-of-severity
object

opaque
receive_time
sender_sw_version
seqno

serial

severity

subtype Restore default
time_generated

type

vsys

vsys_id

vsys_name

Enter the log format abowe. Click on the field names in the left panel to indude
them in the log format.

(=S

» Chon muc Device > Log Settings ()
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SNMP Trap

Configuration

SNMP Trap

SNMP Trap

DAd B @

= Trong 6 loai log mudn lay > Click Add

= Filter: Chon level log muén lay (khuyén nghi lay log tir
Information) > Trong 6 Forward Method, tick chon Syslog >
Add > chon profile vira tao ¢ trén > OK

= Thuc hién tuong ty ddi véi log Configuration, User-ID...
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Log Settings - System

MName | Test

Filter | All Logs -

Description
Forward Method

D Panorama

BAd B BAd B

@] Test

Add @ Delete Add B

C ==

= Dbi véi cac loai log Traffic, Threat, URL,... chon muc
Objects >Log Forwarding > click Add

Log Forwarding Profile Match List
Name | LOG
Description
Log Type  traffic -

Filter | Al Logs -

Forward Method Built-in Actions

D Panorama MName Type

A B BAd B

Test

Add @ Delete Add B Add @

= Log type: chon Traffic, Filter: chon All logs

= Tick chon Syslog, click Add, tick chon profile da tao ¢

& Commit

trén > OK > Click dé apply cau hinh
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= Pam bao trén cac policy quan trong c6 enable log va log
forwarding (muc 5.6)

o Kiém tra: Trong muc twong tu.
4.6. Yéu cau cAu hinh SNMP

- SNMP phién ban v2¢, v3. SNMP theo ché d6 read-only. Community string
SNMP riéng. X6a bdo community string mac dinh. Chi cho phép truy cap SNMP
tor mdy chu gidm sat.

Voi SNMP v2c
o Trén GUI:
o Céau hinh:

* Chon muc Device > Setup > Operations > Miscellaneous >
SNMP Setup

= Chon Version 2c, khai b4o Community String > OK

SNMP Setup

Physical Location

Contact

E Use Event-specific Trap Definitions

Version (@ vz () V3

SNMP Community String ||

= Chon Device > Server Profiles > SNMP Trap > Tick chon V2c

> Add
SNMP Trap Server Profile ®
Mame |Tesﬂ |

Version (@) vze () w3

MName SNMP Manager Community

Test 192.168.0.102 123456

Enter the [P address or FQDN of the SHNMP Manager

= Pién cac thong tin vé Svr SNMP > OK > Click & Commit dé
apply cau hinh

o Kiém tra: trong muc tuong tu
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Voi SNMP v3

o Trén GUI:

O

SNMP Trap Server Profile
Mame  Test

Version () V2c () v3

CAu hinh:

* Chon muc Device > Setup > Operations > Miscellaneous >
SNMP Setup

= Chon Version 3, click Add

SNMP Setup
Physical Location
Contact

@ Use Event-specific Trap Definitions

wersion () v2c (@) V3

Priv Password

Add @ Delete

= Khai b&o céc thong tin cho SNMPv3 User > OK

= Chon Device > Sever Profiles > SNMP Trap > Tick chon V3 >
Add

SNMP Manager EnginelD Priv Password

Add @ Delete

Enter the IP address or FQDN of the SNMP Manager
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= Pién cac thong tin vé Svr SNMP > OK > Click & Commit dé

apply cau hinh
o Kiém tra: trong muc tuong tur
5. Thiét Iap cac tinh ning an ninh
5.1. Yéu ciu bat tinh niing phong chdng tin cong mang trén cac Firewall

~ -Batva c4u hinh cac tinh ning phong chdng tan cong mang phu hop véi hé
thong CNTT duogc Firewall bao vé (IPS/IDS, UTM, Screening)

o Firewall Palo Alto thudc loa~i Next-Gen Firewall nén cac tinh nang
UTM da duogc tich hgp san trén Firewall nhu URL Filtering,
Vulnerability Protection, Anti Virus...

Déi véi URL Filtering
o CAu hinh:

o Tao URL Categories: C6 thé sir dung Categories cua hing d define
san -> Tham khao tai link https://urlfiltering.paloaltonetworks.com/

* Chon muc Objects > Custom Objects > URL Categories > Add

Custom URL Category

Name | google

Description

T ©

r
www.google.com

g3 Add @ Delete | 2 Import ., Ewport

Enter ane entry per row,
Each entry may be of the form www.example.com or it could have wildcards Be www.* .com.

x

= Click Add > dién URL mudn add > OK
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o Tao URL Filtering Profile

» Chon muc Objects > Security Profiles > URL Filtering > Click
Add > tab Categories.

URL Filtering Profile ®

Name

Descripticn

Categories  Owerrides  URL Filtering Settings  User Credential Detection

LY 66 ilems (%)
Site Access

[ abortion allows allows -
[[] abused-drugs allow allows

[ adult allows allows

[ alcoheol-and-tobacco allow allow

[ auctions allows allows

[ business-and-economy allow allows

[} computer-and-internet-info allows allows

[ content-delivery-networks allows allows

[ copyright-infringement allows allows -
=l P . -

indicates & custom URL category, + indicates external dynamic list

Check URL Category

= Tick chon Categories vira tao, cé thé chon thém cac categories
cua hang > chon action trong cot Site Access > OK

o Gan Profile vao Firewall Policy

= Chon muc Policies > Security > chon policy can URL-filtering
> chon cot Profile

paloalto

Dashboard ~ ACC Monitor UGG Objects  Network  Device A Commit & GCorfigw Q Search

8 Seauity L e

B

i
s
B3 poicy Baced Foruarting lame Tags Tpe  Zme Mdtress User HIP Frofe one Address Apicaton Sevice Afon Frofie Optons

& Deaypiion N
1 et oone wivsl oy any any sy ay ~ = b opicind
&8 Tumnel Insoecion 5 el G Hlow B

= Profile Type: chon Profiles
= URL-Filtering: chon Profile vira tao > OK
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Profile Type  Profiles

Antivirus  Mone -

YVulnerability Mone -
Protection

Anti-Spyware  Mone v
URL Filtering | test e

File Blocking Mone e
Data Filtering | Mone w
WildFire Analysis  None e

= Commit

= > Click

o Kiém tra: Trong muc tuong tu.

dé apply céu hinh

Déi voi Vulnerability Protection
o CAu hinh:

o Palo Alto c6 sin 2 predefined profiles 1a strict va default chira cac
signatures, rule ciing action tuong ing. Khuyén nghi st dung profile
Strict cho céac policy quan trong ( can theo ddi performance cua thiét
bi).

Strict: Thyc hién block ca phia client va svr (reset-both) dbi véi
nhiing 15 hong tir mirc medium tré 1én. Tir mirc low trd xudng sé thuc
hién action default (dugc dinh nghia twong trng vdi tirng signature)

Default: Thuc hién action default ddi voi céc 16 hong mirc medium
tr¢ 1én. Khong detect cac 16 hong mic low tré xudng.

o Kiém tra thong tin vé profile (signatures, rule, action, severity...)

= Chon muc Objects > Security Profiles > Vulnerability
Protection > Click chon Profile can check
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Vulnerability Protection Profile {Read Only)

Name | strict
Description
Rules  Exceptions
Rule Name Threat Name CVE Host Type Severity Action Packet Capture
simple-client- any any client medium reset-both disable -
edium
simple-client- any any client informational default disable
informational
I5im|:||e-c|ient— any any client low default disable
low
simple-server- any any SEerver critical reset-both disable
critical
;i_mﬁle-server- any any SErver high reset-both disable
ig
simple-server- any any SErver medium reset-both disable
edium
simple-server- any any SErver informational default disable
informational
simple-server- any any SErVer loww default disable
lowy -
@ @, Find Matching Signatures

= Tick chon vao Rule can check > Find Matching Signatures

Vulnerability Protection Profile {(Read Only)

Mame strict

Description

Rules || Exceptions

LN (rule eq 'simpleclient-critical’) 2968 / 9804 (]

IP Address
Threat Name
Exemptions
33... | Microsoft Windows 2000 simple- CVE-2003- | dient  overflow critical default disable -
Active Directory Remote dient- 0507 (reset-
Stack Overflow critical SErVer)
Vulnerability
30... | ISC BIND DNAME simple- CVE-2016- | client | dos critical default disable
Response Processing dient- BE64 (alert)
Denial of Service critical
Vulnerability
34... | Microsoft DNS Server simple- CVE-2011- | dient  overflow critical default disable
NAPTR Record Remote client- 1966 (reset-
Code Execution critical client)
Vulnerability
36... | ISC BIND RDATA Handling simple- CVE-2013- | client | dos critical default disable
Denial of Service dlient- 4854 (reset- -
i itira ientl

% Show all signatures | Page Y cf9a | » »» | Displaying 1-30/ 2968 threats

o Tao Profile theo y muén:

= Chon muc Objects > Custom Objects > Vulnerability >
Add

o Add Profile vao Policy Firewall
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» Tuong ty véi URL-Filtering. Trong truong Vulnerability
Protection chon Profile thich hgp > OK

Profile Type | Profiles

Antivirus  Mone

Protectio
Anti-Spyware | None
URL Filtering  Mone

File Blacking  Mone

Data Filtering Mone

WildFire Analysis  None

& Commit dé apply cdu hinh

= > Click
o Kiém tra: Trong muc tuong tu.
5.2. Yéu céu rule phat hién va ngiin chiin cac két néi C&C

- Khai bao phat hién va ngan chan cac két noi C&C, cac domain doc hai.
Khai bao rule ¢ vi tri ¢6 hi€u luc dau tién

o Céu hinh
» Chon muc Objects > Address Groups > Add
* Tick chon cac IP C&C da khai bao > OK

269



Address Group

Name | CEC

Description  CSiC
Type  Static -

e

M a

B8 Browse E3 Add ) Delete
-

Name

Rule Type universal {default)

Description

= Tab General: Rule Type chon universal

= Tab Source: Source Zone chon cac Trust Zone, Source Address
chon any.

= Tab Destination: Destination Zone chon cac Untrust Zone,
Destination Address chon Group C&C vira tao.

= Tab Application va Service chon any
= Tab Action: chon Deny, tick chon Log at Session Start > OK >

2 Commit

Click dé apply cu hinh
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Security Policy Rule

Application | Service/URL Category | Actions

Action Setting Log Setting
Action  Deny hd E Log at Session Start
Send ICMP Unreachable |Z Log at Session End
Log Forwarding | None -

Other Settings

Profile Setting Schedule  None v

Profile Type | Mone = Qo5 Marking | Mone -

D Disable Server Response Inspection

o Kiém tra: Trong muc tuwong tu

5.3. Yéu céu rule phat hién va chin nguoi ding quan trj ra Internet

- Khai bao rule phat hién va chian nguoi ding quan tri ra Internet truc tiép va
qua Proxy, chi mo cho nguoi dung quan tri dén cac hé théng theo cac port quan
tri TCP-22 (SSH), (TCP-23 (Telnet), TCP-3389 (RDP),1433 (MS-SQL), TCP-
1521->1527 (Oracle), TCP-3306 (Mysql), TCP-5432 (postgresqgl), TCP/UDP-
161/162 (SMTP)

o CAu hinh
o Tao Address dai quan tri
* Chon muc Objects > Address > Add
Address

Mame  Admin

Description | Admin

Type | IP Netmask w || 192.168.0.0/24 Resohne

Enter an IP address or a network using the slash
notation (Ex. 192.168.80.150 or 192.168.80.0/24). You
can also enter an IPvE address or an IPvE address with
it prefix {Ex. 2001:dbB:123:1::1 or

2001 ;b8 123:1::/604)

= Dién dai IP quan tri > OK
o Kbhai bao Policy
» Chon muc Policies > Security > Add
= Tab General: Rule Type chon universal
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= Tab Source: Source Zone chon cac TrustZone, Source Address
chon Address Admin vira tao.

Security Policy Rule

Destination | Application | Service/URL Category | Actions

& Any N iy
Source Zone M| source Address

rﬁ Admin

= Tab Destination: Destination Zone chon cac Untrust Zone,
Destination Address chon any.

= Tab Application va Service chon any
= Tab Action: chon Deny, tick chon Log at Session Start > OK >

Click 2 Commit

o Kiém tra: Trong muc twong tu

dé apply cau hinh

5.4. Yéu cau rule phat hién va chin két noi port quéan tri tir ving c6 security
level thap sang vung c6 security level cao

- Khai béo rule phat hién va chin két ndi port quan tri tir viing cé security
level thap sang vung c6 security level cao:

o Internet: Level 1
Wan: Level 2
Office: Level 3
DMZ: Level 4
Server Farm: Level 5
Céu hinh

o Palo Alto c6 rule méc dinh interzone-default chan két n6i gitra cac
zone vo1 nhau.

© O O O O

3 | interzone-default none interzone.  any any any any any any any any @Deny none none
@
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5.5.

5.6.

Yéu céu rule khai bao Policy vira di cac dia chi ngudn, dia chi dich va
port dich vu

- Vo1 port quan tri:

o Mo chi tiét va cu thé theo ip nguoi dung va hé thong dugc cap phép trén
Firewall Office, Firewall WAN

o Mo theo dai khong qua subnet 24 trén Firewall Server Farm, Firewall
DMZ

- Vi cac port khac:
o Mo khong qué subnet 16
o Mo khong qua range 2000 port
- Vi két ndi internet:
o DPugc phép mé bat ky dich dén vai két ndi di internet

Yéu céu rule khai bao phai chira cic thong tin phuc vu Kiém tra va ra
soat ATTT

- Khi mé rule can cht v mé dung theo: Title, zone, tags,...

- Céc rule quan trong phai bat luu logs hodc bat luu logs trén tat ca céc rule

d6i v6i thiét bi nao dang day vé hé thong phan tich logs tap trung

Security Policy Rule

Action Setting

Profile Setting

Application | Service/URL Category | Actions

Action | Allows v [+ Log at Session Start

nd ICMP Unreachable @ Log at Session End

Log Forwarding | LOG hd

Other Settings

Schedule None -

Profile Type  Mone -

QoS Marking | Mone -

D Disable Server Response Inspection

- C4c rule can phai c6 comment 13 rang: ngay/thang/nim mé rule - tén quan
tri - rule md cho muc dich gi - rule mé tam thoi thi can c6 thoi han cu thé.
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Security Policy Rule

Destination | Application | Service/URL Categary

Mame l Deny_Internal_To_ C&C

Rule Type  universal {default) i

Description | Date: 01/04/2020
Admin
Deny internal to C&d|

Tags R d

5.7. Yéu cau IPS/IDS phai update b rule méi nhat va diy da

- IPS/IDS phai update bo rule méi nhét va day du dugc ban hanh trén website
va h¢ thong cap nhat cia hang

5.8. Yéu céu thiét 1ap giri mail canh bso

- Thiét 13p giri mail canh bao vé ngudi quan tri khi c6 hanh dong phat hién
va chan xam nhap.

o Trén GUI:
o CAu hinh
= Chon muc Device > Server Profiles > Email > Add

= Dién céc thong tin vé Email server > OK

Email Server Profile ®

Name | Email |

Servers  Custom Log Format

MName ‘v Email Display Name From To Additional Redpient Email Gateway

Test Alert PA PAEmail.com admin@mail.com 192.168.0.1

Enter the IP address or FQDN of the Email gateway

» Chon muc Objects > Log Forwarding > Click add
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Log Forwarding Profile Match List

MName | Alert
Description
Log Type | threat -

Filter | (severity eg high) P

Forward Method Built-in Actions
D Panarama B | Mame Type
CE
&1 Email

/s oo
e

[E] Test

= Trong 6 Email click Add dé tao méi hodc chon 1 profile c6 sin,
tick chon email profile vira tao > Filter: chon severity eq critical
hoiac high > Log type: chgon Threat > OK

= Chon muc Policies > Security > Chon policy can gti canh bao >
tab Action > Tick chon Log at... > Log Forwarding chon

2 Commit

Profile vira tao > OK > > Click dé apply cau hinh

Security Policy Rule

Destination | Application | Service/URL Category | Actions

Action Setting Log Setting
Action | Allow v [V Log at Session Start
Send ICMP Unreachable [ Log at Session End
Log Forwarding | LOG e

Other Settings
Profile Setting Schedule | None v

Profile Type | None = QoS Marking | None it

D Disable Server Response Inspection

= Tuong tu c6 thé cau hinh thém cac Email canh bao cia cac option
khac nhu: Traffic, Wildfire, URL....
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II. Hwéng ddn cho firewall JUNIPER SCREENOS

1. Yéu ciu chung
1.1. Yéu ciu phat hién va chdng tin cong tir internet
- Phai dat IPS/IDS tai cac ving mang ma monitor dugc tat ca cac traffic
in/out internet
o bDat tai ving DMZ két ndi internet
o Dat tai ving nguoi dung truy cédp Internet.
- Phai dat Firewall gitra két ndi tir Internet vao mang ndi bd, dam bao toan
b traffic in/out internet phai di qua Firewall
o Dit tai ving DMZ két nbi internet
o bat tai ving ngudi dung truy cap Internet.

Intranet servers Production servers

5 BB 55|

Application  Files Database
server  server

(NN,
HQ domain Web and DNS Intranet mail
controller infranet servers  server

|-,

RAS Web and DNS  Intemet mail
Internet servers server

server

IPS (2 V5)
MNetwork security
supporting systems

=
S5L Accelerator
Authentication Certificate
Server Authority

HQ users
workstations

IPS (2 VS)

WAN

[ =
— e

E-commerce
SErvers
WAN
D - IT system resources requering IPS protection
O - threat sources | l
Office
networks

1.2. Yéu cau phat hién va chdng tin cong tir ndi bd
- Phai dat IPS/IDS tai cac vung mang ma monitor dugc tat ca traffice in/out

cac h¢ thong can bao vé
o Dat tai vung Office két n61 vao mang ndi ba.

o bDat tai ving WAN két ndi vao mang ndi ba.
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o bait tai vung Server Farm két n61 vao mang ndi bo.
o Dat tai ving Partner két n61 vao mang ndi bd.

- Phai dat Firewall gitra két ndi tir cac hé théng khac té1 hé théng can béo vé,
dam bao toan b traffic in/out cua vung mang can bao v¢ di qua Firewall

o Dat tai ving Office két n6i vao mang ndi ba.
o Dat tai ving WAN két nd1 vao mang ndi bo.
o Dat tai ving Server Farm két ndi vao mang noi bo.

o bit tai vung Partner két n61 vao mang ndi bo.

Intranet servers Production servers

53|

HQ domain Web and DNS Intranet mail icat i
| i RAS \Web and DNS  Intemet mail controller infranet servers  server Ap::rc;ae:nn SZI:.:' D:t:::rse
server Internet servers  server

Internet servers

IPS (2 VS)

Metwork security
supporting systems

Authentication  Certificate
Server Authority

S5L Accalerator

HQ users
workstations
[ = WAN
—

E-zommerce
Servers

WAN

D - IT system resources requering |PS protection
O - threat sources |

2. Cau hinh an ninh 16p 1
2.1. Yéu cau shutdown port khong sir dung
- Shutdown tat ca cac port khong sir dung trén thiét bi, chi bat 1én khi c6 yéu
cau su dung
o Trén GUI:
o Céu hinh:
» Chon muc Network >Interfaces > Chon interface can cau hinh
= Bo tick Admin Status up dé tit cong > Apply

277



Interface: ethernet2/1 Back To Interfa

Properties: Basic IPv6 BGP OSPF IGMP Monitor 802.1X IRDP

& static Ip
1P Address / Netmask [0.0.0.0 /o M Manageable

Manage IP * lo.o.o.o 001b.c06e.9c07

Service Options

M web Ul M Telnet v ssH

s Manogement Sarvices o' o P ssL
M Ping " Path MTU(W) ™ Ident-reset
™ Overbiling I Enforce IPSEC

. DNS Proxy |

; WebAuth I~ 1P Address [0.0.0.0 I” ssL only

G-ARP v
Traffic Bandwidth [0 Mbps
[Cok | _apply | cancel |
o Trén CLI:
o Céu hinh:
> edit

[edit]

Entering configuration mode

set interface [interface name] disable

o Kiém tra: Trong muc tuong tu

2.2. Yéu cau mo ta ket noi ro rang

- Cong dang bat phai c6 mo ta két ndi rd rang xac dinh dugc thong tin dau
noi cua thiét bi dau xa

o Trén GUI: Khong support

o Trén CLI:

> edit

[edit]

Entering configuration mode
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set int [interface name] description [text]

o Kiém tra:

SSG520-> get interface [interface name]

3. Céu hinh an ninh 16p 3
3.1. Xac thuc cho cac giao thirc 16p 3
- VRRP, HSRP, GLBP, NSRP phai cAu hinh x4c thuc cho giao thuc gitra cac
thict bi
Firewall Juniper SSG550 hd trg giao thirc NSRP.
o Trén GUI:
o Céu hinh:
* Chon muc Network > NSRP > Cluster
= Nhap mat khau vao 6 NSRP authentication password

NSRP Protocol Version 2.0

| ClustertD |

‘# Mot in Cluster

Local Unit 5377024 Active Units Discovered 6377024

Number of Gratuitous ARPs to Resend
|| NSRP Authentication d
' | NSRP Encryption d

o Trén CLI:

> edit

Entering configuration mode

[edit]

set nsrp encrypt password hBsm8xVGdpqusGT
set nsrp auth password cGvVjn5gYUF2yJK

- OSPF phai thiét 1ap chudi xac thuc c6 mé hoa giita 2 thiét b
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o Trén GUI:
o Céhu hinh:
* Chon muc Network > Interface > Edit > OSPF

= Trong Authentication chon MD5 Keys(Preferred) hoac
password(clear text)

= Nhip ma va Click Apply
o Trén CLI:

> edit

Entering configuration mode

[edit]

set interface ethernetl protocol ospf authentication md5 1234567890123456

set interface ethernetl protocol ospf authentication md5 9876543210987654 key-id 1
set interface ethernetl protocol ospf authentication md5 active-md5-key-id 1

Hoac

set interface ethernetl protocol ospf authentication password 12345678

save

o Kiém tra: Trong muc tuong tu
- Chudi xac thuc:
o Cb do phtic tap bao gdm chir in thudng, in hoa, ky tu
o Chudi dai tir 16 ky tu tré 1én (MD5) hodc 10 ky tir (clear text)
o Khéng dit cac mat khau dé doan
- RIP phai thiét 1ap chudi xac thuc ¢6 ma hoa giira 2 thiét bi
o Trén GUI:
o Cau hinh:
* Chon muc Network > Interface > Edit > RIP
= Trong Authentication chon MD5 Keys.
= Nhip ma vao 2 key field
* Trong Key ID: 1 chon Preferred
= Click Apply
o Trén CLI:

> edit

Entering configuration mode

[edit]

set interface ethernetl protocol rip authentication md5 1234567890123456
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set interface ethernetl protocol rip authentication md5 9876543210987654 key-id 1
set interface ethernetl protocol rip authentication md5 active-md5-key-id 1

save

o Kiém tra: Trong muyc tuong tu
- Chudi xac thuc:
o Cb do phtic tap bao gdm chir in thudng, in hoa, ky tu
o Chudi dai ttr 16 ky tu tro 1én
o Khong dat cac mat khau d& doan
- BGP phai thiét 1ap chudi xac thyc c6 mi hoa giita 2 thiét bi
o Trén GUI:
o Cau hinh:

» Chon muc Network > Routing > Virtual Router > Edit (trust-
vr) > Chon Peer can cau hinh

= Trong Peer authentication nhap ma xac thuc
= Click OK
o Trén CLI:

> edit

Entering configuration mode

[edit]

set vrouter trust-vr protocol bgp neighbor peer-group ibgp md5-authentication verify03

save

o Kiém tra: Trong muc tuong tur
- Chudi xac thuc:
o Cb do phtic tap bao gdm chir in thudng, in hoa, ky tu
o Chudi dai tr 16 ky tu tré 1én (MD5) hodc 10 ky tr (clear text)
o Khong dit cac mat khau dé doan
Cau hinh quan tri
4.1. Yéu cau vé sao luu cau hinh

- Thiét bi phai dugc sir dung phién ban hé diéu hanh va cap nhat cic ban va
dam bdo an toan theo yéu cau ctia bo phan ATTT

o Trén GUI:
o Kiém tra:
* Tai man hinh chinh Dashboard
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Up time: 1273 days 16:02:28, System time: 2020-04-02 15:

My FW CA PD &2

Hardware Version: opo)

Firmware Version: £.1.0r7.0 {Firewall+VvPH}
Serial Number: IN11B2A%3ADB

Host Mame: FW_CA_PD_62

System Status [Root)
Administrator: mionitor

Current Logins: i Details

~ - Luu chu hinh tru6ce khi tac dong va dinh ki t0i thicu 01 1an/tuan. Luu t6i
thiéu 02 ban gan nhat. Khong luu ban sao luu trén may tinh c4 nhan cta quan tri
vién.
o Trén GUI:
o Cau hinh: (Khéng support ddy backup config tu dong)

= Luu cau hinh tha cong: Chon muc Configuration > Update >
Config File > Click Save to File

S Juniper’

5SG-550 Upload Configuration to Device

) Merge to Current Configuration

MNew Configuration File No file chosan
Download Configuration from Device
e ——
Current System Configuration: (Total size: 20341 bytes) (| saveToFile |
set clock dst-off -

set clock ntp

set clock timezone 7

set clock dst recurring start-weekday 2 @ 3 82:00 end-weekday 1 @ 11 @2:@8
set vrouter trust-vr sharable

set vrouter “"untrust-vr™

exit

set vrouter "trust-wr”

unset auto-route-export

exit
set service "21-23_udp/tcp” protocol tcp src-port @-65535 dst-port 21-23
set service "21-23 udp/tcp” + udp src-port 6-65535 dst-port 21-23 4

o Trén CLI:
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save config to tftp <tftp_server_ip> <config_filename>

o Kiém tra: Kiém tra file cau hinh duoc luu trén may tinh.

4.2. Yéu cau vé quan Iy tai khoan

- Stir dung h¢ thong AAA dé quan Iy tai khoan nguoi dung tap trung (xac
thue, phan quyén, ghi lich st tac dong). To61 da 02 tai khoan quan tri local dung
cho truong hop khan cap

o Trén GUI:

o Céu hinh:

Chon Configuration > Auth > Auth Servers > Edit > Click
New

Nhap thong tin cho server: Name, Type, Domain or IP
address....> Save

|
IP/Domain Name | |
|

Backupl |

Backup2 | |
Timeout minutes (0 to disable)
Forced Timeout minutes [0 to disable)
Account Type | |auth | [12TP | |Admin | /xauth | g02.1x || IKEw2EAP

Username Stripping Separator I:l Occurring times

Domain Name | |

Failover Revert Interval seconds (0 to disabla)

Source Interface none v |

'* RADIUS RADIUS Port Shared Secret |
Ratry timeas Retry Tim=out seconds
Acct-Session-ID Length | | Bytes (0 for default)
RFC Compatibility || pFe2138
Zone Verification | Enabled

! SecurID Client Retries Client Timeout seconds
Authentication Bort
Encryption Type ) DES ) spI
Use Duress () yas 1 No

' LDAP LDAP Port Common Mame Identifisr

Distinguished Mame(dn) | |

' TACACS+ TACACS Port || Shared Secret |
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= Chon Configuration > Admin > Administrator. Lua chon
Admin Auth Server la server vira khai bao > Apply

IExlwemal Database Admin Settings

Admin Privileges Get privilege from RADIUS server
External admin has read-only privilege
® External admin has read-write privilege
Admin Auth Server Local/anm-radius ¥
Remote Server Settings

Primary L) The remote Auth server will have priority

Fallback [# parmit Root
¥/ parmit non-root
Root ) Accept remotely authenticated ROOT privileged admins
Apphe Cancel

o Kiém tra: Trong muc tuwong tu

- Quan trj vién phai sir dung tai khoan duoc cép riéng, phan quyén phu hop
trén local/AAA.

Déi véi tai khodn Local
o Trén GUI:
o Céu hinh:
= Chon Configuration > Admin > Administrator > Click New

= Pién cac thong tin vé user va phan quyén phu hop > Click Apply
Privilege: Read-Only hodc Read-Write
Role:

- Audit User: C6 thé view cdu hinh nhung khéng thé stra. C6 thé
view va clear Log.

- Crypto user: Tuong tu nhu Audit User nhung khong thé clear
log. Co thé cau hinh certificates trén thiét bi.

- Security user: C6 thé chinh sira toan bd céc setting nhung khong
thé clear log va cau hinh certificates

o Trén CLI:

set admin user name_str password pswd_str [ privilege { read-write | read-only } ]

set admin user name_str role { audit | cryptographic | security }

o Kiém tra: Trong muc tuong tu
Déi voi tai khodn AAA

o Kiém tra tryc tiép chinh sach trén may chu AAA
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- P6i mat khau mic dinh cac tai khoan local cua thiét bi
o Trén GUI:
o Céu hinh:
= Chon Configuration > Admin > Administrator

= Trong hang user netscreen click Edit. Dién dy du thong tin va
click Apply

Administrator Name nstzzraen
Old Password
MNew Password
Confirm Mew Password

55H Password Authentication

OK Cancal

o Kiém tra: Trong muc twong tu
- Thiét lap chinh sach mat khéau manh cho cac tai khoan trén local/AAA.
Déi véi account local

SSG550 khong hd trg thiét 1ap chinh sach mat khau manh cho account local.
Déi véi account AAA

o Kiém tra tryc tiép chinh sach trén may chu AAA

- Khoa sau 5 lan diang nhép sai, thoi gian khoa tai khoan do dang nhap sai 1a
10 phat

Déi véi account local
o Trén GUI:
o CAu hinh:

* Chon muc Configuration > Admin > Management > Nhap
Max login attempts: 5
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Web nt Idle Ti 10 Minutes {enabled)

Max Login Attempts

Help Link Path hup- help juniper nethelp anglish'6.1.0 || Defsu |

wrrpport s

|#| Radirect HTTP to HTTPS

|#| ssL

HTTPS(S5L) Port
Certificate | Default - System Self-Signed Cert v |
Cipher | 3DES_SHA-1 v |

Telnet Port

¥ Enable SSH (v2) Port

" Enable SCP

_
o
o
Aok
Aok
Aok
Aok

o Kiém tra: Trong muc tuwong tu
Déi véi account AAA

o Kiém tra tryc tiép chinh sach trén may chu AAA
4.3. Yéu ciu vé két ndi quan tri
- Quan tri thiét bi qua VLAN quan tri danh riéng
o Kiém tra trén cdu hinh, ddu ndi IP, quy hoach VLAN quan trj

- Quan tri thiét bi qua két ndi truc tiép Console hodc két ndi tir xa an toan, co
ma hoa (SSHv2, HTTPS). Tat cac giao thirc quan tri tir xa khong an toan (Telnet,
HTTP)

o Trén GUI:
o Céu hinh:
* Chon muc Configuration > Admin > Management
* Tick chon Redirect HTTP to HTTPS
= Tick chon enable SSH (v2)
= Xoa Telnet port
o Kiém tra: Trong muc tuong tu
- Thoi gian time-out ctia cac phién két ndi quan tri téi da 1a 15 phut
o Trén CLI:

set admin auth web timeout 15
set console timeout 15
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- G161 han chi cho phép quan tri tir cac IP theo danh sach dang ki
o Trén GUI:
o Cau hinh:

» Chon muc Configuration > Admin > Permitted IPS/IDS >
Click Add

= Pién thong tin IP/mask ctia may quan tri va click Apply

|Add a New Permitted IP

IP Address [ Netmask [0.0.0.0 | 7 2 Add

Configured Permitted IPs

IP Address I Netmask I Configure

Mo entry available

o Kiém tra: Trong muc twong tu
4.4. Yéu cau ciu hinh NTP

- Thiét bj phai duoc dong bo thoi gian theo t6i thiéu 01 may chi thoi gian
(NTP server)

o Trén GUI:
o CAu hinh:

= Chon muc Configuration > Date/Time > Nhap cac thong s6 vé
NTP Server > Click Apply
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Set Time Zone hours IC' minutes from GMT

Up time: 1273 days 17:22:06, System time: 2020-04-02 16:56:07, GMT Time Zone: 07:00

Syne Clock With Cliznt

|| Automatically adjust clock for daylight saving ch

(DST) | Advanced

Update system clock every minutes
Maxi time adj 1t l:l Seconds

¢ Automatically synchronize with an Internet Time Server{NTP)

Authentication mode Required " preferred

Primary server IP/Name
Primary server Key ID ||

Backup serverl IP/Name
Backup serverl Key ID |

Backup server2 IP/Name
Backup server? Key ID |

Source interface
Presharedkey
Source interface
Presharedkey
Source interface
Presharedkey

o Kiém tra: Trong muc twong tu

4.5. Yéu cau ciu hinh log

- :Fhiét bi phai dugc thiét 1ap bat ché do ghi log va cau hinh luu log tap trung
toi thiéu 06 thang. Trong truong hop khong c6 h¢ thong luu log tap trung thuc

hién thiét 1ap luu trén local
o Trén GUI:
o Céu hinh:

* Chon muc Configuration > Report Settings > Syslog

= Tick chon Enable syslog message va chon source interface day

veé svr luu tri

= Nhap cac thong tin vé server syslog, loai log muén day vé... >

Apply
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¥ Enable syslog messages

Source interface  ethernstl/2 v

Syslog servers

No. | Enabl IP / Hostn Port | Security Facility Facility Event Log | Traffic Log | TCP
1. |w 122.168.251.30 | |5 || LocALD - LOCALD o ] ||
2. | |1030.160.41 |5 | ’W‘ ’W‘ o o ]
= O | | |54 ||LocALo v | [LOCALD v |« J m|
o || | |5+ [|LocALo v | |LOCALD v| [ J CJ

| Apply || Apply end Reset connections || Cancel |

= Chon céc loai log can 1y > Apply

Chon muc Configuration > Report Settings > Log Settings

Log Module: System

! Log Packets Terminated to Self

o Kiém tra: Trong muc tuong tu
4.6. Yéu cAu cAu hinh SNMP

Severity Levels
Destinations
Emergency Alert Critical Error Warning | Notification |Information|Debugging
Console ] O O O (] O O O
Internal v ] |+ v | [ 7 [
Email [ ¥ I )
SNMP ) Ird 7]
Syslog ) I ) ) (o) ) I )
WebTrends v ] |+ (] O [ O O
NSM I Ird I I Il I I I
use [+ ] ] [+ | ) [+ )
O s above | O an above | O anabove | O an above | £ ant above | £ AN above | O Al Above | £ all above
Check Al | | Clearal

- SNMP phién ban v2¢, v3. SNMP theo ché d6 read-only. Community string
SNMP riéng. X6a bé community string mac dinh. Chi cho phép truy cap SNMP

tor mdy chu giam sat.
o Trén GUI:
o Cau hinh:

thong s6 cia SNMP
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|

NMP Report Settings

System Name |53G330 |

System Contact || ]

Location [PDL2203 |

Lsten o
reap port

Enable Authentication Fail Trap ¥/

= Chon Configuration > Report Settings > Click New
Community

= Chon Version V2C, bo tick Write, Nhap thong tin vé svr
SNMP... > OK

Community Name  53G550

L write
Permissions | Trap

| Including Traffic Alarms

Version
Hosts IP Address Metmask Trap Version Source Interface

|V2C v | | ethernet/0 v |

Vi

Vi v None v

Vit None v

o Kiém tra: trong muc twong tur
5. Thiét 1ap cac tinh ning an ninh
5.1. Yéu ciu bat tinh niing phong chdng tin cong mang trén cac Firewall
~ -Batva c4u hinh cac tinh ning phong chdng tan cong mang phu hop véi hé
thong CNTT duogc Firewall bao vé (IPS/IDS, UTM, Screening)
Doi vgi IPS/IDS (Deep Inspection - DI):

o Yéu cau phai c6 lisence dé active feature va cap nhat Signature
Pack cua hang dé c¢ list cac Predefined-attack group hoac cé thé tu
tao cac custom group attack theo y muon. Update manual c6 thé
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tham khao link sau:
https://services.netscreen.com/restricted/sigupdates

o Trén GUI:
o Céu hinh:

= Chon Policy > Policies > Trong Policy can thém DI chon Edit >
Deep Inspection

MName (optional) | |
' New Address | |,r'
Source Address
'® addrass Book Entry| Any v || nmavgls |
AP '-'NewAddrEs| |.|"| |
Destin on ress
'®! address Book Entry | ANy ¥ || Mualtiple
Service |ANY '| Multiple
| | WEE Filtering
Action | Permit v Deep Inspection
Tunnel o
|_|" Modify matching bidirectional VPN palicy
i
Logging | | at Session Beginning |
|| Session-limit
Counter ¢

Alarm without drop | |

OE | | Camcel | | Advenced

= Chon cac thong sd phu hop > Click OK

Group: Chon cac group attack phu hop vai policy. Vi du Chon
cac group attack li€n quan dén http cho policy mé truy cap dén
cac web svr...

Action: Close (TCP-reset), Drop (packet), Ignore (tao log va
ngung check), None.
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Severity | Default ¥

Policy ID |0 Import Export
Current Defined Attack Groups
Group Action Log |Brute Force Attack Action Target Timeout | Configure
¥ Drop ¥ || # | Notify v Serv ¥ ||ec Add

[0):9 Cancel

o Kiém tra: trong muc tuong tu
o Trén CLI:

device-> set policy id 1

device(policy:1)-> set attack HIGH:HTTP:SIGS action close
device(policy:1)-> set attack MEDIUM:HTTP:ANOM action close
device(policy:1)-> exit

device-> save

Doéi voi URL Filtering

o Yéu cau phai co lisence dé active full feature.

o ScreenOS cung cap 2 Web-filtering solution:

Intergrated: Cho phép permit hodc block truy cap bang cach gan
cac Web-filtering profile (bao gom danh sach cac URL va action
tuong mg) vao trong firewall policy.

Redirect: Cho phép permit hoic block truy cap bang cach giri cac
http request trong mot phién TCP voi Websense svr hodc Surf-
Control svr. (Khong hudng dan cau hinh trong tai liéu nay)

o Trén GUI:
o CAu hinh:

= Chon Security > Web Filtering > Protocol > Tick chon
Integrated (SurfControl) > Click Apply

= Tiép tuc tick chon Enable Web Filtering via CPA Server >
Click Apply
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Protocol Selection Websense /SurfControl

| Integrated (SurfControl)
Choose Protocol: | gediract (SurfControl)
! Redirect [Websense)

» Tao URL categories: URL category la 1 danh sach cac URL cung
1 loai ndi dung. C6 thé sir dung cac URL categories dd duoc
predefined cta hing hodc c6 thé tao méi bang cach chon Security
> Web Filtering > Categories > Custom > New > Thém céac
thong tin yéu cau > Apply

Mo entry available

= Tao Profile: Bao gdbm nhom cic URL categories duoc gan véi 1
hodc nhiéu action. C6 thé str dung Profile mic dinh cua hing (ns-
profile) hodc c6 thé tao méi bang cach chon Security > Web
Filtering > Profiles > Custom > New > Thém cac thong tin yéu
cau (URL, action...) > Apply

Profile Name Configuration

ns-profile Clone
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= Gan Profile vao Policy: Chon Policy > Policies > Trong Policy
can thém Web-filtering tick chon WEB Filtering > chon Profile
tuong ung > Click OK

Name (optional) |vSecurinIP_20020060360 |

i '-'NewAddrﬁs| |f| |
Source ress
'®) pddress Book Enu-y| (Multiple) v | Multipls
I '.'NewAddrEs| |.r’| |
. non ress
'®| address Book Entry | 10.58.100.0/25 ¥ || upmitiple
Service | 22-23 _tcp v | Multiple

Application | None v

v
Action | Permit ¥ | | Deepluspection |
Tunnell Von| None ¥ |
|| Medify matching bidirectional VPN palicy

(o None v

Logging | |zt Session Baginning L

| Session-limit
Counter

Alarm without drop | |

| ok | | Camcel | | Advanced

o Kiém tra: trong muc twong tu
o Trén CLI:

1. Web Filtering

get url

device->set url protocol sc-cpa

device(url:sc-cpa)-> set enable

device(url:sc-cpa)-> set group-based-filtering
device(url:sc-cpa)-> get user-group group_name | all

2. URL Category

device(url:sc-cpa)-> set category competitors url www.compl.com
device(url:sc-cpa)-> set category competitors url www.comp2.com
3. Web-Filtering Profile

device(url:sc-cpa)-> set profile my-profile other permit
device(url:sc-cpa)-> set profile my-profile competitors block
device(url:sc-cpa)-> exit

4. Firewall Policy

device-> set policy id 23 from trust to untrust any any http permit url-filter
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device-> set policy id 23
device(policy:23)-> set url protocol sc-cpa profile my-profile
device(policy:23)-> exit

device-> save

5.2. Yéu cau rule phat hién va ngin chin cac két néi C&C

- Khai bao phat hién va ngan chan cac két noi C&C, cac domain doc hai.
Khai bao rule ¢ vi tri ¢6 hiéu luc dau tién

o Cau hinh:
o Chon muc Policy > Addresses > List > Click New

List per page

"y ® Filter: ALLO-SABCDEFG-I-LMNOPQRSTUVWXZ New
B Juniper
NETWORKS
S55G-550 Name IP/Domain Name Comment Configure
Any @o.o.o.o /o 2l addr
Dial-Up VBN 255.255.255.255!32 Dial-Up VPN Addr

o Nhap céc tham s6 dé tao danh sach dija chi IP C&C > Click OK

o Tao Rule trong két ndi tir zone Trust dén Untrust: Chon muc Policy
> Policies > Click New

Name (optional) |C&C |

Source Addrass Mo Address| |7
'® address Book Enu—y|Any v || uhigle |
Destination Address =" | jal |
'® Addrass Book Entry | Any v || Malriple |
Service | ANY v || nmucigle |
Appcation
| | WES Filtering
Action | Permit ¥ | | Desp ispacticn |
Tunnel ww
|| Modify matching bidirectional VPN policy
2 None + |
Logging | |  at Session Beginning
| Session-limit
Comter |
Alarm without drop | |
OK | | Camcel | | Advanced

o Dién céc tham sd:
Source Address: Any
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Destination Address: Chon Multiple > Thém cac IP C&C da tao

vao > Click OK
Destination Address Entries (PDL-MGMT)
Megate the Following
<-- Selected Members --= <-- Available Members =
OK Cancel
Service: Any
Action: Deny

Tick chon Logging > Click OK
o Kiém tra: trong muc tuong tur
5.3. Yéu céu rule phat hién va chin nguoi ding quan trj ra Internet

- Khai bao rule phat hién va chin nguoi dung quan tri ra Internet truc tiép va
qua Proxy, chi m¢ cho ngudi ding quan tri dén cac hé thong theo cac port quan
tri TCP-22 (SSH), (TCP-23 (Telnet), TCP-3389 (RDP),1433 (MS-SQL), TCP-
1521->1527 (Oracle), TCP-3306 (Mysql), TCP-5432 (postgresql), TCP/UDP-
161/162 (SMTP)

o Cau hinh:

o Tuong ty nhu muyc trén: Cac tham s6 can dién:
Source Address: dai IP cua ngudoi dung quan tri
Destination Address: Any
Service: Any
Action: Deny
Tick chon Logging > Click OK

o Kiém tra: trong muc tuong tu
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5.4. Yéu chu rule phat hién va chin két ndi port quan trj tir viing c6 security
level thap sang viing c¢6 security level cao

- Khai bao rule phét hién va chin két ndi port quan tri tir viing ¢ security
level thap sang vung c6 security level cao:

o Internet: Level 1
Wan: Level 2
Office: Level 3
DMZ: Level 4
Server Farm: Level 5
CAu hinh:

o Khai bao danh sach cac port quan tri: Chon muc Policy > Services
> Policy Elements > Custom > New > Tao danh sach cac port quan
tri > Apply

o O O O O

List| 20 ¥ |per page

MName Transport Protocol and Parametars Timeout (min|10sec*) Configure
- TCP src port: 0-65535, dst port: 21-23 .
21-23_udp/tcp UDP =rc port: 0-63535, dst port: 21-22 = E: || mlss
~ TCP src port: 0-65535, dst port: 20-23 .
20-23_udp/tcp UDP =rc port: 0-63535, dst port: 20-22 = E: || mlss
22_kep TCP src port: 0-65535, dst port: 22-22 30 Edit In Use
23-23 tep TCP src port: 0-65535, dst port: 22-23 30 Edit In Use

o Tao Rule trong két ndi tir zone security level thép dén cao: Chon muc
Policy > Policies > Click New
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QiJuniper

SSG-550 Name (optional) Elock MNG |

' New Address | | !

Source Address
'® address Book Enh—y| Any v || Muitiple |

P '.'NewAddrEsl |f| |

inaton ress

'® Addrass Book Entry | ANy v || Ml
Service | ANY v || nultiple
f—

|| WEB Filtering
Action Deny v ’m
Tunnel wvon
|| Modify matching bidirectional VPN policy
e

Logging ¥ 4t Sacssion Beginning ¥

|| Session-limit

Counter

Alarm without drop ||

| or | | camcel | | Advenced

o Cac tham s6 can dién:
Source Address: Any
Destination Address: Any
Service: Chon group service vira tao
Action: Deny
Tick chon Logging > Click OK
o Kiém tra: trong muc tuwong tu

5.5. Yéu cau rule khai bao Policy vira di cac dia chi ngudn, dia chi dich va
port dich vu

- V61 port quan tri:

o M chi tiét va cy thé theo ip nguoi ding va hé thong dugc cap phép trén
Firewall Office, Firewall WAN

o Mo theo dai khong qua subnet 24 trén Firewall Server Farm, Firewall
DMZ

- Vi céc port khéc:

o Mo khong qué subnet 16

o Mo khong qué range 2000 port
- Vi két ndi internet:

o Puoc phép mé bat ky dich dén véi két ndi di internet
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5.6. Yéu ciu rule khai bao phai chira cic thong tin phuc vu kiém tra va ra
soat ATTT

- Khi mo rule can chu ¥ mé dung theo: Title, zone, tags,...

- Céc rule quan trong phai bat luu logs hodc bat luu logs trén tat ca cac rule
doi1 véi thiét bi nao dang day vé hé thong phan tich logs tap trung

Logging ¥ ¢ Sazsion Beginning

- C4c rule can phai c6 comment rd rang: ngay/thang/nam mé rule - tén quan
tri - rule md cho muc dich gi - rule mé tam thoi thi can c6 thoi han cu thé.

Mame (optional) 13012020 Admin BlockCHC

o Kiém tra: trong muc tuong tu
5.7. Yéu cau IPS/IDS phii update b rule méi nhat va day di

- IPS/IDS phai update bd rule méi nhat va day du dugc ban hanh trén website
va h¢ thong cap nhat cua hang

o Céu hinh:

o Chon Configuration > Update > Attack Signature > Dién cac
thdng tin > click OK

Signature Pack: Chon géi pack muén sir dung (Default: Base) )
Update Mode: Chon Automatic Update
Schedule: Chon ngay dinh ky update
Time (hh:mm): Chon thoi diém dinh ky dé update
o Kiém tra: trong muc tuong tu
5.8. Yéu cau thiét 1ap giri mail canh bio

- Thiét 1ap giri mail canh bao vé ngudi quan tri khi c6 hanh dong phat hién
va chan xam nhap

o Cau hinh:
o Chon muyc Configuration > Report Settings > Email

o Thiét 13p cac tham sb cdu hinh Email canh bao > Save
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S55G-550

o Kiém tra: trong muc tuong tu.
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III. Huéng ddn cho firewall SOPHOS XG

1. Yéu ciu chung
1.1. Yéu ciu phat hién va chdng tin cong tir internet
- Phai dat IPS/IDS tai cac ving mang ma monitor dugc tit ca cac traffic
in/out internet
o bDat tai ving DMZ két ndi internet
o Dat tai ving nguoi dung truy cédp Internet.
- Phai dat Firewall gitra két ndi tir Internet vao mang ndi bd, dam bao toan
b traffic in/out internet phai di qua Firewall
o bit tai ving DMZ két ndi internet

o bat tai ving ngudi dung truy cap Internet.

Production servers

Intranet servers

-5-§-1

Application  Files Database
server  server

Internet servers

(NN,
HQ domain Web and DNS Intranet mail
controller infranet servers  server server

|-,

| Diakup RAS Web and DNS Intemet mail
[A—— server Internet servers  server
IPS (2 VS)
MNetwork security
supporting systems
=
=
S5L Accelerator
Authentication Certificate
Server Authority
HQ users
workstations
[ = WAN
— e
E-commerce
SErvers
WAN
D - IT system resources requering IPS protection
O - threat sources |
Office
networks

1.2. Yéu cau phat hién va chdng tin cong tir ndi bd
- Phai dat IPS/IDS tai cac vung mang ma monitor dugc tat ca traffic in/out

cac h¢ thong can bao vé
o Dat tai ving Office két n61 vao mang ndi ba.

o bDat tai ving WAN két ndi vao mang ndi ba.
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o bait tai vung Server Farm két n61 vao mang ndi bo.
o Dat tai ving Partner két n61 vao mang ndi bd.

- Phai dat Firewall gitra két ndi tir cac hé théng khac té1 hé théng can béo vé,
dam bao toan bo traffic in/out cua vung mang can bao v¢ di qua Firewall

o Dat tai ving Office két ndi vao mang ndi ba.

o bDat tai ving WAN két ndi vao mang ndi ba.

o Dat tai ving Server Farm két ndi vao mang ndi ba.
o

bait tai vung Partner két n61 vao mang ndi bo.

Internet servers Intranet servers Production servers

1188

. = = = _ HQ domain Web and DNS  Intranet mail Application  Files  Database
RAS Web and DNS  Intemet mail controller infranet servers  server e e
server Internet servers  server

IPS (2 VS)

Metwork security
supporting systems

Authentication  Certificate
Server Authority

S5L Accalerator

HQ users
workstations
[ = WAN
—

E-zommerce
Servers

WAN
D - IT system resources requering |PS protection
O - threat sources |

2. Cau hinh an ninh 16p 1
2.1. Yéu ciu shutdown port khong sir dung

- Shutdown tét ca cac port khong st dung trén thiét bi, chi bat 1én khi c6 yéu
cau su dung

o Dong Sophos XG firewall khong ho tro disable interface vat Iy. (HO
trg trén dong Sophos UTM)

2.2. Yéu cau mo ta két noi ro rang
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- Cong dang bat phai c6 mo ta két ndi rd rang xac dinh dugc thong tin ddu
noi cua thiét bi dau xa
o Dong Sophos XG firewall khong hd tro md ta cho interface vt 1y.
(Chi c6 thé thém mo ta voi interface bridge)
3. Cau hinh an ninh 16p 3
3.1. X4&c thuce cho cac giao thirc 16p 3

- VRRP, HSRP, GLBP, NSRP phai céu~hinh xac thuc cho giao thure gitra cac
thiét bi. Sophos XG Firewall hi¢n tai chua ho trg cac tinh nang nhu VRRP.

- OSPF phai thiét 1ap chudi xac thuc c6 ma hoa giita 2 thiét bi.
o Trén GUI:
o Céu hinh;
* Chon muc Chon muc Configure > Routing > tab OSPF

%
= Trong phan Area > click vao biéu twong =  tai Area can ciu
hinh

Authentication [ mDs "|

Authentication: Chon MD5 > Save

5 : 2 s .
Trong phan Interface > click vao bi€u tugng tai Interface
can cau hinh

Authentication: Chon MD5
Pién ID va MD5-key > Click Save
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Override interface configuration

Interface * Portl v

Hello interval 10 (1-65535 seconds)
Dead interval 4o (1-65535 seconds)
Retransmit interval 5 (3-65535 seconds)
Transmit delay 1 [1-65535 seco
Interface cost Auto

Authentication MD5 v

Key ID * 1 (1-255)

Key * keychain

Router priority 1 (0-255)

o Kiém tra: Trong muc tuong tu
- Chudi xac thuc:
o Co6 do phuc tap bao gém chir in thuong, in hoa, ky tu
o Chudi dai hon 10 ky tu
o Khéng dit cac mat khau dé doan
- BGP phiai thiét 1ap chudi xac thuc c6 ma héa gitra 2 thiét bi.
o Sophos XG Firewall khong ho tro xac thuc BGP.
Céu hinh quan tri
4.1. Yéu ciu vé sao luu ciu hinh

- Thiét bi phai dugc sir dung phién ban hé diéu hanh va cap nhat cac ban va
dam bdo an toan theo yéu cau cuia bo phan ATTT.

o Trén GUI:
* Chon muc System > Backup & Firmware
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Firmware

Version Active Manage
SF0S 17510 MR-10 e &
2D @

- Luu ciu hinh trudc khi tac dong va dinh ki téi thiéu 01 1an/tuan. Luu tdi
thiéu 02 ban gan nhat. Khong luu ban sao luu trén may tinh cd nhan ctia quan tri
vién.

o Trén GUI:
* Chon muc System > Backup & Firmware > tab Backup &
Restore

= Pbi véi backup qua FTP: Tick chon FTP

Backup
Backup mode QO Local @ FTP QO Email
Backup prefix Export
FTP server P * 192.1680.1
User name * admin

FTP password* [ ...

FTP path C:\Desktop

Frequency O Never O Daily @ Weekly O Monthly
Schedule Sunday v | Day o0 v |HH | 00 ¥ | MM
Encryption password * @ Encryption password

Confirm Encryption password

T T

= Dién cac thong tin vé SVR FTP
= Frequency chon weekly > Apply

= Tuong tu ddi v6i backup qua email
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Backup mode O Local OFP ® Email

Backup prefix Export

Email address * [ admin@mail com‘ ] Quarantine digest will be sent to the first email address only
Freguency O Never O Dally G) Weekly O Monthly

Schedule Sunday v | Day 00 ¥ | HH 00 | MM

Encryption password * @ Encryption password

Confirm Encryption password

o Kiém tra: Kiém tra file cdu hinh dugc luu trén mdy tinh dich hodc
email.

4.2. Yéu cau vé quan ly tai khoan

- Sur dung hé thong AAA dé quan Iy tai khoan nguoi dung tap trung (xac
thue, phan quyén, ghi lich sir tac dong). T61 da 02 tai khoan quan tri local dung
cho truong hop khan cap

o Sophos XG Firewall hd tro cac loai external svr: AD, Radius,
Tacacs+, LDAP, eDirectory

o Trén GUI:
o CAu hinh:

= Chon muc Configuration > Authentication > tab Servers >
Add

= Server Type: Chon loai Svr mubn st dung

= Pién cac thong tin vé SVR > Save
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SOPHOS

XG Firewall

Control center
Current activities
Reports
Diagnostics

Firewall

Intrusion prevention
Web

Applications

Wireless

Email

Web server

Advanced threat
Central synchronization

VPN

Network
Routing
Authentication
System services

Profiles

Hosts and services
Administration
Backup & firmware
Certificates

Add external server

Servers Services

Server type

Server name *
Server IPv4 *
Port *

Shared secret *

Test connection

Groups

Users One-time password

TACACS+ server

Enter Server name

Enter Server IPvd

H9

Shared secret

Captive portal

= Chon tab Services > Administrator authentication methods

= Tick chon Svr AAA vira tao trude 16i tick chon Local sau. (Uu
tién xac thuc AAA) > Save

Administrator authen

tication methods

(O setauthentication methods same as firewall

Authentication server list

type to search

Local
Test

Selected authentication server

Test ®
Local x
drag to change priority

= Tao tai khoan Local: Chon tab Users > click Add
= Nhap day du cac thong tin > Save
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User name * [ Enter user name

MName * Enter name
Description Description

Es
Password * Password

Confirm Password

User type * @) user Q Administrator

Profile *

Email * Enter email address

Policies

Group * Select here M
Surfing quota * Surfing quota v
Access time * Access time h
Network traffic None -

Save Cancel

o Kiém tra: Trong muc tuong tu

- Quan tri vién phai sir dung tai khoan duoc cap riéng, phan quyén phu hop
trén local/AAA

Déi vdi tai khodn Local
o Trén GUI:
o Céu hinh:
= Chon muc Configuration > Authentication > tab Users > click

Ay

vao biéu tugng = dé edit user.

= Profile: Hing dinh nghia sin 6 profile
Administrator: Full quyén
Crypto Admin: Chi c6 quyén cau hinh CA
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Security Admin: C6 quyén config qhﬁu hét cac tinh ning nhung
khong duoc cau hinh, doc Log va doi Password

Audit Admin: Chi c6 quyén cdu hinh va doc log

HA Profile: Co quyén view day di. Puoc cau hinh HA, Lisence
va reboot thiét bi

C6 thé sir dung cac profile ¢ san & trén hodc tao profile theo ¥
muon > click Create New

Add Profile

Profile name * | | |

Configuration O Read-only O Read-write

Control center

Initial setup
System

Objects

Network
Wireless protection
Identity

Security policy
VPN

IPS

Web & content filte

Cloud application dashboard

®©@ ® @ @ ® @ ®© ® 0 © @@@9
0 0O 00 oo 0O oo o o oo
0 0O 0o OO0 0O 0o o o oo

Application filte
= Chon cic quyén theo y mudn > Save
= Click Save

o Kiém tra: Trong muyc tuong tu

Déi véi tai khodin AAA

o Kiém tra tryc tiép chinh sach trén may chu AAA

- D6i mat khau mic dinh cac tai khoan local cua thiét bi
o Trén GUI:
o Céu hinh:

* Chon muc System > Administyation > Device Access> Default
admin password settings > Doi pass> Apply
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User name admin
Current password *
New password * Password

Confirm Password

Apply

o Kiém tra: Login lai acc admin
- Thiét 1§1p chinh sach mat khau manh cho cac tai khoan trén local/AAA.
Khoa sau 5 lan dang nhap sai, thoi gian khoa tai khodn do dang nhép sai 1a 10
phat
Déi véi account local
o Trén GUI:
o Cau hinh:

= Chon muc System > Administration > Admin Settings>
Administrator password complexity settings > Tick chon tat ca
cac options > Apply
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Administrator password complexity settings

Enable password complexity check

Minimum Password length should be of | g characters

Include at least 1 uppercase and 1 lowercase alphabetic character

Include at least 1 numeric character

[Mote: Password must not be a user name)

Apply

= Chon muyc Login security > Tick chon nhu hinh dudi > Apply

Login security

(] Lock admin session after 3 Minutes of inactivity
Logoutadmin session after | 15 | Minutes of inactivity
Block login
After | 5 unsuccessful attempts from same IPin. 60 |Seconds [1-120])

Block login access for, 10 | Minutes [1-60)

Apply

o Kiém tra: Trong muc tuong tu

Doi voi account AAA

o Kiém tra tryc tiép chinh sach trén may chu AAA
4.3. Yéu cau vé két ndi quan tri
- Quan tri thiét bi qua VLAN quan tri danh riéng.
o Kiém tra trén cdu hinh, dau ndi IP, quy hoach VLAN quan tri
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- Quan tri thiét bi qua két ndi tryc tiép Console hodc két ndi tir xa an toan, ¢c6
mé& hoa (SSHv2, HTTPS). Tat cac giao thirc quan tri tir xa khong an toan (Telnet,
HTTP)

o Trén GUI:
o Céhu hinh:
» Mic dinh céc két néi HTTP duoc redirect sang HTTPS

= Céu hinh port cho cac két néi HTTPS: chon myc System >
Administration > Admin Settings > Admin console and end-
user interaction > Apply

Admin console and end-user interaction
Admin console HTTPS port * gy
User portal HTTPS port * 443
Certificate * ApplianceCertificate ¥ | (Selected certificate will be used for My Account, captive portal, SPX registration portal & reply portal)

When redirecting users to the captive portal or other interactive pages:
O Use the firewall's configured hostname: SophosXG
@ Use the IP address of the first internal interface: 172.16.16.16

O Use a different hostname:

Check settings

Apply
» Chon muc System > Administration > Device Access> Local
service ACL > b6 tick & cot Telnet > Apply
Local service ACL

Admin services Authentication services Network services Other services
s Tonet sn N CoBe fdus Clent L ovomebook g pings o Wrdsss SSL VWb e Dinemio SHTP g
w @ 0 @0 @ @ @ @@ 8 O
wan O 0O O O ) [0 0O O
oz O O O O O 0O 0O O O 0o 0O G 0 & O 0 @
v O 0O O O O O O O o O o 0o O O @
w @ 0 @0 @ @ @ 8 @ B O

Apply

o Kiém tra: Thir két nbi quan tri bang telnet va http
- Thoi gian time-out ctia cac phién két ndi quan trj toi da 1a 15 phat
o Trén GUI:
o Cau hinh:

* Chon muc System > Administration > Admin Settings > Login
security.
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= Tick chon Logout admin session after va nhap gia tri 15

Login security

Ly

(] Lock admin session after Minutes of inactivity
Logout admin session after | 15 | Minutes of inactivity
Block login
After | 5 unsuccessful attempts from same IPin| 60 |Seconds [1-120)

Block login access for, 10 | Minutes [1-60)

Apply

o Kiém tra: Trong muc tuong tu
- G161 han chi cho phép quan tri tir cac IP theo danh sach dang ki
o Trén GUI:
o Céu hinh:
Chon muc System > Host and Services > IP host > Add

Pién IP hoic dai IP quan tri > Save

*
Name Admin

IP version * ®mpva O Ipvs

Type * QI @ Network O IPrange O IPlist

IP address * [ ‘ ] Subnet /24 (255255 2550)

IP host group

Add new item

* Chon muc System > Administration > Device Access> Local
service ACL > Local service ACL exception rule > Click Add.
bién cac thong s6 nhu dusi > Save

Source Zone: Chon Zone cua nguodi dung quén tri

Source Network: Chon danh sach IP admin vira tao & trén
Destination Host: Chon Interface két ndi quan trj dén
Service: Tick chon https va ssh

Action: Tick chon Accept

313



Rule name #*

Allow Admin
Rule position Top v
Description
s
IP version ® pva Q IPv6
Source zone LAN v
Source Network / Host * Admin &S
Add new item
Destination host * #Portl (-]
Add new item
Services * HTTPS (-]
SSH e
Add new item
Action (®) Accept O Drop

Save Cancel

= Trong Local service ACL, bo tick & cot HTTPS va SSH > Apply

Local service ACL

Admin services Authentication services Network services  Other services
T Urtes Tonot s i Cope Badue Slent - chvombook pung/pigs v Widkse S8 Web User Bmamic SHIP gy
w O O O B O
wan (3 0O O O a O O O
e O 0O OO OC O O ] ] 0O O O O O
w O 0O OO O O ] ] 0 O 0O 0 O O
w O 0O 00 @ @ @ @@ @ O

Apply

o Kiém tra: Trong muc tuong tu
4.4. Yéu ciu cAu hinh NTP

- Thiét bi phai duoc dong bo thoi gian theo t6i thiéu 01 may chu thoi gian
(NTP server)
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o Trén GUI:
o Cau hinh:
* Chon muc System > Administration > Time
= Time Zone chon Asia/Ho Chi_Minh
= Tick chon use custom NTP server > nhép IP NTP server > click

vao biéu tuong + > Sync Now > Apply

Current time 2020-04-09 21:53:24 Asia/Ho_Chi_Minh

Time zone Asia/Ho_Chi_Minh v

O Use pre-defined NTP server

(® Use custom NTP server 191.168.0.102 - [Enter NTP server IP address/domain
Search / Add o
Sync now

O Do not use NTP server

Date

Time HH MM ss

o Kiém tra: Trong muyc tuong tu

4.5. Yéu cau cau hinh log

- Thiét bi phai dugc thiét 1ap bat ché do ghi log va cau hinh luu log tap trung

t6i thiéu 06 thang. Trong trudng hop khong c6 hé théng luu log tap trung thuc
hién thiét lap luu trén local

o Trén GUI:
o CAu hinh:

* Chon muc Configuration > System Services > Log Settings >
Syslog Servers > Add

= Nhap cac thong s cho svr. Severity chon Warning
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%
Name Test

IP address / Domain * 192.168.0.102

Port * 514

Facility * DAEMON v
Severity level * Information v
Format * Device Standard Format ¥

= Chon muc tab Log Settings > O c6t Syslog tick chon céc loai log

Y 14
A A
can lay > Apply
yslog
Log type (system) Local
Test
Firewall

Firewall rules
Invalid traffic
Local ACLs
DoS attack

Dropped ICMP redirected packet
Dropped source routed packet
Dropped fragmented traffic
MAC filtering

IP-MAC pair filtering

IP spoof prevention

SS5L VPN tunnel

Protected application server
Heartbeat

ICMP error message

A0 0O O0000000ooO0OOod O O

1000300 000 000000 8

IPS
Anomaly
Signatures

Antivirus D
HTTP
FTP
SMTP
POP3
IMAP
nnnnnn -

o Kiém tra: Trong muc tuwong tu
4.6. Yéu ciu cAu hinh SNMP

- SNMP phién ban v2¢, v3. SNMP theo ché d6 read-only. Community string
SNMP riéng. X6a bé community string mac dinh. Chi cho phép truy cap SNMP
tor may chu gidm sat.
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o Sophos XG Firewall chi hd tro SNMP V2¢
o Trén GUI:

o Céu hinh:

Enable SNMP agent

O

No records found

Mame *

Description

IP address *

Protocol version #

Trap support

Chon muc System > Administration > SNMP > Agent
configuration

HN

162

Tick chon Enable SNMP agent > Dién cic thong sd cho Agent
> Apply
Trong Community - click Add

M 3

Pién cac thong tin > Save

Name: Community String

IP address: Ip cuia SNMP Manager
Protocol: Chon V2¢

Trap support: Chon V2c¢

1921680102
Ow va2c
Ow vec
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o Kiém tra: trong muc tuong tu

5. Thiét 1ap cac tinh niing an ninh
5.1. Yéu cau bat tinh ning phong chdng tin cong mang trén cac Firewall

~ -Batva c4u hinh cac tinh ning phong chdng tan cong mang phu hop véi hé
thong CNTT duogc Firewall bao vé (IPS/IDS, UTM, Screening)

Déi voi IPS/IDS: (Intrusion prevention)
o CAu hinh:

o Sophos cung cap san 10 IPS/IDS policies. Mdi policy gom tip cac
attack signatures da dugc phat hi¢n va céc actions can thiét tuwong
ung.

o Céc policies gom:
.DMZ TO LAN
.DMZ TO WAN

. LAN TO DMZ

. LAN TO WAN

. WAN TO DMZ

. WAN TO LAN

. General policy

. lantowan strict policy

© 00 N O O &~ W N -

. lantowan general policy
10. DMZpolicy

Trong d6 1-6 la cac policies khong thé chinh stra va 7-10 la cac
policies co6 thé tuy chinh theo nhu cau.

o Cac action khi match signature theo 2 kiéu 1a packet-based va
Session-based:

Allow Packet: Cho phép packet dén dich.

Drop Packet: Drops packets if detects any traffic that matches the
signature.

Disable: Disables signature
Drop Session: Drops toan bd session

Reset: Bin TCP-reset dén ca client va svr
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about:blank

Bypass Session: Cho phép session.
o Kiém tra va chinh stra Policy.

» Chon muc Protect > Intrusion Prevention > IPS/IDS policies

w3
i

> click vao biéu tugng trong policy can kiém tra va chinh
sua > Click vao Rule can xem

Rule name *

* || severit - Platform * || Target ~|(x fsmart filter ] Clear filter

Category Severity: Target:

@® selectall (O Selectindividual signature

1170627020 Application and 2 - Major windows Client Drop packet

FILE-EXECUTABLE AnC Application and
MMU side channel ASLR 42100 C-'-f""‘-"ac‘re = 2 - Major Windows Client Drop packet
bypass attack ST
FILE-EXECUTABLE A nnlication and Windawe | in
Binutils objdump integ 45933 Qlf}f,,'fa‘“lté:” and 2 - Major Ur?f:’”' Linux, Client Drop packet
overflow atternpt S 1
F\LE EXECUTABLE

ClamAV UPX File 17950 Application and _ Windows, Linux, Clian an -
Fiandling Buffer 1358 Software 2-Majo Unix Client Drop packet
Overflow attempt
FILE-EXECUTABLE
ClamAY L) e Application and Windows. Lin
ClamaAY UPX File 21238 2.:-}'--—.:;:-?' and 2 - Major Urwilm”a' Linux, Client Drop packet

Handling Heap overflow
nbtamnt
Action Recommended v

= Pé thém signature click Category va tick chon cac Category
Signature mong mudn. Click vao action dé chinh sira action >
Save

o Enable IPS/IDS trén Firewall Policy

= Chon muc Protect > Firewall > click chon Policy can enable
IPS/IDS.

= Trong Advanced > Intrusion Prevention chon IPS/IDS policy
phu hop > Save
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User applications

Intrusion prevention
lantowan_genera -

Traffic shaping policy

Mone -
Web policy
Default Policy -

Apply web-category-based traffic shaping policy
Application control

Mone -

Apply application-based traffic shaping policy

o Kiém tra: Trong myc tuong tu
Doi voi URL-filtering(Web)

o Sophos cung cap san 1 sb cac Web policies. Mdi policy gom tap cac
Rule. M&i Rule bao gdm céac User Activities va action twong tng.
Moi Activities chtra cac Categories Web, URL group (User define)
va céc loai file c6 thé download.

o Céu hinh:
o Tao URL group:
» Chon muc Protect > Web > URL group > Add

= Domain names to match: Nhap cac URL theo nhu cau > click vao

biéu tugng + dé add URL > SAVE

URL group name * Test
Description

s

Domain names to match * www google com - ;Siéﬁ:{%s will match any requests for these domains or their
omains.

. facebook.com -]

W
Search / Add +

o Tao Categories:
* Chon muc Protect > Web > Categories > Add

= (C6 thé Import cac file chita Domain/keyword (hd trg céc kiéu file
xt, .gz, .tar, .bz va .bz2) hodac add thu cong > Save
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Name * Test

Description
el

Classification * Dbjectionable v
Traffic shaping policy None -
Configure category * @® Local (O External URL database
Import domain/keyword Domain Keyword

Choose File | Mo file chosen Choose File | No file chosen
Domain/keyward *

fsearch / Add o+ Search / Add +

o Tao User Activities:
= Chon muc Protect > Web > User Activities > Add

= Trong Category > Click Add new item > Tick chon céc
Categories, URL group, File trong danh sach > Save

Add user activity

Name * Test

Categary e Advertisements (-]
& Alcohol & Tobacco o
€3 Anonymizers o

Add new item

o Tao Web Policies:
» Chon muc Protect > Web > Policies > Add Policy
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Add web policy

Name Test

Description

Users Activities Actior Constraints Manage

Default action

() Enforce SafeSearch

Enforce additional image filters

[: Enforce YouTube restrictions

Restriction level

Enable logging and reporting
[: Prevent download of files larger than MB

[ Restrict login domains for Google apps

Allowed domain(s)

« Click Add Rule

Users Activitiss Action Constraints Manage

A& Anybody @D Suspicious 4+ @ W aD

Default action

= Chon cac thong tin theo nhu cau > Save
Users: Chon céc user hoac group anh hudng

Activities: Chon cac Activities, Categories, URL-group, File
Type vira tao hodc hang tao san.

Action: Allow, Warning va Block
Constraints: thoi gian hi¢u luc ciia Rule
Status: Switch sang ON
o Apply vao Firewall Policy:
= Chon muc Protect > Firewall > chon Policy can thém Web-filter
= Trong Web policy: chon Policy vira tao > Save
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Advanced

User applications Synchronized security MAT & routing
Intrusion prevention Minimum source HB permitted

Rewrite source address [masguerading)
O GREEN QO YELLOW (® No restriction

lantow T () slock clients with no heartoeat [J use gateway-specific default NAT policy
Traffic shaping policy Use outbound address
None v Minimum destination HB permitted: MASQ -
Web policy GREEN YELLOW Na restriction
Block request to destination with no heartbeat Brimary asteway
No Games Ads or Explicit Content - rimary gateway

WAN link load balance hd

O Apply web-category-based traffic shaping palicy

Backup gateway
Application control P oateway

None -

DSCP marking
Apply application-based traffic shaping policy a

Select DSCP marking v

o Kiém tra: Trong muc tuong tu
5.2. Yéu céu rule phat hién va ngiin chiin cac két néi C&C

- Khai bdo phat hi¢n va ngan chan cac két né1 C&C, cac domain ddc hai.
Khai bao rule ¢ vi tri ¢6 hiéu luc dau tién

o CAu hinh

= Chon muc Protect > Firewall > Add Firewall Rule >
User/Network Rule

* Chon céac thong tin nhu sau:
Rule position: Chon Top
Action: Chon Reject
Source Zone la Trusted Zone, source network la any

Destination Zone la Untrusted Zone, Destination network la list
IP C&C.

= Tick chon Log firewall traffic > Save
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Rule name * Description Rule position
C&C Enter Description Top

Action Rule group
Accept Drop Reject = Automatic -
Automatic as r
tch with type
Source
Source zones * Source networks and devices * During scheduled time
e A @ All the time -

Destination & services

Destination zones * Destination networks * Services *

Identity

[ Match known users

o Kiém tra: Trong muyc tuong tu
5.3. Yéu cau rule phat hién va chin ngwoi dung quan tri ra Internet

- Khai bao rule phat hién va chin nguoi dung quan tri ra Internet truc tiép va
qua Proxy, chi m¢ cho ngudi ding quan tri dén cac hé thong theo cac port quan
tri TCP-22 (SSH), (TCP-23 (Telnet), TCP-3389 (RDP),1433 (MS-SQL), TCP-
1521->1527 (Oracle), TCP-3306 (Mysql), TCP-5432 (postgresql), TCP/UDP-
161/162 (SMTP)

o Chu hinh

* Chon muc Protect > Firewall > Add Firewall Rule >
User/Network Rule

= Chon cac thong tin nhu sau:
Rule position: Chon Top
Action: Chon Reject
Source Zone la Trusted Zone, source network 1a dai IP quén tri
Destination Zone la Untrusted Zone, Destination network la any.
= Tick chon Log firewall traffic > Save
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Rule name * Description Rule position

Block_Admin_to_Internet Enter Description Top v

Action Rule group

Accept Drop Reject Automatic -
Automatically adds rule to an existing group based on first

match with rule type and source-destination zones

° This rule will be added automatically to Traffic to WAN rule group.

Source
Source zones * Source networks and devices * During scheduled time
LAN [-) Admin - All the time -

Add new item Add new item

Destination & services

Destination zones * Destination networks * Services *
WAN [-) Any - Any [-)
Add new item Add new item Add new item
Identity

[ Match known users

Save Cancel

o Kiém tra: Trong muc twong tu

5.4. Yéu cau rule phat hién va chiin két ndi port quan tri tir viing ¢6 security
level thap sang vung c6 security level cao

- Khai bao rule phat hién va chin két ndi port quan tri tir viing ¢ security
level thap sang vung c6 security level cao:

Internet: Level 1
Wan: Level 2
Office: Level 3
DMZ: Level 4
Server Farm: Level 5
Cau hinh

c o O o O O

= Chon muc Protect > Firewall > Add Firewall Rule >
User/Network Rule

* Chon cac thong tin nhu sau:

Rule position: Chon Top
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Action: Chon Reject

Source Zone 1a cac zone security level thap, source network 1a
any

Destination Zone la cac zone security level cao, destination
network la any

Service: Chon cac port quan tri TCP-22 (SSH), (TCP-23 (Telnet),
TCP-3389 (RDP),1433 (MS-SQL), TCP-1521->1527 (Oracle),
TCP-3306 (Mysql), TCP-5432 (postgresql), TCP/UDP-161/162
(SMTP).

= Tick chon Log firewall traffic > Save

Rule name * Description Rule position
Block admin WAN to LAN Enter Description Top
Action Ruleg
e Aut -
Accept Drop Reject AUt
toma
source
Source zones * Source networks and devices * During scheduled time
(-] All the time -
Destination & services
Destination zones * Destination networks * Services *
E e #Se
-
-

Identity

[ Match known users

o Kiém tra: Trong muyc tuong tu

5.5. Yéu cau rule khai bao Policy vira di cac dia chi ngudn, dia chi dich va
port dich vu

- Véi port quan tri:

o Mo chi tiét va cu thé theo ip nguoi dung va hé thdng duge cap phép trén
Firewall Office, Firewall WAN
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o M theo dai khong qua subnet 24 trén Firewall Server Farm, Firewall

DMZ

- Vi céc port khéc:

o Mo khong qué subnet 16

o Mo khong qué range 2000 port

- V64i két ndi internet:

o Pugc phép mé bat ky dich dén véi két ndi di internet

5.6. Yéu ciu rule khai bao phai chira cac thong tin phuc vu kiém tra va ra
soat ATTT

- Khi mé rule can chu v m¢ dung theo: Title, zone, tags,...

- Cac rule quan trong phai bat luu logs hodc bat luu logs trén tat ca cac rule
doi vai thiét bi nao dang day vé hé thong phan tich logs tap trung

- Céc rule can phai c6 comment rd rang: ngay/thdng/nam mé rule - tén quan
tri - rule m& cho muc dich gi - rule mé tam thoi thi can ¢6 thoi han cu thé.

5.7. Yéu ciu IPS/IDS phai update b rule méi nhit va diy di

- IPS/IDS phai update bo rule mdi nhét va day du duge ban hanh trén website
va h¢ thong cap nhat cua hang

o Céhu hinh

Pattern

AP Firmware

ATP

Avira

Authentication Clients

IPS and Application signatures

Sophos Connect Clients

RED Firmware

Sophos AV

SSLVPN Clients

WAF

Chon muc System > Backup and Firmware > Pattern Updates

Kiém tra version IPS/IDS va so sanh voi thong tin trén lasted
version trén website hang. Néu chua phai méi nhat click >
Update Pattern Now

3:50:30, Apr 08 2020 Update pattern now

Current version Available version Last successful update Status

10.001 - 00:43:25, Apr 09 2020

10.001 - 00:43:25, Apr 09 2020
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* Chon muc System > Backup and Firmware > Pattern Updates

Pattern download/installation

Auto update {)

Interval | Daily v

= Trong Pattern download/installation > Auto update: Switch ON,
Interval: chon Daily > Apply

5.8. Yéu céu thiét 1ap giri mail canh bso

- Thiét 1ap giri mail canh bao vé nguoi quan tri khi c6 hanh dong phat hién
va chan xam nhap

o CAu hinh
» Chon muc System > Administration > Notification

= Tick chon External email server > Nhap céc thong sé cho email
Svr

= Tick chon Email alert notification
= Nhap from email address va to email address > Apply

Send notifications via

QO Built-in email server (&) External email server

Mail server IPvd address/FODN * - Port * (25
Authentication required
User name admin

Password

Connection security * 351 /TLS v | Select SSL/TLS to enforce the encryption. If not, the appliance will
. follow the mail server's security preference. For email notifications,
it uses the certificate based on email configuration (Email =
General settings > SMTP TLS configuration).

From email address * sophos@mail.com
Send notifications to email address * admin@mail.com
IPsec tunnel up/down [ Enzble
Email alert notifications Enable

o Kiém tra: trong myc tuong tu.
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1V. Huoéng ddn cho firewall FORTIGATE

1. Yéu cau chung

1.1. Yéu ciu phat hién va chdng tin cong tir internet
- Phai dat IPS/IDS tai cac ving mang ma monitor dugc tit ca cac traffic

in/out internet
o bit tai ving DMZ két ndi internet

o Dat tai ving nguoi dung truy cép Internet.
- Phai dat Firewall gitra két ndi tir Internet vao mang ndi bo, dam bdo toan

b traffic in/out internet phai di qua Firewall
o bit tai ving DMZ két ndi internet

o bat tai ving ngudi dung truy cap Internet.

Internet servers

HQ domain Web and DNS Intranet mail
controller intranet servers  server

. —{uek
| Diskup RAS Web and DNS Intemet mail
server Internet servers server

Intranet servers

Production servers

541

Application  Files Database
server  server

server

IPS (2 VS)

S5L Accalerator

E-commerce
servers

- threat sources

D - IT system resources requering IPS protection

Metwork security
supporting systems

Authentication  Certificate

server

Authority

HQ users
workstations

1.2. Yéu cau phat hién va chong tin cong tir ndi bd
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- Phai dat IPS/IDS tai cac vung mang ma monitor dugc tat ca traffic in/out
cac h¢ thong can bao vé

o Dat tai ving Office két ndi vao mang ndi ba.

o bDat tai ving WAN két ndi vao mang ndi ba.

o Dat tai ving Server Farm két ndi vao mang ndi ba.
o bDat tai vung Partner két ndi vao mang ndi bo.

- Phai dat Firewall gitra két ndi tir cac hé théng khac té1 hé théng can béo vé,
dam bao toan b traffic in/out ctia viing mang can bao vé di qua Firewall

o bait tai vung Office két nd1 vao mang ndi bo.
o bait tai ving WAN két néi vao mang noi bg.
o bait tai vung Server Farm két n61 vao mang ndi bo.

o bait tai vung Partner két n61 vao mang ndi bo.

Internet servers Intranet servers Production servers
= = = = HQ d i N HNSI 'I
\ - omain Web an ntranet mail | § Application  Files  Database
l Dial-up sE:ir Ir'::l:rl:::‘:e?v!?s Inl.esr::’:nall controller  intranet servers  server R e —
———

IPS (2 VS)

MNetwork security
supporting systems

=
=

Authentication  Certificate
SEerver Authority

S5L Accalerator

HQ users
workstations
[ WAN
- e

E-commerce
SErvers

WAN
D - IT system resources requering IPS protection
O - threat sources |

Office
networks

N

2. CAu hinh an ninh 16p 1
2.1. Yéu ciu shutdown port khong sir dung

- Shutdown tét ca cac port khong st dung trén thiét bi, chi bat 1én khi co yéu
cau st dung
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o Trén GUI:

o Céu hinh:

* Chon muc System > Network > Interface

» Chon Interface mudn shutdown

Edit Interface

=-® Dashboard
Lw Status
il Fortiview
=88 Network

= WAN Link Load Balancing

= Explicit Proxy
i Packet Capture
H== Config

-2 Admin

~[E5] Certificates
=& Monitor

Router

Interface Name port2(08:5B:0E:41:12:52)

Alias

Link Status Down &

Type Physical Interface

Addressing mode ® Manual DHCP PPPoE

Dedicated to Extension Device

IP/Network Mask 0.0.0.0/0.0.0.0
Administrative Access HTTES PING
CAPWAP
S5H SMMP
DHCP Server Enable
Security Mode Mone v
Device Management
Detect and Identify Devices
Enable Explicit Web Proxy
Listen for RADIUS Accounting Messages
Secondary IP Address
Comments
Administrative Status O Up ® & Down
OK Cancel

= Tai Administrative Status chon Down
= Click OK

o Kiém tra: Trong muc tuong tu

2.2. Yéu cau mo ta ket noi ro rang

HTTP FMG-Access

FCT-Access

| 0233

- Cong dang bat phai c6 mo ta két ndi rd rang xac dinh dugc thong tin dau
noi cua thiét bi dau xa

o Trén GUI:

o CéAu hinh:
* Chon muc System > Network > Interface

» Chon Interface mudn thém mo ta

= Nhap m6 ta vao 6 Comment > OK dé apply cau hinh
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Comments | 0r255

Administrative Status = & Up & Down
OK Cancel

o Kiém tra: Trong muc tuwong tu
3. Céu hinh an ninh 16p 3
3.1. Xac thue cho cac giao thirc 16p 3
- VRRP, HSRP, GLBP, NSRP phai ciu hinh x4c thuc cho giao thuc gitra cac
thiét bi
Firewall Fortigate khéng hé tro xdc thuc cho giao thirc VRRP.

- OSPF phai thiét 1ap chudi xac thuc c6 mé hoa giita 2 thiét b
o Trén GUI:
o CAu hinh:
* Chon muc Router > OSPF

Router ID  [1.1.1.1

p Advanced Options(Default, Redistribution) Apply

Areas
) Create New [ E Delete

Mo OSPF area defined.

Networks
& Create New [ Edit [ Delete

No OSPF network defined.

Interfaces

) Create Mew ' Delet

n_m—_ ez

MNo OSPF interface defined.

« Tai Areas chon Area osfp can cau hinh > Click Edit

New /Edit OSPF Area

Area (1P}
| Type Regular A
| Authentication | None r
OK Cancel
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« Authentication > Tick chon MD5 > Click OK
- Tai Interfaces chon interface can cau hinh > Click Edit

New/Edit OSPF Interface

MName

Interface ANM_TTH_STT v

IF 0.0.0.0

Authentication MD5 v

Cost 0 (D - 65535)

woms e |k
1 anaenen

Timers(seconds)

Hello Interval 10 {1-65535)

Dead Interval 40 {1-65535)

oK Cancel

« Authentication > Tick chon MD5

MD5 Keys > Dién chudi x4c thuc mong muén > Click OK
o Kiém tra: Trong muc tuong tu

- RIP phai thiét 1ap chudi xac thuc ¢6 ma hoa giira 2 thiét bi
o Trén GUI:
o Céu hinh:

= Chon muc Router > RIP > Interfaces > chon Interface can ciu
hinh > Click Edit

New /Edit RIP Interface

Interface | port12 \
Send Version o] 2 Both
Receive Version 1 2 Both
Authentication Text v
Password ssssasns

Passive Interface

OK Cancel

Athentication chon Text > dién doan chudi mong mudn vao 6
Password > Click OK

4. Cau hinh quan tri

4.1. Yeéu cau ve sao luu cau hinh
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- Thiét bi phai dugc sir dung phién ban hé diéu hanh va cp nhat cac ban va
dam bdo an toan theo yéu cau ctia bo phan ATTT.

o Trén GUI:
o Kiém tra:

* Chon muc System > Dashboard > Status

- System Information

HA& Status Standalone [Configure]

Host Name FW_KNG9141_F200D_OFF [Change]

Serial Mumber Fi5200D39133805445

Qperation Mode MNAT [Change]

System Time Mon Nowv 2 11:02:03 2020 (152.168.181.50) [Change]
Firmware Version v5.2.13,build762 (GA) [Update]

System Configuration [Backup] [Restore] [Revisions]

Current Administrator anhnt606 [Change Password] /2 in Total [Details]
Uptime 2 day(s) 23 hour{s) 43 min(s)

Virtual Domain Disabled

- Luu ciu hinh trudce khi tac dong va dinh ki téi thiéu 01 1an/tuan. Luu tdi
thiéu 02 ban gan nhat. Khong luu ban sao luu trén may tinh cd nhan cia quan tri
vién.

o Trén GUI:
o Céu hinh:
» Chon muc System > Dashboard > Status
= Trong System Information click chon Backup

Backup B
Backup configuration to: ® Local PC © USE Disk
#| Encrypt configuration file
Password

Confirm

Backup Cancel

= Tick chon Encrypt configuration file > Dién Password > Click
Backup

o Kiém tra: Kiém tra file cau hinh duoc luu trén may tinh dich.
4.2. Yéu ciu vé quan Iy tai khoan

- Str dung hé thong AAA dé quan ly tai khoan nguoi dung tap trung (xac
thue, phan quyén, ghi lich sur tac dong). T6i da 02 tai khoan quan tri local dung
cho truong hop khan cap

o Trén GUI:
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o Céu hinh:

* Chon muc User & Device > Authentication > C6 thé chon 1
trong cac kicu svr AAA tuy nhu cau: Radius, Tacacs+, LDAP,
SSO...> Click Create New

New RADIUS Server

MName

Primary Server IP/MName

Primary Server Secret

Secondary Server IP/Name

Secondary Server Secret

Authentication Method e Default Specify
MNAS IP / Called Station ID

Include in every User Group

oK Cancel

= Nhép cic thong s ciia AAA Server > OK
= Chon muc User > User Definition > Click Create New

Users/Groups Creation Wizard

Leocal User

* Remote RADIUS User
Remote TACACS+ User
Remote LDAP User

=B ack ] [ Next = J Cancel

= User Type chon theo kiéu remote xac thuc mong mudn > Next
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Users/Groups Creation Wizard

%) User Type ) @ RADIUS Server JHE 4

User Name test

RADIUS Server

radius-OTP

= Server: Dién tén Username va chon server vira tao ¢ trén > Next

o User Type o RADIUS Server 9 Contact Info =

Email Address |

[+ SMS
Country/Region Click to zdd...

Phone Mumber

Service Type

FortiGuard Messaging Service

= Contact Info: Pién thong tin email va SMS (c6 thé bo qua) >
Next

Users/Groups Creation Wizard

|#| Enable

|| Two-factor Authentication

[_] User Group

Click to add...

= Extra Info: Tick chon Enable > Click Create

o Kiém tra: Trong muc tuong tu
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- Quan tri vién phai sir dung tai khoan duoc cap riéng, phan quyén phu hop
trén local/AAA

Déi véi tai khodn Local
o Trén GUI:
o Céau hinh:
* Chon muc System > Admin > Admin Profile > Create New
= Chon céac quyén thich hop cho User > Click OK

Profile Name:

Comments: | 0255

Access Control None Read Only Read-Write

(]

System Configuration
Network Configuration
Administrator Users
FortiGuard Update
Maintenance
Router Configuration
P Firewall Configuration
b Security Profile Configuration
VPN Configuration
User & Device
WAN Opt & Cache
Endpoint Security
WiFi Controller
P Log & Report

(AU NI KRY NI NEY NN NENNY KT NESC NENY N XA ]

OK Cancel

- Chon myc System > Admin > Administrator > Chon User can
cau hinh > Click Edit

Administrator Profile | [Please Select] ¥
Force This Administrator to Change Password MNext Time He Logs on

= Tai Administrator Profile: Chon profile vira tao & trén > Click
OK

o Kiém tra: Trong muyc tuong tu

Doi véi tai khodin AAA

o Kiém tra tryc tiép chinh sach trén may chu AAA

- B6i mat khau mic dinh cac tai khoan local cua thiét bi
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o Trén GUI:
o CAu hinh:

* Chon muc System > Admin > Administrator > Chon account
admin > Edit > Change Password

= P6i mat khau mic dinh > OK > OK d¢ apply cau hinh

o Kiém tra: Trong muc twong tu

- Thiét lép chinh sach mat khau manh cho cac tai khoan trén local/AAA.
Khoa sau 5 lan dang nhép sai, thoi gian khoa tai khoan do dang nhap sai 1a 10
phat

Déi véi account local
o Trén GUI:
o Céu hinh:
* Chon muc System > Admin > Settings

= Tick chon Enable Password Policy > Dién cac thong sd phu
hop > OK

- Khoa sau 5 lan dang nhép sai, thoi gian khoa tai khoan do dang nhap sai 1a
10 phut:

o Trén CLI:

config user setting

set auth-lockout-threshold 5
set auth-lockout-duration 300
end

o Kiém tra: Trong muc tuong tu

Doi voi account AAA

o Kiém tra tryc tiép chinh sach trén may chu AAA
4.3. Yéu cau vé két ndi quan tri
- Quan tri thiét bi qua VLAN quan tri danh riéng.
o Kiém tra trén cau hinh, ddu ndi IP, quy hoach VLAN quan tri

- Quan tri thiét bi qua két ndi truc tiép Console hodc két ndi tir xa an toan, c6
ma hoa (SSHv2, HTTPS). Tat cac giao thirc quan tri tir xa khong an toan (Telnet,
HTTP)

o Céu hinh:
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o Trén CLI:

config system global
set admin-telnet disable

end

o Trén GUI:
* Chon muc User & Device > Admin > Settings

* Tick chon Redirect to HTTPS

Administrators Settings

Central Management

FortiManager FortiCloud * Mone

Administration Settinas

HTTF Port 80 # Redirect to HTTPS
HTTPS Port 443

HTTPS Server Certificate Fortinet_Factory Al

Telnet Port 23

S5H Port 22

Idle Timeout 30 (1-480 mins)

| @ Enable Password Policy

Minimum Length g (8-128 characters)
Must Contain at Least 4
1 Upper Case Letters |1 Lower Case Letters
1 Mumbers (0-9) 1 Special Characters
Apply Password Policy to # Administrator Password [Psec Pre-shared Key
Enable Password Expiration < 180 (days)

View Settings
Language English v
Lines Per Page 100 {20 - 1000

Apply

- G161 han chi cho phép quan tri tir cac IP theo danh sach dang ki
o Trén GUI:

= Chon myc System > Admin > Administrator > Chon account
can cau hinh > Edit > Tick chon Res‘trict this Administrator
Login from Trusted Hosts Only > bién IP quan tri > OK

340



o Kiém tra: Trong muc tuong tu
4.4. Yéu cau ciu hinh NTP

- Thiét bi phai duoc dong bd thoi gian theo t6i thiéu 01 may chi thoi gian
(NTP server)

o Trén CLI:
o CAu hinh:

config system ntp

set type custom

set ntpsync enable

config ntpserver

edit 1

set server <ntp-server-ip>
next

edit 2

set server <other-ntp-server-ip>

end

o Kiém tra:

get system ntp

4.5. Yéu cau cau hinh log

- Thiét bj phai dugc thiét 1ap bat ché do ghi log va cau hinh luu log tap trung
t01 thiéu 06 thang. Trong truong hop khong c6 hé thong luu log tap trung thuc
hién thiét 1ap luu trén local

o Trén GUI:
o Céu hinh:
» Chon muc Log & Report > Log Config > Log Settings
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Log Settings

Logging and Archiving
#| Disk
#| Enable Local Reports
Send Logs to Fortidnalyzer/FortiManager
IFP Address: Test Connectivity
Send Logs to FortiCloud
Account: Test Connectivity
#| Send Logs to Syslog
Server: 10.20.150.41
| Event Logging
«| Enable All
| Endpoint event #| WiFi activity event #| System activity event Ld
User activity event
| Router activity event | “WPM activity event | HA event L
Explicit web proxy ewvent

Local Traffic Logging
Log Denied Unicast Traffic
Log Allowed Traffic

Log Denied Broadcast Traffic
Log Local Cut Traffic

GUI Preferences
Display Logs From Disk v

| Fesolve Hostnames (Using reverse DNS lookup)

#| Resolve Unknown Applications {Using remote application database)

Apply

= Tick chon ché d¢ luu log va céac loai event can lay log > Apply
o Kiém tra: Trong muc tuong tu.
4.6. Yéu ciu cAu hinh SNMP

- SNMP phién ban v2c¢, v3. SNMP theo ché do read-only. Community string
SNMP riéng. X6a bé community string mac dinh. Chi cho phép truy cap SNMP
tor may chu gidm sat.

Voi SNMP v2¢
o Trén GUI:
o Cau hinh:
» Chon muc System > Config > SNMP > Tick chon Enable

SNMP Agent
SNMP Agent #| Enable
Description
Location
Contact
Apply
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= Tai tab SNMP v1/v2c > Create New

= Pién chudi community vao 6 Community Name

. Te;li Host, Click Add > Dién IP cua svr SNMP va Interface diu
noi cuia FW

= Tai Queries va Traps, Tick chon Enable v2c

New SNMP Community

Community Name
Hosts:
e S S S S
ANY v Accept gueries and send traps ¥
Add
Queries:
I L
vi 161 7]
v2c 161 4]
Traps:
N S S
vl 162 162 1«
vie 162 162 4]

= Tai SNMP Events: Tick chon cac Event can giam sat > OK

SNMP Events

|#| CPU usage is high |« Memory is low

|#| Log disk space is low |#| Interface IP is changed
|« VPN tunnel up [« VPN tunnel down

|« WiFi Controller AP up |« WiFi Controller AP down

|##| FortiSwitch Controller Session up (¢ FortiSwitch Controller Session down

|##| HA cluster status is changed |« HA heartbeat failure

|| HA member up || HA member down

|#| Wirus detected |« Matched file pattern detected
|« Fragmented email detected |##| Oversized file/femail detected
|##| Oversized file/femail blocked |##| Oversized file/femail passed

|#| AV bypass happens

|##| BGP Established || BGP Backward Transition

|#| IPS anomaly detected |« IPS attack detected

|#| IPS package updated |#| IPS network queue overflow

|#| System enters conserve mode |#| System configuration is changed

|##| Fortifnalyzer disconnected

OK Cancel

o Kiém tra: trong muc twong tur

Voi SNMP v3
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o Trén GUI:
o CAu hinh:

* Chon muc System > Config > SNMP > Tick chon Enable
SNMP Agent

» Tai tab SNMP v3 > Create New

User Name
Security Level Mo Authentication, Mo Private Authentication, Mo Private ® Authentication, Private
Authentication algorithm SHALl v Password
Private Algorithm AES v Password
Notification Host 0.0.0.0 =
Enable Query | Port i61
#| CPU usage is high | Memory is low
# Log disk space is low #| Interface IP is changed
| YPN tunnel up # VPN tunnel down
«| WiFi Controller AP up | WiFi Controller AP down
#| FortiSwitch Controller Session up [ FortiSwitch Controller Session down
#| HA cluster status is changed #| HA heartbeat failure
| HA member up | HA member down
#| Virus detected # Matched file pattern detected
Events «| Fragmented email detected « Oversized file/email detected
# Oversized file/email blocked #| Oversized file/email passed
#| A\ bypass happens
#| BGP Established #| BGP Backward Transition
#| IPS anomaly detected # IPS attack detected
#| IPS package updated # IPS network queue overflow
#| System enters conserve mode | System configuration is changed
# Fortianalyzer disconnected
oK Cancel

= Kbhai b&o céc thdng tin cho SNMPv3 User
= Tick chon Enable Query
= Tick chon cac Event can giam sat > OK

o Kiém tra: trong muc tuong tu
5. Thiét 1ap cac tinh ning an ninh
5.1. Yéu ciu bat tinh niing phong chong tin cong mang trén cac Firewall
~ -Batva cau hinh céc tinh nang phong chéng tan cong mang phu hop véi hé
thong CNTT dugc Firewall bao vé (IPS/IDS, UTM, Screening)
o Trén GUI:
o Cau hinh:
= Chon myc System > Config > Features > Tick chon cac tinh
nang security mong muon st dung (can co license)

AntiVirus @ f | Application Control @

= @)= L]
=) '

DLP @ Email Filter @

- = %

Endpoint Control &

- 0

Explicit Proxy @ Intrusion Protection @ ~ Web Filter @

= = e &)
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Déi véi Web Filtering

o Céu hinh:
o Tao Web Filter Profile:
» Chon muc Security Profiles > Web Filter

Edit Web Filter Profile | default doe=s
Name [default |
Comments |default web filtering ] 21253
Inspection Mode () Proxy @ Flow-based () DNS

|| FortiGuard Categories

Static URL Filter
¥ Enable URL Filter

3 Create New Edit [l Delete |Q Search |

Cum | twe | Adin | Swws 9]

No matching entries found

|| Enable Web Content Filter

Rating Options
[ Allow Websites When a Rating Error Occurs

(| Rate URLs by Domain and IP Address

| Apply |

= Tick chon Enable Static URL Filter > Create New

New URL Filter 8

URL

|facehcrnk.cnm |
Type i) Simple () Reg. Expression ® Wildcard
Action ® Exempt () Block O Allow ) Monitor
Status ¥/ Enable

OK Cancel

= Pién thong tin URL, action mong mudbn > Tick chon Enable >
OK > Apply

o Gan Profile vao Firewall Policy

= Chon muyc Policies & Objects > Policy > chon policy can URL-
filtering (VD: Policy ra Internet...)
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= Tai Security Profiles, Tick chon Web Filter va chon Profile
vira tao > OK

Security Profiles

_OFfF | AntiVirus default a
@ VWeb Filter default - &
_orF | Application Control default a

ofFF ) IPS default =
_orf | Email Filter default a
_oFF | DLP Sensor default &

o Kiém tra: Trong muc tuong tu.

Doi voi Intrusion Protection

o CAu hinh:
o Tao IPS sensor

= Chon muc Security Profiles > Intrusion Protection > Creat
New

New IPS Sensor

Mame

Comments % | /253

Cancel

= Pién thong tin Name va Comments > OK

o Add/Filter Signatures vao IPS sensor:

* Chon muc Security Profiles > Intrusion Prevention > chon IPS
sensor vura tao > Edit
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Edit IPS Sensor [+ 0= =]

Pattern Based Signatures and Filters

&) Create New "3 m

L severity | “Target| " 0S|~ Action | Packet Logging T Matched Signatures =2
3Com.3CDaemon.FTP.Server. Buffer.Overflow
3Com.Intelligent.Management.Center.Directory. Traversal

&
&

Medium, High, Critical @) Default (]

[Show all 4587]

Rate Based Signatures

[ trame | Sanatwe | hroshola| Duration (seconds) | Irack by| Action | Block Duration (minutes) |
h ver > 30 1 2 Block 0

Brute.Force

LDAP.Packet.Hand

NTLM.Authent]

RNTLM.Authent

n.Brute.F

Brute

:
m
R R R R R R RRER R

Apply

= Trong Rate Based Signatures (Signature vé Ddos va Brute-
Force): Tick chon céc signature mong mudn

= Trong Pattern Based Signatures and Filters chon Create New
| ——— e T T —_—_——

Sensor Type @ Filter Based Specify Signatures
Filter Options ® Basic () Advanced [Hide Filter]
Target
) mmmmm Critical I client |
mmmm High #l server ¥ Linux
Medium ¥ MacOS
Low « Other
#| Solaris
Information
| windows

——Scveriy | oroct

7Technologies.IGSS.SCADA.System.Directory.Traversal server windows (= Monitor All
ABB. i Products. anHost. tack.Buffer.Overflow server Windows & Block all
AOL.Radio.ActiveX.Remote.Stack.Overflow client Windows &l Block all
AVS.Media.Player.ActiveX.setsource.Method.Code.Execution client Windows [&] monitor all
AXIS.Communications.Camera.Control.Buffer.Overflow client Windows &il Block all
Acunetix.Web.Vulnerability.Scanner.Overlong. URL.Buffer.Overflow client Windows (& monitor all
Adobe.Acrobat.And.Reader.TrueTypeFont.Parsing.Buffer.Overflow server, client &l & Block all
Adobe.Acrobat.CIDFont.Glyph.Parsing.Memory.Corruption client Windows, MacOS [E monitor all
Adobe.Acrobat.Embed.Image.Color.Space.Memory.Corruption server, client windows, MacOS & Block All
Adobe.Acrobat.Firefox.Plugin. Remote.Code.Execution client windows & Block All
Adobe.Acrobat.GDI.Object. Memory. Leakage server, client windows, MacOS & Block All
Adobe.Acrobat.GetAnnots.Code.Execution server, client all & Block All
Adobe.Acrobat.GetIcon.Method.Arbitrary.Code.Execution mmmmm Critical server, client windows & Block All
Adobe.Acrobat.GetIcon. Method.Stack. Buffer.Overflow mmmmm Critical client windows & Block All

(1] [«] 1 / 108 [»|[pl [ Total: 1503 ]
Action || signature Defaults = Monitor All &) Block &Il £ Reset < Quarantine

Packet Logging

OK Cancel

= Chon cac Signature mong mudn. C6 thé chon Filter Based (chon
hang loat theo severity, target, os, protocol, application) hodc
Specify Signatures (chon tirng signature riéng).

= Chon Action mong muén > Tick chon Packet Logging (Optional)
> OK > Apply
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o Gan IPS sensor vao Firewall Policy

= Chon muyc Policies & Objects > Policy > chon policy cin URL-
filtering (VD: Policy ra Internet...)

= Tai Security Profiles, Tick chon IPS va chon Profile vira tao >

OK
Security Profiles
_oFf ) AntiVirus default a
_oFfF | Web Filter default a
_ofF | Application Control default )=}
L_on BUS Fortigate ~ &
_oFf _ Email Filter default a
_off | DLP Sensor default )=}
_OFF ) S5L/SSH Inspection certificate-inspection =

o Kiém tra: Trong muc tuong tu.
5.2.  Yéu cau rule phat hién va ngin chiin cac két néi C&C

- Khai bdo phat hi¢n va ngan chan cac két né1 C&C, cac domain ddc hai.
Khai bao rule ¢ vi tri ¢6 hiéu luc dau tién

o Cau hinh
» Chon muc Policies & Objects > Objects > Address > Create

New
New Address
MName |
Type IP/Metmask -
Subnet / IP Range 0.0.0.0/0.0.0.0
Interface any -
Show in Address List o
Comments | 0/235
oK Cancel

= Dién thong tin IP/Domain C&C can chian > OK

» Chon muc Policies & Objects > Objects > Address > Create
New Address Group.
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Group Mame

Show in Address List o
I Members Click to set... -
'I Comments 4 07253
OK Cancel

» Tai Member thém cac address da tao ¢ trén vao > OK

* Chon muc Policies & Objects > Policy > Ipv4 > Create New

New Policy &

Incoming Interface Click to add... -
Source Address ] Click te add... -

Source User(s) Click to add... -

Source Device Type Click to add... -
Outgoing Interface Click to add... -
Destination Address (=] Click to add... -
Schedule [T always -
Service & Click to add... -
Action @ DENY -
Logging Options

@ Log Violation Traffic
Comments

4| 0/1022
@™ Enable this policy
OK Cancel

= Incoming Interface: chon cac Trust Zone, Interfaces. Source
Address chon any.

= Qutgoing Interface: chon cac Untrust Zone, Interface.
Destination Address chon Group C&C vira tao.

= Service chon any

= Action: chon Deny, tick chon Log Violation traffic va Enable
this policy > OK

= Kéo policy 1én dau tién.

o Kiém tra: Trong muc tuong tu
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5.3.  Y&u céu rule phat hién va chin nguwoi ding quan trj ra Internet

- Khai bao rule phat hién va chin nguoi dung quan tri ra Internet truc tiép va
qua Proxy, chi m¢& cho ngudi ding quan tri dén cac hé théng theo cac port quan
tri TCP-22 (SSH), (TCP-23 (Telnet), TCP-3389 (RDP),1433 (MS-SQL), TCP-
1521->1527 (Oracle), TCP-3306 (Mysqgl), TCP-5432 (postgresql), TCP/UDP-
161/162 (SMTP)

o CAu hinh

o Tao Address dai quan tri

Chon muc Policies & Objects > Objects > Address > Create
New

Pién dai IP quan trj > OK

o Kbhai bao Policy

Chon muc Policies & Objects > Policy > Ipv4 > Create New

Incoming Interface: chon Zone, Interfaces c6 dai IP quan tri.
Source Address chon Address quan tri vira tao ¢ trén.

Outgoing Interface: chon cac Zone, Interface c6 két ndi ra
Internet. Destination Address chon any.

Service chon any

Action: chon Deny, tick chon Log Violation traffic va Enable
this policy > OK

o Kiém tra: Trong muc tuong tur

5.4. Yéu cau rule phat hién va chin két ndi port quan tri tir viing c6 security
level thap sang vung co6 security level cao

- Khai bao rule phat hién va chin két ndi port quan tri tir viing ¢ security
level thap sang vung co security level cao:

o Internet; Level 1

© O O O O

Wan: Level 2
Office: Level 3
DMZ: Level 4
Server Farm: Level 5
Céu hinh

o Fortigate c6 rule méc dinh chan két ndi gitra cac zone voi nhau.

5.5. Yéu cau rule khai bao Policy vira di cac dia chi ngudn, dia chi dich va
port dich vu

- V&1 port quan tri:
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o Mo chi tiét va cu thé theo ip nguoi dung va hé thdng dugc cip phép trén
Firewall Office, Firewall WAN

o Mo theo dai khéng qua subnet 24 trén Firewall Server Farm, Firewall
DMZ

- Vi céc port khéc:
o Mo khong qué subnet 16
o Mé khong qua range 2000 port
- Vé6i két ndi internet:
o Puoc phép mé bat ky dich dén véi két ndi di internet

5.6. Yéu cau rule khai bao phai chira cic thong tin phuc vu kiém tra va ra
soat ATTT

- Khi mé rule can cha y m¢ dung theo: Title, zone, tags,...

- Cac rule quan trong phai bat luu logs hodc bat luu logs trén tat ca cac rule
do1 voi thiét bi nao dang day vé hé thong phan tich logs tap trung

- Cac rule can phai c6 comment rd rang: ngay/thang/nam ma rule - tén quan
tri - rule m& cho muc dich gi - rule mé tam thoi thi can ¢6 thoi han cu thé.

Logging Options
@~ Log Viclation Traffic

Comments Date:11/11/2020 -
Admin
Deny Internal to C&C
| as/1023

5.7. Yéu ciu IPS/IDS phai update b rule méi nhit va diy di

- IPS/IDS phai update bg rule méi nhat va day di dugc ban hanh trén website
va h¢ thong cap nhat cua hang

5.8. Yéu céu thiét 1ap giri mail canh bso

- Thiét 1ap giri mail canh bao vé ngudi quan tri khi c6 hanh dong phat hién
va chan xam nhap.

o Trén GUI:
o Chu hinh
» Chon muc System > Config > Advanced > Email Service

= Pién cac thong tin vé Email server > Apply
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Email Service

SMTP Server 1.1.1.1
Default Reply To

Authentication # Enable

SMTP User abcdef

Password [

Security Mode Mone ® SMTPS STARTTLS
Port 465

Apply

* Chon muc Log & Report > Log Config > Alert Email

= Pién thong tin Email nhan canh bao

= Tick chon céc loai event va level log guri email > Apply
Email from xyz@abc.com

Email to xyz@abc.com

® Scnd alert email for the following

Interval Time: |5 (1-99292 Min)
| Intrusion detected

Virus detected

Web access blocked

HA status changes

Violation traffic detected
Firewall authentication failure
SSL-VPN login failure
Administrator login/logout
IPsec tunnel errors
L2TP/PPTP/PPPOE errors
Configuration chamges

FortiGuard license expiry time: |15 (1- 100 days)
Disk usage: |75 (1-99)%

b YA L L YR L L NN L YRS

Send alert email for logs based on severity

Minimum log level: | Alert ¥

Apply

o Kiém tra: Trong muc tuong tu
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Phu luc 15. ) '
HUONG DAN THIET LAP CAU HINH ATTT CHO THIET BI THIET BI
MANG CISCO VA JUNIPER

1. Céu hinh chung

1.1. Pwa céac thiét bi vé trang thai cdu hinh mic dinh trwée khi trién khai

tich hgp vao mang ludi

+ Voi Cisco 10S:
# write erase

Erasing the nvram filesystem will remove all configuration files! Continue?
[confirm]

<Press Enter key>

# reload

Proceed with reload? [confirm]

<Press Enter key>

+Voi Cisco NX-0S:

# write erase

Warning: This command will erase the startup-configuration.
Do you wish to proceed anyway? (y/n) [n] y

+ Voi Juniper Junos 11.1 tro lén:

EX> request system zeroize

+ Vi Juniper Junos 11.1 tré xuéng:

EX> request system configuration rescue delete
EX> start shell user root

Password:

root@EX% cd /config

root@EX% rm -rf juniper.conf*

root@EX% cd /config/db/config

root@EX% rm -rf juniper.conf.*

root@EX% reboot

1.2. Pam bio st dung firmware, phan mém va ban va khong ton tai loi

ATTT

- Pam bao sir dung firmware, phan mém va ban véa khong c6 16 hong ATTT

trong CVE di dugc cong bd

+ Kiém tra version, firmware dang st dung cua thiét bi:
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+Voi Cisco 10S:
# show version

+ Vi Cisco NX-0OS:
# show version

+Voi Juniper Junos:
EX> show version

+ Kiém tra CVE cua thiét bj c6 ton tai hay khong bang cach truy cap vao
trang https://www.cvedetails.com/ nhap tén version va thiét bi vao dé
check

. Search
CVE Details View CVE

secdb.com

[Enter a CVE id, product, vendor, vulnerability type... Search
Current CVSS Score Distribution For All Vulnerabilities
of all il by CVSS Scores Vulnerability Distribution By CVSS Scores
CVSS Score Number Of Vulnerabilities Percentage CVSS Score Ranges
2036 1.80 o1
2
- 24819
ez 080 23284 23
2-3 3.90 21238 N
3-4 3.30 5
e 21.10 1aza7 14807 58
5-6 19.30
r;cr Cuss Scores e 1330 =
Products
N 7-8 22.50 4281 303, Haw
Product Cuss Scores 025 sas 400
8-9 0.40 [ ]
Total
ed Average
Looking for OVAL (Open ility and Language) ttp:// www.itsecdb.com allows you to view exact details of OVAL(Open Vulnerability and Assessment Language) definitions

and see exactly what you should do to verify a vulnerability. It is fully integrated with cvedetails so you will be able to see OVAL definitions related to a product or a CVE entry.
Sample CVE entry with OVAL definitions 007-0384

weww.cvedet:

s.com provides an casy to use web interface to CVE vulnerability data. You can browse for vendors, products and versions and view cve entries, vulnerabilities, related to them. You can view statistics

about vendors, products and versions of products. CVE details are displayed in a single, easy to use page, see a sample here.

CVE vulnerability data are taken from National Vulnerability Database (NVD) xmi feeds provided by National Institue of Standards and Technology. Additional data from several sources like exploits from
View CVE : db.com, vendor statements and additional vendor supplied data, Metasploit modules are also published in addition to NVD CVE data.
Ge
i ¢ cvedetails. com v i Y \
(e.9.: CVE-2008-1234 or are classified by using keyword matching and ewe numbers if possible, but they are mostly based on keywords.

2010-1234 0r 20101234) | njec otherwise stated CVSS scores listed on this site are "CVSS Base Scores” provided in NVD feeds. Vulnerability data are updated daily using NVD feeds.Please visit nvd.nist.goy for more details.
View BID :

Bleaca rrntart admin =t risdataile ram or iee o feedhack famm if v hawe any ausctione cnnestione or fesbire reniecte

2. Cau hinh an ninh 16p 1
2.1. Yéu ciu phai shutdown port khong sir dung

- Shutdown tat ca cac port khong st dung trén thiét bi, chi bat 1én khi c¢6 yéu
cau su dung

+ Lé&nh cau hinh:

+ Vi Cisco 10S:
(config)# interface <interface-name>
(config-if)# shutdown
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+ Vi Cisco NX-OS:
(config)# interface <interface-name>
(config-if)# shutdown

+Véi Juniper Junos:
<hostname> set interfaces <interface-name> disable

+ Lénh kiém tra:

+Voi Cisco 10S:
# show interfaces <interface-name>
# show ip interface brief

+ Vi Cisco NX-0OS:
# show interfaces <interface-name>

# show ip interface brief

+Voi Juniper Junos:

<hostname> show interfaces <interface-name> | match Phy

2.2. Yéu cau mo ta két noi ro rang

- Cong dang bat phai c6 mo ta két ndi rd rang xac dinh dugc thong tin dau
noi cua thiét bi dau xa

+ Lénh ciu hinh:

+ Vi Cisco 10S:
(config)# interface <interface-name>
(config-if)# description <if-description>

+ Vi Cisco NX-OS:
(config)# interface <interface-name>

(config-if)# description <if-description>

+Véi Juniper Junos:

<hostname> set interfaces <interface-name> description <if-description>

+ Lénh kiém tra:
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+ Vi Cisco 10S:
# show interfaces description

+Voi Cisco NX-0OS:
# show interfaces description

+Voi Juniper Junos:

<hostname> show interfaces descriptions | match <interface_name>

3. Cau hinh an ninh 16p 2
3.1. Yéu ciu khong sir dung vlan default
- Bo céu hinh vlan default (thudng 14 vlan 1) trén cac interface

+ Lénh cau hinh:

+ Vi Cisco 10S:

(config)# interface <interface-name>

(config-if)# switchport mode access

(config-if)# switchport access vlan <vlan-id khac>

+ Vi Cisco NX-0OS:

(config)# interface <interface-name>

(config-if)# switchport mode access

(config-if)# switchport access vlan <vlan-id khac>

+ Vi Juniper Junos:

<hostname> set interface <interface-name> unit 0 family ethernet-switching
port-mode access

<hostname> set interface <interface-name> unit 0 family ethernet-switching
vlan members <vlan-id khac>

+ Lénh kiém tra:

+Voi Cisco 10S:
# show vlan

+ Vi Cisco NX-0OS:
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# show vlan

+Véi Juniper Junos:
<hostname> show vlans

3.2. Yéu cau cau hinh chinh xac cdc cong trunk, cong access theo dung thiet
ke

- CAu hinh chinh xac cac cong trunk, cong access theo dung thiét ké da phé
duyét.

+ Lénh cau hinh:

+ Vi Cisco 10S:

//Doi voi cac port access

(config)# interface <access-port>
(config-if)y#switchport mode access

//Doi voi cac port trunk
(config)# interface <trunk-port>
(config-if)#switchport mode trunk

+ Vi Cisco NX-OS:

//Doi voi cac port access

(config)# interface <access-port>
(config-if)#switchport mode access

//Doi voi cac port trunk
(config)# interface <trunk-port>
(config-if)#switchport mode trunk

+Voi Juniper Junos:
//Doi voi cac port access

<hostname> set interface <interface-name> unit 0 family ethernet-switching
port-mode access

//Doi voi cac port trunk
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<hostname> set interface <interface-name> unit 0 family ethernet-switching
port-mode trunk

+ Lénh kiém tra

+ Vi Cisco 10S:

# show interfaces <interface-name> switchport
# show running-config

# show interfaces trunk

+ Vi Cisco NX-OS:

# show interfaces <interface-name> switchport
# show running-config

# show interfaces trunk

+Voi Juniper Junos:
<hostname> show vlans

<hostname> show ethernet-switching interfaces

-Pbi v6i cong trunk phai gidi han nhitng vlan dugc phép di cong trunk,
khong cho phép vlan default di qua

+ Lé&nh cau hinh:

+ Vi Cisco 10S:

(config)# interface <trunk-port>

(config-if)# switchport trunk allowed vlan except 1

(config-if)# switchport trunk allowed vlan <vlan-list> (ex: 5-10,11,13-19)

Luwu y. Cac gid tri vian duoc trunk sé ghi de lén vian-list duoc trunk truoc
do. Neu muon trunk thém mot so vlan va giit nguyén cac vlan trunking truoc
do thi dung cau lénh:

(config-if)# switchport trunk allowed vlan add <vlan-list>

+Voi Cisco NX-0S:
(config)# interface <trunk-port>

(config-if)# switchport trunk allowed vlan except 1
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(config-if)# switchport trunk allowed vlan <vlan-list> (ex: 5-10,11,13-19)

Luwu y: Cac gid tri vlan duoc trunk sé ghi de lén vian-list duoc trunk truoc
do. Neu muon trunk thém mot so vlan va gitr nguyén cac vlan trunking truoc
do thi dung cdu lénh:

(config-if)# switchport trunk allowed vlan add <vlan-list>

+Voi Juniper Junos:

<hostname> set interface <interface-name> unit 0 family ethernet-switching
vlan members <vlan-id khac>

<hostname> set interface <interface-name> unit 0 family ethernet-switching
vlan members <vlan-id khac>

+ Lénh kiém tra:

+ Vi Cisco 10S:

# show running-config interface <trunk-port>
# show interface trunk

# show vlan brief

+ Vi Cisco NX-OS:

# show running-config interface <trunk-port>
# show interface trunk

# show vlan brief

+ Vi Juniper Junos:

<hostname> show vlans

<hostname> show ethernet-switching interfaces

3.3. Cau hinh cic giai phap chong tin cong 16p 2.
- C4u hinh static mapping dia chi IP — dia chi MAC, port security, 802.1x
Doi vdi static mapping dia chi IP — dia chi MAC:

+ Lé&nh cau hinh:

+ Vi Cisco 10S:
(config) # arp <ip address> <mac address> arpa
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+ Vi Cisco NX-OS:
(config)# interface <interface-name>
(config-if)# ip arp <ip address> <mac address>

+Véi Juniper Junos:

<hostname> set arp <ip_address> (mac | multicast-mac) <mac_address>

o Ddi v6i IP da duge cap thi ghi chinh xac dia chi MAC

o Béj v6i IP con tréng thi dién dia chi MAC khong hop 1& dé néu co
thiét bi dung IP nay s€ khong truy cap dugc.

+ Lénh kiém tra:

+ Vi Cisco 10S:
# show arp

+ Vi Cisco NX-OS:

# show arp

# show running-config arp
# show ip arp

+ Vi Juniper Junos:
<hostname> show arp

Déi véi Port-Security

+ Lénh cau hinh

+ Vi Cisco 10S:
(config)# interface <interface>
(config-if)# switchport port-security

//Qéu hinh cac dia chi MAC tinh trén port va cau hinh sb luong MAC téi da
bang dung s6 lugng khai tinh.

(config-if)# switchport port-security mac-address <mac-address>
(config-if)# switchport port-security maximum <number>

// Hodc c6 thé ciu hinh tu hoc MAC theo co ché sticky
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(config-if)# switchport port-security mac-address sticky
(config-if)# switchport port-security maximum <number>

// Drop g6i tin tr caic MAC khong hop 1€
(config-if)# switchport port-security violation protect

+ Vi Cisco NX-OS:
(config)# interface <interface>
(config-if)# switchport port-security

//Céu hinh cac dia chi MAC tinh trén port va céu hinh sb luong MAC t6i da
bang dung s6 luong khai tinh.

(config-if)# switchport port-security mac-address <mac-address>
(config-if)# switchport port-security maximum <number>

// Hodc ¢6 thé cAu hinh ty hoc MAC theo co ché sticky
(config-if)# switchport port-security mac-address sticky
(config-if)# switchport port-security maximum <number>

// Drop g6i tin tr caic MAC khong hop 1€
(config-if)# switchport port-security violation protect

+ Vi Juniper Junos:

//Céu hinh cac dia chi MAC tinh trén port va c4u hinh s6 luong MAC tbi da
bang dung s6 lugng khai tinh.

<hostname> set interface < interface-name > allowed-mac <mac-address>
<hostname> set interface < interface-name > mac-limit <number-mac>

<hostname> set interface < interface-name > vlan <vlan> mac-limit
<number-mac>

// Hodc ¢b thé cAu hinh ty hoc MAC theo co ché sticky

<hostname> set interface < interface-name > persistent-learning

// Drop géi tin tir cac MAC khong hop 1€

<hostname> set interface < interface-name > mac-limit action drop
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+ Lénh kiém tra

+ Vi Cisco 10S:
# show port-security
# show running-config interface <interface>

+Voi Cisco NX-0S:

# show port-security

# show running-config interface <interface>
# show running-config port-security

+ Vi Juniper Junos:
<hostname> show ethernet-switching table

Déi vdi xdc thuwe 802. Ix

+ Lé&nh cau hinh

+ Vi Cisco 10S:
// Cau hinh Radius server (primary va secondary)

(config)# radius-server host <ip-add> auth-port 1812 acct-port 1813 key
<key>

// Bat xac thuc dotlx qua radius

(config)# aaa authentication dotlx default group radius
(config)# aaa authorization network default group radius
(config)# dotlx system-auth-control

// Bat chu ki re-authenticate
(config)# interface fa0/2
(config-if)# dotlx timeout reauth-period 86400

// Tt tién trinh stpd trén cac port thudc vlan cau hinh 802.1x
(config)# no spanning-tree vlan <vlan-id>

// Bat tinh nang netlogin dot1x murc port
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(config)# interface fa0/2

(config-if)# authentication host-mode single-host|multi-host|multi-auth
(config-if)# authentication port-control auto

(config-if)# dotlx pae authenticator

+Voi Cisco NX-0S:
// CAu hinh Radius server (primary va secondary)

(config)# radius-server host <ip-add> auth-port 1812 acct-port 1813 key
<key>

// Bat xac thuc dotlx qua radius

(config)# aaa authentication dotlx default group radius
(config)# aaa authorization network default group radius
(config)# dotlx system-auth-control

// Bat chu ki re-authenticate
(config)# interface fa0/2
(config-if)# dotlx timeout re-authperiod 86400

// Tt tién trinh stpd trén cac port thudc vlan cau hinh 802.1x
(config)# no spanning-tree vlan <vlan-id>

// Bat tinh nang netlogin dot1x murc port

(config)# interface fa0/2

(config-if)# dotlx host-mode single-host|multi-host|multi-auth
(config-if)# dotlx port-control auto

(config-if)# dotlx pae authenticator

+Voi Juniper Junos:

// Cau hinh Radius server (primary va secondary)

<hostname> set access radius-server <ip-add> secret <key>
<hostname> set access radius-server <ip-add2> secret <key>
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// Bat xac thuc dotlx qua radius
<hostname> set access profile <profile-name> authentication-order radius

<hostname> set access profile <profile-name> authentication-server [<ip-
add> <ip-add2> ]

// Bat tinh nang netlogin dot1x mirc port

<hostname> set authenticator interface <interface-name> supplicant
multiple

// Bat chu ki re-authenticate

<hostname> set authenticator interface <interface-name> reauthentication
interval seconds

+ Lénh kiém tra

+ Vi Cisco 10S:
# show running-config

+ Vi Cisco NX-OS:

# show running-config
# show radius-server
# show dotl1x all

+ Vi Juniper Junos:
<hostname> show ethernet-switching table
<hostname> show dotlx interface <interface-name> detail

+ Céu hinh ARP Inspection

+ Lénh cau hinh

+ Vi Cisco 10S:
// Enable ARP Inspection trén vlan
(config)# ip arp inspection vlan <vlan-id>

364




// Céu hinh cong trust
(config)# interface <interface-id>
(config-if)# ip arp inspection trust

+Voi Cisco NX-0S:
// Enable ARP Inspection trén vlan
(config)# ip arp inspection vlan <vlan-id>

// Cau hinh cong trust
(config)# interface <interface-id>
(config-if)# ip arp inspection trust

+Voi Juniper Junos with ELS:

<hostname> set vlans vlan-name forwarding-options dhcp-security arp-
inspection

+Voi Juniper Junos non-ELS:

<hostname> set ethernet-switching-options secure-access-port vlan vlan-
name arp-inspection

+ Lénh kiém tra

+ Vi Cisco 10S:
# show ip arp inspection interfaces <interface-id>
# show ip arp inspection vlan <vlan-id>

+ Vi Cisco NX-OS:
# show ip arp inspection interfaces <interface-id>
# show ip arp inspection vlan <vlan-id>

+Véi Juniper Junos:
<hostname> show arp inspection statistics
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- C4u hinh BPDU guard trén céc port access

Ngoai 1é: Khéng cdu hinh muc nay déi véi cdc port access két noi véi hé
thong ao hoa (do hé thong nay co cac switch do gia ldp).

+ Lénh cau hinh

+ Vi Cisco 10S:

(config)# interface <interface>

(config-if)# spanning-tree portfast
(config-if)# spanning-tree bpduguard enable

+ Vi Cisco NX-OS:

(config)# interface <interface>

(config-if)# spanning-tree port type edge
(config-if)# spanning-tree bpduguard enable

+Voi Juniper Junos:
<hostname> set protocols rstp interface <interface-name> edge
<hostname> set protocols rstp bpdu-block-on-edge

+ Lénh kiém tra

+ Vi Cisco 10S:
# show spanning-tree interface <port> detail
# show spanning-tree summary

+Voi Cisco NX-OS:

# show spanning-tree interface <port> detail
# show spanning-tree summary

# show running-config spanning-tree

+Voi Juniper Junos:

<hostname> show spanning-tree interface

- C4u hinh Port-lsolate
Ngoai 1é6: Khéng cau hinh muc ndy doi véi cdc port cho mdy in va gateway.
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+ Lénh cau hinh

+ Vi Cisco 10S:
(config)# interface <interface>
(config-if)# switchport protected

+Véi Juniper Junos:

set vlans <user-vlan> no-local-switching

set vlans <user-vlan> interface <interface-gateway> pvlan-trunk
set vlans <user-vlan> interface <interface-user>

+ Lénh kiém tra

+ Vi Cisco 10S:
# show interfaces <interface-name> switchport

+Voi Juniper Junos:

<hostname> show vlans pvlan extensive

4. Cau hinh an ninh 16p 3
4.1. Yéu cau xac thue cho cac giao thirc 16p 3

- VRRP, HSRP, GLBP, NSRP phai c4u hinh x4c thuc cho giao thurc gitra cac
thiét b

Doi voi HSRP

+ Lénh cau hinh

+ Vi Cisco 10S:

// Thiét bi Master

(config)# interface vlan <vlan-id>

(config-if)# standby <id> priority 105

(config-if)# standby <id> ip <virtual-ip>
(config-if)# standby <id> preempt

(config-if)# standby <id> authentication <string>

// Thiét bi Standby
(config)# interface vlan <vlan-id>
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(config-if)# standby <id> priority 95
(config-if)# standby <id> ip <virtual-ip>
(config-if)# standby <id> authentication <string>

+Voi Cisco NX-0S:

// Thiét bi Master

(config)# interface vlan <vlan-id>

(config-if)# hsrp <id>

(config-if-hsrp)# priority 105

(config-if-hsrp)# ip <virtual-ip>

(config-if-hsrp)# preempt

(config-if-hsrp)# authenticate md5 key-chain <key-chain|key-string>

// Thiét bi Standby

(config)# interface vlan <vlan-id>

(config-if)# hsrp <id>

(config-if-hsrp)# priority 95

(config-if-hsrp)# ip <virtual-ip>

(config-if-hsrp)# authenticate md5 key-chain <key-chain|key-string>

+ Lénh kiém tra

+ Vi Cisco 10S:
# show standby
# show running-config

+ Vi Cisco NX-OS:
# show hsrp group <id>
# show running-config

Dbi véi VRRP

+ Lénh cau hinh

+ Vi Cisco I10S:
// Thiét bi Master
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(config)# interface vlan <vlan-id>

(config-if)# vrrp <id> priority 105

(config-if)# vrrp <id> authentication <string>
(config-if)# vrrp <id> ip <virtual-ip>

(config-if)# vrrp <id> preempt delay minimum <seconds>

// Thiét bi Standby

(config)# interface vlan <vlan-id>

(config-if)# vrrp <id> priority 95

(config-if)# vrrp <id> authentication <string>
(config-if)# vrrp <id> ip <virtual-ip>

+Voi Cisco NX-0S:

// Thiét bi Master

(config)# interface vlan <vlan-id>
(config-if)# vrrp <id>

(config-if-vrrp)# priority 105
(config-if-vrrp)# address <virtual-ip>
(config-if-vrrp)# authentication text <string>
// Thiét bi Standby

(config)# interface vlan <vlan-id>
(config-if)# vrrp <id>

(config-if-vrrp)# priority 95

(config-if-vrrp)# address <virtual-ip>
(config-if-vrrp)# authentication text <string>
+Voi Juniper Junos:

// Thiét bi Master

<hostname> set interfaces <interface-name> unit 0 family inet address
<IP1> vrrp-group 1 virtual-address <VIP>

<hostname> set interfaces <interface-name> unit 0 family inet address
<IP1> vrrp-group 1 authentication-type md5

<hostname> set interfaces <interface-name> unit O family inet address
<IP1> vrrp-group 1 authentication-key <key>
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<hostname> set interfaces <interface-name> unit 0 family inet address
<IP1> vrrp-group 1 accept-data

<hostname> set interfaces <interfaces> unit O family inet address <IP1>
vrrp-group 1 track interface <interface-name> priority-cost 200

// Thiét bi Standby

<hostname> set interfaces <interface-name> unit 0 family inet address
<IP2> vrrp-group 1 virtual-address <VIP>

<hostname> set interfaces <interface-name> unit 0 family inet address
<IP2> vrrp-group 1 authentication-type md5

<hostname> set interfaces <interface-name> unit 0 family inet address
<IP2> vrrp-group 1 authentication-key <key>

<hostname> set interfaces <interface-name> unit 0 family inet address
<IP2> vrrp-group 1 accept-data

<hostname> set interfaces <interfaces> unit 0 family inet address <IP1>
vrrp-group 1 track interface <interface-name> priority-cost 100

+ Lénh kiém tra

+ Vi Cisco 10S:

# show vrrp brief

# show running-config
+ Vi Cisco NX-OS:

# show vrrp

# show running-config
+ Vi Juniper Junos:
<hostname> show vrrp

Déi véi GLBP

+ Lénh cau hinh

+ Vi Cisco 10S:

// Thiét bi Master

(config)# interface vlan <vlan-id>

(config-if)# glbp <id> ip <virtual-ip>

(config-if)# glbp <id> priority 105

(config-if)# glbp <id> authentication md5 key-string <string>
(config-if)# glbp <id> preempt delay minimum <seconds>
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// Thiét bi Standby

(config)# interface vlan <vlan-id>

(config-if)# glbp <id> ip <virtual-ip>

(config-if)# glbp <id> priority 95

(config-if)# glbp <id> authentication md5 key-string <string>
+Voi Cisco NX-0S:

// Thiét bi Master

(config)# interface vlan <vlan-id>

(config-if)# glbp <id>

(config-if-glbp)# priority 105

(config-if-glbp)# ip <virtual-ip>

(config-if-glbp)# authentication md5 key-string <string>
(config-if-gblbp)# preempt delay minimum <seconds>

// Thiét bi Standby

(config)# interface vlan <vlan-id>

(config-if)# glbp <id>

(config-if-glbp)# priority 95

(config-if-glbp)# ip <virtual-ip>

(config-if-glbp)# authentication md>5 key-string <string>

+ Lénh kiém tra

+ Vi Cisco 10S:

# show glbp <id>

# show running-config
+ Vi Cisco NX-OS:

# show glbp <id>

# show running-config

- OSPF phai thiét 1ap chudi xac thuc c6 ma hoa giira 2 thiét bi

+ Lénh cau hinh

+ Vi Cisco 10S:
//[Enable xac thuc giua 2 thiet bi neighbor voi nhau
(config)# interface <interface-name>
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(config-if)# no switchport
(config-if)# ip ospf message digest-key <keyid> md5 <key> <password>
(config-if)# ip ospf authentication message-digest
//[Enable xac thuc giua cac thiet bi trong cung area
(config)# interface <interface-name>
(config-if)# no switchport
(config-if)# ip ospf message digest-key <keyid> md5 <password>
(config-if)# exit
(config)# router ospf process-id
(config-router)# area area-id authentication message-digest
(config-router)# exit
Voi Cisco NX-OS:
//[Enable xac thuc giua 2 thiet bi neighbor voi nhau
(config)# interface <interface-name>
(config-if)# no switchport
(config-if)# ip ospf message digest-key <keyid> md5 <key> <password>
(config-if)# ip ospf authentication message-digest
//[Enable xac thuc giua cac thiet bi trong cung area
(config)# interface <interface>
(config-if)# no switchport
(config-if)# ip ospf message digest-key <keyid> md5 <key> <password>
(config-if)# exit
(config)# router ospf process-id
(config-router)# area area-id authentication message-digest
(config-router)# exit
+Voi Juniper Junos:
//[Enable xac thuc giua 2 thiet bi neighbor voi nhau

<hostname> set protocols ospf area 0.0.0.0 interface <interface _name>
authentication md5 1 key <password>

+ Lénh kiém tra

+Voi Cisco 10S:
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# show ip ospf interface <interface-name>
# show ip ospf neighbor

+Voi Cisco NX-0S:

# show ip ospf interface <interface-name>
# show ip ospf neighbor

+Véi Juniper Junos:

<hostname> show protocols ospf

- BGP phiai thiét 1ap chudi xac thuc c6 ma hoa gitra cac peer

+ Lénh cau hinh

+ Vi Cisco 10S:

(config)# router bgp <AS-number>

(config-router)# neighbor <ip-address> password <password>

+ Vi Cisco NX-0S:

(config)# router bgp 65536

(config-router)# neighbor <ip address> remote-as <remote-AS>
(config-router-neighbor)# password <password>

+Voi Juniper Junos:

<hostname> set protocols bgp group <BGP_Group> type external

<hostname> set protocols bgp group <BGP_Group> peer-as
<Neighbor_AS>

<hostname> set protocols bgp group <BGP_Group> neighbor
<Neighbor _ip>

<hostname> set routing-options autonomous-system <AS>

<hostname> set protocols bgp group <BGP_Group> authentication-key-
chain <BGP_chain_password>

<hostname> set protocols bgp group <BGP_Group> authentication-
algorithm md5

<hostname>  set  security  authentication-key-chains  key-chain
<BGP_chain_password> tolerance 30

<hostname>  set  security  authentication-key-chains  key-chain
<BGP_chain_password> key 0 secret <password>

+ Lénh kiém tra

+Voi Cisco 10S:
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# show running-config

# show ip bgp summary

+Voi Cisco NX-0S:

# show running-config

# show ip bgp neighbor

+Véi Juniper Junos:
<hostname> show protocols bgp

- Cac quy tac thiét 1ap chudi xac thuc giita cac giao thuc 10p 3, nguoi quan
tri khi thi€t 1ap cau hinh can tuan theo:

+ C6 d6 phtrc tap bao gébm chit in thuong, in hoa, k¥ tu dic biét
+ Chubi dai hon 10 ky tu
+ Khong ddt cac mat khau d& doan

4.2. Yéu cau Kkiém soat dinh tuyén chinh xAc.

- Vi cac giao thue dinh tuyén dong: Thuc hién chan quang ba thong tin dinh
tuyén ra ngoai cac port khong can thiét (Port dau xudng khach hang, thiét bi dau
cuoi...)

+ Lénh cau hinh

+ Vi Cisco 10S:
//OSPF:
(config)# router ospf <Process_ID>
(config-router)# passive-interface <interface-name>
I[EIGRP

(config)# router eigrp {autonomous-system-number | virtual-instance-
number}

(config-router)# passive-interface <interface-name>
IS-1S

(config)# router isis

(config-router)# passive-interface <interface-name>
+ Vi Cisco NX-0S:

I/OSPF

(config)# interface <interface-name }

(config-if)# {ip | ipv6} ospf passive-interface
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IIEIGRP

(config)# interface <interface-name }

(config-if)# {ip | ipv6} passive-interface eigrp

INS-1S

(config)# interface <interface-name }

(config-if)# isis passive { level-1 | level-2 | level-1-2 }
+Voi Juniper Junos:

I/OSPF

set protocols ospf area <ID> interface <interface-name> passive
INS-1S

set protocols isis interface <interface-name> passive

+ Lénh kiém tra

+ Vi Cisco 10S:

# show ip eigrp interfaces

# show ip ospf interfaces

# show ip isis interfaces

+Voi Cisco NX-0S:

# show { ip | ipv6 } eigrp [instance-tag] interfaces [ brief ] [ detail ]
# show ip ospf interface

# show isis [instance-tag] interface [ brief
+ Vi Juniper Junos:

<hostname> show protocol ospf
<hostname> show protocol isis
<hostname> show isis interface

<hostname> show ospf interface

4.3. Yéu ciu tach bang dinh tuyén giira 16p dich vu va 16p giam sat thong
qua VRF riéng
- Thiét bi switch layer 3, router c6 cac interface ddu public phai tach bang
dinh tuyén gitra 16p dich vy va 16p giam sat thong qua VRF riéng cho luu luong
OAM (v6i truong hop 16p giam sat khong di qua Firewall)

+ Lénh cau hinh

+Voi Cisco 10S:
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//Tao VREF:

(config)# ip vrf <vrf-name>

//Pua interface gidm sat vao VRF

(config)# interface <interface-name>
(config-if)# ip vrf forwarding <vrf-name>
(config-if)# ip address <IP> <subnet mask>
+ Vi Cisco NX-OS:

//Tao VREF:

(config)# vrf context <vrf-name>

//Pua interface giam sat vao VRF

(config)# interface <interface-name>
(config-if)# vrf member <vrf-name>
(config-if)# ip address <IP/subnetmask>
+Voi Juniper Junos:

//Tao VRF:

<hostname> set routing-instances <vrf-name> instance-type virtual-router
//Pua interface giam sat vao VRF

<hostname> set routing-instances <vrf-name> interface <interface-name>

+ Lénh kiém tra

+ Vi Cisco 10S:

# show running-config

# show running-config vrf
+ Vi Cisco NX-0OS:

# show running-config

# show vrf

+Voi Juniper Junos:

<hostname> show route instance

4.4. Yéu ciu bt tinh ning DHCP Snooping

- Mang van phong st dung DHCP cho may tinh nguoi dung phai bat tinh
nang DHCP Snooping trén céc port access

+ Lénh cau hinh

+Voi Cisco 10S:
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//Enable mtrc global

(config)# ip dhcp snooping

//[Enable cho 1 vlan cu the (vlan client)
(config)# ip dhcp snooping vlan <vlan-id>

/INeu 1 port trong vlan da enable dhcp snooping co ket noi voi dhcp server
thi enable trust cho port nay

(config)# interface <interface-name>
(config-if)#ip dhcp snooping trust

Voi Cisco NX-OS:
//Enable mirc global

(config)# ip dhcp snooping
//[Enable cho 1 vlan cu the (vlan client)
(config)# ip dhcp snooping vlian <vlan-id>

//Neu 1 port trong vlan da enable dhcp snooping co ket noi voi dhcp server
thi enable trust cho port nay

(config)# interface <interface-name>

(config-if)#ip dhcp snooping trust

+Voi Juniper Junos:

//[Enable muc global

<hostname> set vlan all examine-dhcp

//[Enable cho 1 vlan cu the (vlan client)

<hostname> set vlan <vlan-id> examine-dhcp <vlan-id>

//Neu 1 port trong vlan da enable dhcp snooping co ket noi voi dhcp server
thi enable trust cho port nay

<hostname> set interface <interface-name> dhcp-trusted

+ Lénh kiém tra

+ Vi Cisco 10S:
# show ip dhcp snooping
Voi Cisco NX-OS:
# show ip dhcp snooping
# show running-config dhcp
+Véi Juniper Junos:
<hostname> show dhcp snooping binding
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5. Vé cau hinh quan tri
5.1. Yéu cau veé sao lwu cau hinh

- Luu cau hinh trude khi tac dong va dinh ki tdi thiéu 01 lan/quy. Luu tdi
thiéu 02 ban gan nhat. Khong luu ban sao luu trén may tinh ca nhan cua quan tri
vién

+ Lénh cau hinh

+ Vi Cisco 10S:
(config)# kron policy-list backup
(config-kron-policy)# cli show run | redirect tftp://10.1.1.1/test.cfg
(config-kron-policy)# exit
(config)# kron occurrence backup at 23:00 Sun recurring
(config-kron-occurrence)# policy-list backup
Voi Cisco NX-OS:
(config)# feature scheduler
(config)# scheduler job name backup-daily

(config-job)# copy running-config tftp:// 10.1.1.1/$(SWITCHNAME)-
cfg.$(TIMESTAMP)

(config-job)# exit

(config)# scheduler schedule name backup-daily

(config-schedule)# time weekly Sun:23:00

(config-schedule)# job name backup-daily

+ Vi Juniper Junos:

<hostname> set system archival configuration transfer-on-commit
<hostname> set system archival configuration transfer-interval interval
<hostname> set system archival configuration archive-sites <ftp-link>

+ Lénh kiém tra

+ Vi Cisco 10S:

# show running-config
Voi Cisco NX-OS:

# show running-config

# show scheduler config

+Véi Juniper Junos:
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<hostname> show configuration

5.2. Yéu cau vé quan ly tai khoan

- Khuyén nghi st dung hé thong AAA dé quén ly tai khoan nguoi ding tap
trung (xac thyc, phan quyeén, ghi lich st tac dong). To1 da 02 tai khoan quan tri
local dung cho truong hop khan cap

+ Lénh cau hinh:

+ Vi Cisco 10S:

(config)# aaa new-model

(config)# tacacs-server host 10.1.1.1

(config)# tacacs-server key <tacacs-shared-key>

// Xac thyuc truy nhap user mode

(config)# aaa authentication login default group TACACS+ local

// Xac thyuc truy nhap enable mode

(config)# aaa authentication enable default group TACACS+ enable

// Phan quyén cho phép user xac thuc thanh cong s& co thé thyc thi tat ca cau
1énh cau hinh trong config mode nhung khong back dugc lai enable mode dé
thuc thi shutdown. ..

(config)# aaa authorization config-commands

// Phan quyén cho phép user xac thuc thanh cong s& c6 thé nhay vao lan luot
tung exec mode

(config)# aaa authorization exec default group TACACS+ local if-
authenticated

// Phan quyén theo timg privilege level cua user

(config)# aaa authorization commands 10 default group TACACS+ if-
authenticated

// Céu hinh accounting

(config)# aaa accounting exec default start-stop group TACACS+
(config)# aaa accounting commands 1 default start-stop group TACACS+
(config)# aaa accounting commands 15 default start-stop group TACACS+
// Tao account admin local

(config)# username adminl privilege 15 password <password>

(config)# username admin2 privilege 15 password <password>

+ Voi Cisco NX-0OS:

(config)# tacacs-server host 10.1.1.1
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(config)# tacacs-server key 7 <tacacs-shared-key>
// Xé&c thyc truy nhap user mode
(config)# aaa authentication login default group TACACS+ local

// Phan quyén cho phép user xac thyc thanh cong s& c6 thé thuc thi tit ca cau
lénh cau hinh trong config mode nhung khong back dugc lai enable mode dé
thuc thi shutdown...

(config)# aaa authorization config-commands default group TACACS+ local

// Phan quyén cho phép user xac thyc thanh cong s& c6 thé nhay vao lan luot
ting exec mode

(config)# aaa authorization exec default group TACACS+ local if-
authenticated

// Phan quyén theo timg privilege level cua user

(config)# aaa authorization commands default group TacServer local

// Céu hinh accounting

(config)# aaa accounting default group TACACS+ local

// Tao account admin local

(config)# username adminl password 5 <password> role <role-name>
(config)# username admin2 password 5 <password> role <role-name>

+ Voi Juniper Junos:

<hostname> set system tacplus-server <tacac_server> timeout 5
<hostname> set system tacplus-server <tacac_server> secret <password>
<hostname> set system tacplus-server <tacac_server> source-address <ip>
<hostname> set system tacplus-server <tacac_server> port <port-number>
// Xéc thyce truy nhap user mode

<hostname> set system authentication-order tacplus

<hostname> set system authentication-order password

// Céu hinh accounting

<hostname> set system accounting destination tacplus server
<tacac_server> port <port-number>

<hostname> set system accounting destination tacplus server
<tacac_server> source-address <ip>

+ Lénh kiém tra

+Voi Cisco 10S:
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# show running-config
Voi Cisco NX-OS:
# show running-config
+Véi Juniper Junos:
<hostname> show configuration

+ Quan tri vién phai st dung tai khoan duoc cip riéng, phan quyén phu hop
trén local/AAA

Déi véi tai khodn Local

+ Lénh cau hinh

+ Vi Cisco 10S:
// Tao account admin local
(config)# username adminl privilege 15 password <password>
(config)# username admin2 privilege 15 password <password>
// X6a account local khong str dung
(config)# no username <username>
Voi Cisco NX-0S:
/I Tao account admin local
(config)# username adminl password 5 <password> role <role-name>
(config)# username admin2 password 5 <password> role <role-name>
// X6a account local khong str dung
(config)# no username <username>
+ Vi Juniper Junos:
// Tao account admin local
<hostname> set system login user adminl
<hostname> set system login user adminl class super-user

<hostname> set system login user adminl authentication encrypted-
password

// X6a account local khong str dung

<hostname> delete system login user adminx

+ Lénh kiém tra

+ Vi Cisco 10S:
# show running-config
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+ Vi Cisco NX-0S:
# show running-config

+Véi Juniper Junos:

<hostname> show configuration | display set | match user

Déi vi tai khoin AAA

+ Kiém tra tai khoan, phan quyén trén AAA Server.

- B6i mat khau mic dinh cac tai khoéan local cta thiét bi

+ Lénh cau hinh

+ Vi Cisco 10S:

// Tuong tu 1énh tao account admin local

(config)# username admin privilege 15 password <mypassword>
+Voi Cisco NX-0S:

// Tuong ty 1énh tao account admin local

(config)# username admin password 5 <password> role <role-name>
+Voi Juniper Junos:

// Tuong tu 1énh tao account admin local

<hostname> set system login user adminl authentication encrypted-
password

+ Lénh kiém tra

+ Vi Cisco 10S:

# show running-config
+ Vi Cisco NX-OS:

# show running-config

+Voi Juniper Junos:

<hostname> show configuration | display set | match user

- Thiét 1ap chinh sach mat khau manh cho céc tai khoan trén local/AAA, 4n
di trén cau hinh:

+ Yéu cau co do phtrc tap bao gém chir in thuong, in hoa, ky tu
+ Mat khau dai hon 10 ky tu
+ Khong dit cac mat khau dé doan

Khoa sau 5 1an dang nhép sai, thoi gian khoa tai khoan do ding nhap sai 1a
10 phat

382



Doi voi account local

- Lurw y: Tur Cisco 10S 12.3(14) tro lén co tuy chon sé khoa tai khoan néu
dang nhdp sai qua so lan quy dinh. Tuy nhién voi nhitng user co privilege 15 sé
khdng bi dnh hwong boi tuy chon nay.

+ Lénh cau hinh (Cisco 10S 12.3 trd 1én)

+ Vi Cisco 10S:

(config)# aaa new-model

(config)# aaa local authentication attempts max-fail 5

//Dé unlock 1 user bj khoa thi ding 1énh sau:

# clear aaa local user fail-attempts username <USERNAME>

// M3 hoa tat ca mat khau trong file cAu hinh st dung kiéu ma hoa 7 cua Cisco
(config)#service password-encryption

+Voi Cisco NX-0S:

(config)# aaa authentication rejected 10 in 100 ban 600

//Dé unlock 1 user bj khoa thi dung 1énh sau:

# clear aaa local user blocked <USERNAME>

Maic dinh thi NX-OS ty dong ma hoa tat ca mat khau khai bao trén ciu hinh
+Voi Juniper Junos:

<hostname> set retry-options lockout-period 5

<hostname> set retry-options tries-before-disconnect 10

<hostname> set system login password minimum-length 12

<hostname> set system login password maximum-length 22

<hostname> set system login password minimum-numerics 1

<hostname> set system login password minimum-upper-cases 1
<hostname> set system login password minimum-lower-cases 1

<hostname> set system login password minimum-punctuations 1

+ Lénh kiém tra

+ Vi Cisco 10S:

# show aaa local user lockout
# show running-config

+ Vi Cisco NX-OS:

# show aaa local user blocked
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# show running-config

+Véi Juniper Junos:

<hostname> show system login lockout
<hostname> show system login password

Doi voi account AAA

+ CAu hinh va kiém tra chinh sach mat khau trén AAA Server.

5.3. Yéu chu vé két ndi quan tri
- Khuyén nghi quan tri thiét bi qua VLAN quan tri danh riéng

+ Lénh cau hinh

+ Vi Cisco 10S:

(config)# vlan <mgmt-vlan-id>
(config-vlan)# name VLAN_MGMT
(config-vlan)# exit

(config)# interface vlan <mgmt-vlan-id>
(config-if)# ip address <ip> <mask>
(config-if)# exit

(config)# interface <interface-name>
(config-if)# switchport mode access
(config-if)# switchport access vlan <mgmt-vlan-id>
+ Vi Cisco NX-OS:

(config)# vlan <mgmt-vlan-id>
(config-vlan)# name VLAN_MGMT
(config-vlan)# exit

(config)# feature interface-vlan
(config)# interface vlan <mgmt-vlan-id>
(config-if)# ip address <ip/length>
(config-if)# exit

(config)# interface <interface-name>
(config-if)# switchport mode access
(config-if)# switchport access vlan <mgmt-vlan-id>

+Véi Juniper Junos:

<hostname> set vlans <vlan-name> description <vlan-description>
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<hostname> set vlans <vlan-name> vlan-id < mgmt-vlan-id >
<hostname> set vlans <vlan-name> I3-interface <vlan-name>

<hostname> set interfaces vlan unit <mgmt-vlan-id> family inet address
<ip-address>

+ Lénh kiém tra

+ Vi Cisco 10S:

# show interface vlan <mgmt-vlan-id>

+ Vi Cisco NX-OS:

# show interface vlan <mgmt-vlan-id>

+ Vi Juniper Junos:

<hostname> show interface vlan <mgmt-vlan-id>

- Quan tri thiét bi qua két ndi truc tiép Console hodc két ndi tir xa an toan, c6
ma héa (SSHv2, HTTPS). Tat cac giao thirc quan tri tir xa khong an toan (Telnet,

HTTP)

- Thoi gian time-out cta cac phién két ndi quan trj ti da 1a 15 phut.
- G161 han chi cho phép quan tri tir cac IP theo danh sach dang ki
Ciu hinh Console

+ Lénh cau hinh

+ Vi Cisco 10S:

(config)#line console 0

(config-line)#login authentication default
(config-line)#exec-timeout 15

+ Vi Cisco NX-OS:

(config)#line console 0

(config-line)#exec-timeout 15

+Voi Juniper Junos:

<hostname> set console authentication-order password

+ Lénh kiém tra

+ Vi Cisco 10S:
(config)# show running-config
+ Vi Cisco NX-OS:
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(config)# show running-config

+Véi Juniper Junos:
<hostname> show configuration

Céu hinh SSH

+ Lénh cau hinh

+ Vi Cisco 10S:

// Tao key RSA cho SSH

(config)#ip domain-name tct.com

(config)#crypto key generate rsa general-keys modulus 1024

// Tao access-list gidi han cac IP ngudn dugc phép quan tri thiét bi
(config)#access-list 1 permit 192.168.1.1

(config)#access-list 1 permit 192.168.1.2

// Chi cho phép SSH, khong cho phép Telnet, gidi han ip quan tri bang ACL,
dat time-out

(config)#no ip http server

(config)#line vty 0 4

(config-line)#login authentication default
(config-line)#transport input ssh
(config-line)#access-class 1 in
(config-line)#exec-timeout 15

+ Vi Cisco NX-OS:

// Tao key RSA cho SSH

(config)#ip domain-name tct.com

Mic dinh NX-OS di bat sin SSHv2 va khoi tao RSA key 1024 bit. Néu muébn
khéi tao lai RSA key khéc theo chinh sach riéng cia cong ty thi thuc hién
1énh:

(config)#no feature ssh

(config)#ssh key rsa <bits>

(config)#feature ssh

// Tao access-list gidi han cac IP ngudn dugc phép quan tri thiét bi
(config)#access-list 1 permit 192.168.1.1

(config)#access-list 1 permit 192.168.1.2
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// Chi cho phép SSH, khong cho phép Telnet, gisi han ip quan tri bang ACL,
dat time-out

(config)#no feature http-server

(config)#no feature telnet

(config)#line vty 0 4

(config-line)#ip access-class 1 in
(config-line)#exec-timeout 15

+Voi Juniper Junos:

// Enable dich vu ssh

<hostname> set system services ssh root-login deny
<hostname> set system services ssh protocol-version v2

// Tao access-list gidi han cac IP ngudn duoc phép quan tri thiét bi
<hostname> set policy-options prefix-list <ssh-list> <ipl>
<hostname> set policy-options prefix-list <ssh-list> <ip2>
<hostname> set policy-options prefix-list <ssh-list> <ip3>

// Chi cho phép SSH, khong cho phép Telnet, gidi han ip quan tri bang ACL,
dat time-out

<hostname> set interfaces <mgmt_interface> unit O family inet filter input
<name_filter>

(set firewall family inet filter <name filter> term SSH_TELNET from
source-prefix-list <ssh-list>

<hostname> set firewall family inet filter <name_filter> term <ssh-list>
from protocol tcp <hostname> set firewall family inet filter <name_filter>
term <ssh-list> from port ssh <hostname> set firewall family inet filter
<name_filter> term <ssh-list> then count SSH <hostname> set firewall
family inet filter <name_filter> term <ssh-list> then accept

+ Lénh kiém tra

+ Vi Cisco 10S:

(config)# show running-config

+ Vi Cisco NX-0S:

(config)# show running-config
+Véi Juniper Junos:
<hostname> show configuration

Ciu hinh HTTPS
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+ Lénh cau hinh

+ Vi Cisco 10S:

(config)#ip http secure-server
(config)#ip http authentication aaa
(config)#ip http access-class 1
(config)#ip http timeout-policy idle 900
+Voi Cisco NX-0S:

(config)#no feature http-server
(config)#feature nxapi

(config)#no nxapi http

+ Vi Juniper Junos:

<hostname> set system services web-management https interface
<mgmt_interface>

<hostname> set system services web-management https system-generated-
certificate

+ Lénh kiém tra

+ Vi Cisco 10S:

(config)# show running-config
+ Vi Cisco NX-OS:

(config)# show running-config

+ Vi Juniper Junos:

<hostname> show configuration

5.4. Yéu cu cAu hinh NTP
- Pdng bo thoi gian theo t6i thiéu 01 may chu thoi gian (NTP server)

+ Lénh cau hinh:

+ Vi Cisco 10S:

(config)#clock timezone HaNoi 7
(config)#ntp server 192.168.181.50
(config)#ntp server 203.113.131.70
(config)#ntp source-interface <interface>
+ Vi Cisco NX-OS:

(config)#clock timezone HaNoi 7 0
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(config)#ntp server 192.168.181.50 prefer
(config)#ntp server 203.113.131.70
(config)#ntp source-interface <interface>
+Véi Juniper Junos:

<hostname> set system time-zone Asia/Saigon

<hostname> set system ntp server <ip-ntp-server> prefer

+ Lénh kiém tra

+ Vi Cisco 10S:

#show ntp associations
#show ntp status

+ Vi Cisco NX-OS:

#show ntp associations
#show ntp peers

#show ntp peer-status

+Voi Juniper Junos:
<hostname> show ntp status

5.5. Yéu ciu ciu hinh log

- Thiét bj phai dugc thiét 1ap bat ché do ghi log va cau hinh luu log tap trung
to1 thiéu 06 thang cho cac h¢ thong cap do 3 theo quy dinh cua by Thong tin
Truyén thong. Trong truong hop khong c6 h¢ thong luu log tép trung thuc hién
thiét lap luu trén local

+ Lé&nh cau hinh:

+ Vi Cisco 10S:

(config)#logging on

(config)#logging [ trap | console | history | monitor ] [level]
(config)#logging host <syslog-server-ip>

(config)#logging source-interface vlan <vlan-id>
(config)#logging count

(config)#logging userinfo

// Céu hinh timestamps trong cac ban tin log

(config)#service timestamps debug datetime localtime show-timezone msec
year
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(config)#service timestamps log datetime localtime show-timezone msec year
+ Vi Cisco NX-0S:

(config)#logging [ trap | console | history | monitor ] [level]
(config)#logging host <syslog-server-ip>

(config)#logging source-interface vlan <vlan-id>

+Veoi Juniper Junos:

<hostname> set system syslog archive size 10m

<hostname> set system syslog archive files 10

<hostname> set system syslog user * any critical

<hostname> set system syslog host <log_server> any notice

<hostname> set system syslog host <log_server> daemon any

<hostname> set system syslog host <log_server> kernel any

<hostname> set system syslog host <log_server> interactive-commands any
<hostname> set system syslog host <log_server> facility-override local7
<hostname> set system syslog host <log_server> any notice

<hostname> set system syslog file messages any warning

<hostname> set system syslog file messages authorization none
<hostname> set system syslog file messages archive world-readable
<hostname> set system syslog file messages explicit-priority

<hostname> set system syslog file interactive-commands interactive-
commands any

<hostname> set system syslog file interactive-commands match
"I(Ul_JUNOSCRIPT_CMD)"

<hostname> set system syslog file security authorization any
<hostname> set system syslog file firewall-filter-log firewall any
<hostname> set system syslog file default-log-messages any any
<hostname> set system syslog file default-log-messages structured-data
<hostname> set system syslog file config-changes change-log info
<hostname> set system syslog console any alert

<hostname> set system syslog time-format year

<hostname> set system syslog time-format millisecond

<hostname> set system syslog source-address <ip_source>

+ Lénh kiém tra
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+ Vi Cisco 10S:

# show logging

# show running-config

+Voi Cisco NX-0OS:

# show running-config
(config)# show logging monitor

+Voi Juniper Junos:

<hostname> show configuration

5.6. Yéu cAu cAu hinh SNMP
- SNMP phién ban v2c, v3
- SNMP theo ché do read-only
- Community string SNMP riéng
- X0a bé community string mac dinh
- Chi cho phep truy cap SNMP tir may chu giam sat
CAu hinh cho tt ca cac quy tic trén:
Vi SNMP v2c¢

+ Lénh cau hinh

+ Vi Cisco 10S:

(config)# access-list <acl-number> permit <ip>

(config)# no snmp-server community public

(config)# no snmp-server community private

(config)# snmp-server community mystring ro <acl-number>

+ Vi Cisco NX-OS:

(config)# access-list <acl-number> permit <ip>

(config)# no snmp-server community public

(config)# no snmp-server community private

(config)# snmp-server community mystring ro

(config)# snmp-server community mystring use-acl <acl-number>
+Véi Juniper Junos:

<hostname> set snmp client-list <NMS-SRV> <Ip1> <hostname> set snmp
client-list <NMS-SRV> <|p2>
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<hostname> set snmp community <ComPrivate> authorization read-only
<hostname> set snmp community < ComPrivate> client-list-name <NMS-
SRV>

+ Lénh kiém tra

+ Vi Cisco 10S:

# show snmp

# show snmp community

# show running-config

+ Vi Cisco NX-OS:

# show snmp

# show snmp community

# show running-config

+Voi Juniper Junos:
<hostname> show snmp statistics
<hostname> show configuration

Voi SNMP v3

+ Lénh cau hinh

+ Vi Cisco 10S:
(config)# access-list <acl-number> permit <ip>
(config)# snmp-server view TestSNMPv3View internet included

(config)# snmp-server group TestSNMPv3Group v3 priv read
TestSNMPv3View

(config)# snmp-server user TestSNMPv3User TestSNMPv3Group v3

auth [md5 | sha] mypassword priv [des56 | aes] mypassword access <acl-
number>

+ Vi Cisco NX-OS:
(config)# access-list <acl-number> permit <ip>
(config)# snmp-server view TestSNMPv3View internet included

(config)# snmp-server group TestSNMPv3Group v3 priv read
TestSNMPv3View

(config)# snmp-server user TestSNMPv3User TestSNMPv3Group v3

auth [md5 | sha] mypassword priv [des56 | aes] mypassword access <acl-
number>
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+Véi Juniper Junos:

<hostname> set snmp view <view-name> oid object-identifier include
<obj>

<hostname> set snmp view
<hostname> set snmp v3 usm local-engine user <username-snmp>

<hostname> set snmp v3 usm local-engine user <username-snmp>
authentication-md5 authentication-password authentication-password

<hostname> set snmp v3 usm local-engine user <username-snmp=> privacy-
des <privacy-password> <privacy-password>

+ Lénh kiém tra

+ Vi Cisco 10S:

# show snmp view

# show snmp user

# show snmp group

# show running-config
+Voi Cisco NX-0S:

# show snmp user

# show snmp group

# show running-config
+ Vi Juniper Junos:
<hostname> show snmp
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